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Abstract

Thi s docunent defines the RTISC Event Types. Event Types are
i ntroduced and defined in Security Event Token (SET) [ SET].
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1. I nt roducti on

This specification is based on RISC Profile [RI SC-PROFI LE] and uses
the subject identifiers defined there.
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1.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Event Types

The base URI for RISC event types is:
http://schenas. openi d. net/ secevent/ri sc/ event -type/

2.1. Account Credential Change Required
Event Type UR
http://schenas. openi d. net/ secevent/risc/ event-type/ account -
credenti al - change-required
Account Credential Change Required signals that the account
identified by the subject was required to change a credential. For
exanpl e the user was required to go through a password change.

Attributes: none

{

"iss": "https://idp.exanple.com"”

"jti": "756E69717565206964656E746966696572"

"fat": 1508184845,

"aud": "636C69656E745F6964",

"events": {
"http://schemas. openi d. net/secevent/risc/event-type/\
account - credenti al -change-required": {

"subject": {
"subj ect _type": "iss-sub",
"iss": "https://idp.exanple.com"”
"sub": "7375626A656374",

}

}
}
}

_(the event type URI is wapped, the backslash is the continuation
character) _

Figure 1. Exanple: Account Credential Change Required
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2. Account Del eted

Event Type URI
http://schenas. openi d. net/ secevent/risc/ event -type/ account - del et ed

Account Del eted signals that the account identified by the subject
has been permanent|y del et ed.

Attributes: none
3. Account Di sabl ed

Event Type UR
http://schemas. openi d. net/ secevent/ri sc/ event-type/ account - di sabl ed

Account Disabled signals that the account identified by the subject
has been di sabled. The actual reason why the account was di sabl ed

m ght be specified wwth the nested 'reason’ attribute described
bel ow. The account nmay be enabled (Section 2.4) in the future.

Attri butes:

0 reason - optional, describes why was the account disabl ed.
Possi bl e val ues:

*  hijacking
*  pul k- account
0O cause-tine - the initial cause that |lead to the account to be

di sabled. In nost cases this is an estimated tinme. For exanpl e,
the actual hijacking tinme. This is before the event tine.
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{

"iss": "https://idp.exanple.com"”

"jti": "756E69717565206964656E746966696572"

"fat": 1508184845,

"aud": "636C69656E745F6964",

"events": {
"http://schemas. openi d. net/secevent/risc/event-type/\
account - di sabl ed": {

"subject": {
"subj ect _type": "iss-sub",
"iss": "https://idp.exanple.com"”
"sub": "7375626A656374",

}

"reason": "hijacking",

"cause-time": 1508012752,

}
}
}

_(the event type URI is wapped, the backslash is the continuation
character) _

Figure 2: Exanple: Account D sabl ed
2.4. Account Enabl ed

Event Type URI
http://schenas. openi d. net/ secevent/ri sc/ event -type/ account - enabl ed

Account Enabl ed signals that the account identified by the subject
has been enabl ed.

Attributes: none
2.5. ldentifier Changed

Event Type UR
http://schenmas. openi d. net/ secevent/risc/event-type/identifier-changed

I dentifier Changed signals that the identifier specified in the
subj ect has changed. The subject’s type MJST be either "email’ or
"phone’ and it MJST specify the old val ue.

Attri butes:

o newvalue - required, the new value of the identifier.
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"iss": "https://idp.exanple.com"”
"jti": "756E69717565206964656E746966696572"
"fat": 1508184845,
"aud": "636C69656E745F6964",
"events": {
"http://schemas. openi d. net/secevent/risc/event-type/\
i dentifier-changed": {
"subject": {
"subj ect _type": "enmil",
"emai | ": "foo@xanpl e.cont,

}

"newval ue": "bar @xanpl e.cont,
}

}
}

The ' f oo@xanpl e.com email changed to ' bar @xanple.com. _(the
event type URI is wapped, the backslash is the continuation
character) _
Figure 3. Exanple: ldentifier Changed

2.6. ldentifier Recycled
Event Type UR
http://schenas. openi d. net/ secevent/risc/event-type/identifier-
recycl ed
Identifier Recycled signals that the identifier specified in the
subj ect was recycled and now it belongs to a new user. The subject
MUST be either 'email’ or 'phone-nunber’ .

Attributes: none
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"iss": "https://idp.exanple.com"”

"jti": "756E69717565206964656E746966696572"

"fat": 1508184845,

"aud": "636C69656E745F6964",

"events": {
"http://schemas. openi d. net/secevent/risc/event-type/\
identifier-recycled": {

"subject": {
"subj ect _type": "enmil",
"emai | ": "foo@xanpl e.cont,
}
}
}
}

The ' foo@xanpl e.com enmail address was recycled. (the event type
URI is wapped, the backslash is the continuation character) _

Figure 4. Exanple: Ildentifier Recycled
2.7. Opt Qut
Users SHOULD be allowed to opt-in and out of RI SC events being sent
for their accounts. Wth regards to opt-out an account can be in one
of these three states:

1. opt-in - the account is participating in R SC event exchange.

2. opt-out-initiated - the user requested to be excluded from Rl SC
event exchanges, but for practical security reasons for a period

of time RISC events are still exchanged. The main reason for
this state is to prevent a hijacker fromimedi ately opting out
of RI SC.

3. opt-out - the account is NOT participating in R SC event
exchange.
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State changes trigger Opt-Qut Events as represented bel |l ow
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Figure 5: Opt-Qut States and Opt-Qut Events
Both Transmtters and Receivers SHOULD manage Opt-Qut state for
users. Transmtters should send the events defined in this section
when the Opt-Qut state changes.
2.7.1. Opt In

Event Type UR
http://schenas. openi d. net/ secevent/ri sc/event-type/opt-in

Opt In signals that the account identified by the subject opted into
Rl SC event exchanges. The account is in the 'opt-in’ state.

Attributes: none
2.7.2. Opt Qut Initiated

Event Type URI
http://schemas. openi d. net/ secevent/risc/event-type/opt-out-initiated

Opt Qut Initiated signals that the account identified by the subject
initiated to opt out fromRI SC event exchanges. The account is in
the "opt-out-initiated state.

Attributes: none
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2.7.3. Opt Qut Cancelled

Event Type URI
http://schenas. openi d. net/ secevent/ri sc/ event-type/ opt-out-cancel | ed

Opt Qut Cancel l ed signals that the account identified by the subject
cancel |l ed the opt out from RI SC event exchanges. The account is in
the "opt-in state.

Attributes: none
2.7.4. Opt Qut Effective

Event Type UR
http://schenas. openi d. net/ secevent/risc/event-type/ opt-out-effective

Opt Qut Effective signals that the account identified by the subject
was effectively opted out from RI SC event exchanges. The account is

in the "opt-out’ state.
Attributes: none
2.8. Recovery Activated

Event Type UR
http://schenmas. openi d. net/ secevent/risc/event-typel/recovery-activated

Recovery Activated signals that the account identified by the subject
activated a recovery flow.

Attributes: none
2.9. Recovery Information Changed
Event Type URI
http://schemas. openi d. net/ secevent/risc/ event-typel/recovery-
i nf or mati on- changed
Recovery Information Changed signals that the account identified by

t he subj ect has changed sone of its recovery information. For
exanpl e a recovery enmail| address was added or renoved.

Attributes: none
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2.10. Sessions Revoked

Event Type URI
http://schenas. openi d. net/ secevent/ri sc/ event -type/ sessi ons-revoked

Sessi ons Revoked signals that all the sessions for the account
identified by the subject have been revoked.

Attributes: none
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