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1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Subject ldentifiers

The RISC profile defines a structure called a Subject Identifier: a
JSON [ RFC7159] object containing a set of clains that collectively
uniquely identify a subject, according to a sinple schema called a
Subject ldentifier Type. Every Subject Identifier MJST contain a
"subj ect _type" claim whose value MUST be a nanme that uniquely
identifies the Subject Identifier Type of the Subject ldentifier.
Any renmaining claims within the Subject Identifier MJST be
interpreted according to the definition of the Subject Identifier
Type. A Subject Identifier MJUST conformto the Subject Identifier
Type identified by its "subject type" claim and MJUST NOT contain any
clainms not defined by its Subject Identifier Type.

{
"subj ect _type": "enmil",
"emai | ": "foo@xanpl e.cont

A Subject ldentifier that identifies a subject by email address.

Figure 1. Exanple: Email Subject Identifier

{
"subj ect _type": "iss-sub",
"iss": "https://issuer.exanple.con"
"sub": "abcl234"

}

A Subject ldentifier that identifies a subject by an identifier
provi ded by an i ssuer.

Figure 2: Exanple: Issuer and Subject Subject Identifier
2.1. Subject ldentifier Types

A Subject Identifier Type is a |ight-weight schema that describes a
set of clainms that uniquely identifies a subject. Every Subject
Identifier Type MJUST have a unique nane registered in the | ANA
"Security Event Subject ldentifier Types" registry established by
Section 6.1. A Subject ldentifier Type MAY contain nore clains than
are strictly necessary to uniquely identify a subject, however a
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Subj ect Identifier MJST contain all of the clains required by its
type (See Privacy Considerations).

The foll owi ng Subject Identifier Types are registered in the | ANA
"Security Event Subject ldentifier Types" registry established by
Section 6.1.

2.1.1. Email Subject ldentifier Type

The Emai|l Subject ldentifier Type describes a subject by enuil
address. Subject ldentifiers of this type MIST contain an "enail"
cl ai m whose value is a string containing the email address of the
subject. The "email" claimMJST NOT be null or enpty. The Enmai
Subj ect lIdentifier Type is identified by the nane "email"

2.1.2. Phone Nunber Subject ldentifier Type

The Phone Nunber Subject ldentifier Type describes a subject by

t el ephone nunber. Subject Identifiers of this type MJIST contain a
"phone" clai mwhose value is a string containing the full tel ephone
nunber of the subject, including international dialing prefix,
formatted according to E 164 [E164]. The "phone" claim MJST NOT be
null or enpty. The Phone Nunber Subject ldentifier Type is
identified by the nane "phone".

2.1.3. Issuer and Subject Subject ldentifier Type

The | ssuer and Subj ect Subject ldentifier Type describes a subject by
an i ssuer and a subject. Subject Identifiers of this type MJST
contain an "iss" claimwhose value identifies the issuer, and a "sub"
cl ai m whose val ue identifies the subject with respect to the issuer.
These clainms MIUST follow the formats of the "iss" claimand "sub”

cl ai mdefined by [ RFC7519], respectively. Both the "iss" claim and
the "sub" claim MJST NOT be null or enpty. The |Issuer and Subj ect
Subject ldentifier Type is identified by the nane "iss-sub"

2.1.4. |1 D Token Cains Subject Identifier Type
The I D Token C ains Subject Identifier Type describes a subject by a
subset of the clains froman ID token. Subject lIdentifiers of this
type MJST contain at |east one of the foll ow ng clains:

enmal
An "email" claim as defined in [|I DTOKEN] .

phone_nunber
An "phone_nunber” claim as defined in [|DTCKEN].
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sub
A "sub" claim as defined in [RFC7519].

If the Subject Identifier contains a "sub" claim it MJST al so

contain an "iss" claim as defined in [RFC7519]. The I D Token O ai ns

Subject ldentifier Type is identified by the nane "id-token-clains".
3. Transmtter Configuration Discovery

Thi s section defines a nechanismfor Receivers to obtain Transm tter
configuration information.

3.1. Transmtter Configuration Mtadata

Transmtters have netadata describing their configuration:

i ssuer REQUIRED. URL using the https schene with no query or
fragnment conponent that the Transmtter asserts as its |ssuer
Identifier. This MJUST be identical to the iss Claimvalue in
Security Event Tokens issued fromthis Transmtter.

jwks _uri  REQU RED. URL of the Transmitter’s JSON Wb Key Set
[ RFC7517] docunent. This contains the signing key(s) the Receiver
uses to validate signatures fromthe Transmtter.

del i very_net hods_supported RECOVMENDED. List of supported delivery
met hod URIs.

configuration_endpoint OPTIONAL. The URL of the Configuration
Endpoi nt .

status_endpoint OPTIONAL. The URL of the Status Endpoint.
add_subj ect _endpoint OPTIONAL. The URL of the Add Subject Endpoint.

remove_subj ect _endpoint OPTIONAL. The URL of the Renobve Subject
Endpoi nt .

verification_endpoint OPTIONAL. The URL of the Verification
Endpoi nt .

3.2. (Obtaining Transmtter Configuration |Information

Using the Issuer as docunented by the Transmitter, the Transmtter
Configuration Informati on can be retrieved.

Transmtters supporting Discovery MIST make a JSON docunent avail abl e
at the path formed by concatenating the string "/.well-known/risc-
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configuration” to the Issuer. The syntax and semantics of ".well-
known" are defined in [ RFC5785] and apply to the Issuer value when it
contai ns no path conponent. "risc-configuration” MJST point to a JSON
docurent conpliant with this specification and MUST be returned using
the "application/json" content type.

3.2.1. Transmtter Configuration Request

A Transmitter Configuration Document MJST be queried using an HTTP
"GET" request at the previously specified path.

The Recei ver woul d nmake the follow ng request to the Issuer
"https://tr.exanple.com to obtain its Configuration information,
since the Issuer contains no path conponent:

GET /.well-known/risc-configuration HITP/ 1.1
Host: tr.exanple.com

Figure 3: Exanple: Transmitter Configuration Request (w thout path)

If the Issuer value contains a path conponent, any termnating "/"
MUST be renoved before appending "/.well-known/risc-configuration”
The Recei ver would nmake the follow ng request to the Issuer
"https://tr.exanple.conissuerl” to obtain its Configuration

i nformati on, since the |Issuer contains a path conponent:

GET /issuerl/.well-known/risc-configuration HTTP/ 1.1
Host: tr.exanpl e.com

Figure 4: Exanple: Transmitter Configuration Request (w th path)

Usi ng path conponent s enabl es supporting nmultiple issuers per host.
This is required in some nulti-tenant hosting conflguratlons Thi s
use of ".well-known" is for supporting multiple issuers per host;

unl i ke its use in [ RFC5785], it does not provide general information
about the host.

3.2.2. Transmtter Configuration Response

The response is a set of Clains about the Transmitter’s
configuration, including all necessary endpoints and public key

| ocation information. A successful response MJST use the 200 OK HTTP
status code and return a JSON object using the "application/json"
content type that contains a set of Clains as its nenbers that are a
subset of the Metadata val ues defined in Section 3.1. Qher Cains
MAY al so be returned.
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Clainms that return nmultiple values are represented as JSON arrays.
Clainms with zero elenents MIST be omtted fromthe response.

An error response uses the applicable HTTP status code val ue.

HTTP/ 1.1 200 XK
Content - Type: application/json

i )
i ssuer":
"https://tr.exanpl e. cont,
"Jwks_uri":
"https://tr.exanple.con jwks.|son",
“del i very_net hods_supported": |
"http://schemas. openi d. net/secevent/risc/delivery-method/ push”,
"http://schemas. openi d. net/secevent/risc/delivery-nmethod/ poll"],
“configuration_endpoint":
"https://tr.exanple.confrisc/ngnt/streant,
"stat us_endpoi nt":
"https://tr.exanple.conrisc/ngnt/status",
"add_subj ect _endpoi nt":
"https://tr.exanple.conrisc/ngnt/subject:add",
"renove_subj ect _endpoint":
"https://tr.exanple.con risc/ nmgnt/subject:renove",
"verification_endpoint":
"https://tr.exanple.conrisc/ngnt/verification"

Figure 5. Exanple: Transmitter Configuration Response
3.2.3. Transmtter Configuration Validation

If any of the validation procedures defined in this specification
fail, any operations requiring the information that failed to
correctly validate MJST be aborted and the information that failed to
val i date MJUST NOT be used.

The "issuer" value returned MIUST be identical to the Issuer URL that
was directly used to retrieve the configuration information. This
MUST al so be identical to the "iss" Claimvalue in Security Event
Tokens issued fromthis Transmtter.

4. Managenent APl for SET Event Streans
This section defines an HTTP APl to be inplenmented by Event
Transmitters and that can be used by Event Receivers to query the

Event Stream status, to add and renove subjects and to trigger
verification.
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This section is based on Managenent APl for SET Event Streans
[ MGMTAPI ] .

Fom e e o + Fom e e o +
| Stream Config |
Event O + Event
Stream | | Receiver
Managenment | Stream Stat us
API e AR EE T +

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
+

Figure 6: Event Stream Management API
4.1. Event Stream Managenent
Event Recei vers manage how they receive events, and the subjects
about which they want to receive events over an Event Stream by
maki ng HTTP requests to endpoints in the Event Stream Managenent API.

The Event Stream Managenent APl is inplenented by the Event
Transmtter and consists of the follow ng endpoints:

Configuration Endpoi nt
An endpoint used to read the Event Streamis current configuration.

St at us Endpoi nt
An endpoint used to read the Event Streanis current status.

Add Subj ect Endpoi nt
An endpoi nt used to add subjects to an Event Stream

Renove Subj ect Endpoi nt
An endpoint used to renove subjects froman Event Stream

Verification Endpoint

An endpoi nt used to request the Event Transmitter transmt a
Verification Event over the Event Stream

Scurtescu, et al. Expi res August 5, 2018 [ Page 8]



ri sc-secevent February 2018

An Event Transmtter MAY use the sane URLs as endpoints for nmultiple
streans, provided that the Event Transmitter has sonme nechani sm

t hrough which they can identify the applicable Event Stream for any
gi ven request, e.g. fromauthentication credentials. The definition
of such nechanisns is outside the scope of this specification.

4.1.1. Stream Status
4.1.1.1. Reading a Streanis Status

An Event Receiver checks the current status of an event stream by
maki ng an HTTP GET request to the streami s Status Endpoint. On
receiving a valid request the Event Transmtter responds wth a 200
K response containing a JSON [ RFC7159] object with a single
attribute "status", whose string value MJST have one of the follow ng
val ues:

enabl ed
The transmtter will transmt events over the stream according to
the streami s configured delivery nethod.

paused
The transmtter will not transmt events over the stream The
transmtter will hold any events it would have transmtted while
paused, and will transmt them when the stream s status becones
"enabl ed".

di sabl ed
The transmtter will not transmt events over the stream and wl|
not hold any events for later transm ssion.

The followng is a non-normative exanple request to check an event
streani s status:

GET /set/status HITP/ 1.1

Host: transmtter. exanpl e.com

Aut hori zation: Bearer eyJOb2tl bil 61 mMVAYWLwWoGUi f Qo=
Figure 7. Exanple: Check Stream Status Request

The following is a non-nornative exanpl e response:
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HTTP/ 1.1 200 OK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragnma: no-cache

{

"status": "enabl ed"

}
Figure 8. Exanple: Check Stream Status Response

4.1.1.2. Updating a Stream s Status

An Event Receiver updates the current status of a stream by maki ng an
HTTP POST request to the Status Endpoint. The POST body contains a
JSON [ RFC7159] representation of the updated status. On receiving a
valid request the Event Transmitter responds with a "200 OK" response
containing a JSON [ RFC7159] representation of the updated stream
status in the body.

The followng is a non-normative exanpl e request to update an Event
Streanmi s status:

POST /set/status HITP/ 1.1
Host: transmtter.exanpl e.com
Aut hori zation: Bearer eyJOb2tl bil 61 MVAYWLwWoGUi f Qo=

"status": "paused",

}
Figure 9: Exanple: Update Stream Status Request

The following is a non-normative exanpl e response:

HTTP/ 1.1 200 XK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{

"status": "paused",

}
Figure 10: Exanple: Update Stream Status Response

Errors are signaled wwth HITP staus codes as foll ows:
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S PR U U U e +
| Code | Description |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
| 400 | if the request body cannot be parsed or if the request is |
| | otherwi se invalid |
| | |
| 401 | if authorization failed or it is mssing |
I I I
| 403 | if the Event Receiver is not allowed to update the stream |
| | status |
S T e N +

Table 1: Update Stream Configuration Errors
4.1.2. Stream Configuration

An Event Streanmis configuration is represented as a JSON [ RFC7159]
object with the follow ng properties:

aud
A string containing an audi ence claimas defined in JSON Wb Token
(JWI) [RFC7519] that identifies the Event Receiver for the Event
Stream This property cannot be updat ed.

events_supported
OPTIONAL. An array of URIs identifying the set of events
supported by the Transmitter for this Receiver. |If omtted, Event
Transmitters SHOULD nake this set available to the Event Receiver
via sone other neans (e.g. publishing it in online docunentation).

events_requested
OPTIONAL. An array of URIs identifying the set of events that the
Recei ver requested. A Receiver should request only the events
that it understands and it can act on. This is configurabel by
t he Receuver

events_delivered
OPTIONAL. An array of URIs which is the intersection of
"events_supported" and "events_requested”. These evebts MAY be
del i vered over the Event Stream

delivery
A JSON object containing a set of nane/val ue pairs specifying
configuration paraneters for the SET delivery nethod. The actual
delivery method is identified by the special key "nmethod” with the
val ue being a URI as defined in Section 5.2.1.

m n_verification_interval
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An integer indicating the m nimum anount of tinme in seconds that
nmust pass in between verification requests. |f an Event Receiver
submts verification requests nore frequently than this, the Event
Transmitter MAY respond with a 429 status code. An Event

Transm tter SHOULD NOT respond with a 429 status code if an Event
Recei ver is not exceeding this frequency.

subj ect _type The Subject Identifier Type that the Receiver wants for
the events. |If not set then the Transmitter m ght decide to use a
type that discloses nore information than necessary.

4.1.2.1. Reading a Streanmi s Configuration
An Event Receiver gets the current configuration of a stream by
maki ng an HTTP GET request to the Configuration Endpoint. On
receiving a valid request the Event Transmitter responds with a "200

K" response containing a JSON [ RFC7159] representation of the
stream s configuration in the body.

The followng is a non-normative exanple request to read an Event
Streani s configuration:

GET /set/stream HITP/ 1.1
Host: transmtter. exanpl e.com
Aut hori zation: Bearer eyJOb2tl bil 61 mMVAYWLwWoGUi f Qo=
Figure 11: Exanple: Read Stream Configuration Request

The following is a non-nornmative exanpl e response:
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HTTP/ 1.1 200 OK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragnma: no-cache

{

"aud": "http://ww. exanpl e. cont,
"delivery": {
“del i very_net hod":
"http://schemas. openi d. net/secevent/risc/delivery-nethod/ push”
"url": "https://receiver.exanpl e.con events",
}
"events_supported": [
"urn: exanpl e: secevent : events:type_ 1",
"urn: exanpl e: secevent : events:type 2",
"urn: exanpl e: secevent : events:type 3",

]

vents requested": |

"urn: exanpl e: secevent : events:type_ 2",
"urn: exanpl e: secevent : events:type_ 3",
"urn: exanpl e: secevent : events:type 4",

]

vents delivered": |
"urn: exanpl e: secevent : events:type_2",
"urn: exanpl e: secevent : events:type_3",

]

in verification_interval": 60,

Figure 12: Exanple: Read Stream Configurati on Response

Errors are signaled with HTTP staus codes as foll ows:

Scur

------ e B
Code | Description |
------ T T ..
401 | if authorization failed or it is mssing |
I I

403 | if the Event Receiver is not allowed to read the stream |
| configuration |

| |

404 | if there is no Event Stream configured for this Event |
| Receiver |
------ oo o e e e e eoaaao-- o+

Tabl e 2: Read Stream Configuration Errors
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4.1.2.2. Updating a Stream s Configuration

An Event Receiver updates the current configuration of a stream by
maki ng an HTTP POST request to the Configuration Endpoint. The POST
body contains a JSON [ RFC7159] representation of the updated
configuration. On receiving a valid request the Event Transmtter
responds with a "200 OK" response containing a JSON [ RFC7159]
representati on of the updated stream configuration in the body.

The full set of editable properties nmust be present in the POST body,
not only the ones that are specifically intended to be changed.

M ssing properties SHOULD be interpreted as requested to be del et ed.
Event Receivers should read the configuration first, nodify the JSON
[ RFC7159] representation, then nake an update request.

Properties that cannot be updated MAY be present, but they MJST nmatch
t he expected val ue.

The followng is a non-normative exanpl e request to update an Event
Stream s configuration

POST /set/stream HTTP/ 1.1
Host: transmtter. exanpl e.com
Aut hori zation: Bearer eyJOb2tl bil 6l mfVAYWLWoGUI f Qo=

{

"aud": "http://ww. exanpl e. cont,
"delivery": {
"“delivery_net hod":
"http://schemas. openi d. net/secevent/risc/delivery-method/ push”,
"url": "https://receiver.exanple.confevents",

}

vents requested": |

"urn: exanpl e: secevent : events:type 2",
"urn: exanpl e: secevent : events:type_ 3",
"urn: exanpl e: secevent : events:type 4",

1,

Figure 13: Exanple: Update Stream Configurati on Request

The following is a non-nornative exanpl e response:
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HTTP/ 1.1 200 &K

Cont ent - Type:
Cache- Cont r ol
Pr agna:

{

no-store
no- cache

"aud":
"delivery": {
“del i very_net hod":

application/json;

ri sc-secevent February 2018

char set =UTF- 8

“http://ww. exanpl e. cont',

"http://schemas. openi d. net/secevent/risc/delivery-nethod/ push”

"url":

}

"events_supported": [

"urn: exanpl e: secevent:
"ur n: exanpl e: secevent:
"urn: exanpl e: secevent:

]

vents requested": |

"urn: exanpl e: secevent:
"urn: exanpl e: secevent:
"urn: exanpl e: secevent:

]

vents delivered": |

"urn: exanpl e: secevent:
"urn: exanpl e: secevent:

1,

Figure 14: Exanpl e:

"https://receiver. exanpl e. conf events",

events:type_ 1",
events:type_ 2",
events:type_ 3",

events:type_2",
events:type_3",
events:type_ 4",

events:type_2",
events:type_3",

Updat e Stream Confi gurati on Response

Errors are signaled with HTTP staus codes as foll ows:

Scurt escu,

____________________________________________________________ +
Descri ption |

____________________________________________________________ +
i f the request body cannot be parsed or if the request is |

ot herwi se invalid |

I

if authorization failed or it is m ssing |

I

if the Event Receiver is not allowed to update the stream |

configuration |

____________________________________________________________ +

Tabl e 3: Update Stream Configuration Errors
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3. Subjects

An Event Receiver can indicate to an Event Transmtter whether or not
the receiver wants to receive events about a particul ar subject by
"addi ng" or "renoving" that subject to the Event Stream
respectively.

4.1.3.1. Adding a Subject to a Stream

To add a subject to an Event Stream the Event Receiver nakes an HITP
POST request to the Add Subject Endpoint, containing in the body a
JSON obj ect the follow ng clains:

subj ect
A Subject ldentifier identifying the subject to be added.
REQUI RED.

On a successful response, the Event Transmtter responds wth an
enpty "200 OK" response. The Event Transmtter MAY choose to
silently ignore the request, for exanple if the subject has
previously indicated to the transmtter that they do not want events
to be transmtted to the Event Receiver. 1In this case, the
transmtter MAY return an enpty "200 OK" response or an appropriate
error code. See Security Considerations (Section 4.3).

Errors are signaled with HTTP status codes as foll ows:

if the request body cannot be parsed or if the request is
otherwi se invalid

I I I
I I I
| | o . o |
| 401 | if authorization failed or it is mssing |
I I I
| 403 | if the Event Receiver is not allowed to add this |
| | particul ar subject |
I I I
| 404 | if the subject is not recognized by the Event Transmitter, |
| | the Event Transmitter nay chose to stay silent in this |
| | case and respond with "200" |
| | |
| 429 | if the Event Receiver is sending too nany requests in a |
| | gvien anpbunt of tine |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +

Tabl e 4. Add Subject Errors

Scurtescu, et al. Expi res August 5, 2018 [ Page 16]



ri sc-secevent February 2018

The followng is a non-normative exanple request to add a subject to
a stream where the subject is identified by an Email Subject
Identifier.

POST /set/subjects:add HTTP/ 1.1
Host: transm tter.exanpl e.com
Aut hori zation: Bearer eyJOb2tl bil 61 mfVAYWLwWoGUi f Qo=

"subject": {
"subj ect _type": "email",
"emai | ": "exanpl e. user @xanpl e. conf
}
}

Fi gure 15: Exanple: Add Subject Request

The following is a non-nornative exanpl e response to a successful
request:

HTTP/ 1.1 200 OK
Server: transmtter.exanple.com

Cache-Control: no-store
Pragma: no-cache

Figure 16: Exanple: Add Subject Response
4.1.3.2. Renoving a Subject

To renove a subject froman Event Stream the Event Receiver nmakes an
HTTP POST request to the Renove Subject Endpoint, containing in the
body a JSON object with the follow ng clai ns:
subj ect

A Subject ldentifier identifying the subject to be renoved.

REQUI RED.

On a successful response, the Event Transmtter responds with a "204
No Content" response.

Errors are signaled wwth HITP staus codes as foll ows:
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if the request body cannot be parsed or if the request is
otherwi se invalid

I I I
I I I
| | o _ N |
| 401 | if authorization failed or it is mssing |
I I I
| 403 | if the Event Receiver is not allowed to renove this |
| | particul ar subject |
I I I
| 404 | if the subject is not recognized by the Event Transmtter, |
| | the Event Transmitter may chose to stay silent in this |
| | case and respond with "204" |
I I I
| 429 | if the Event Receiver is sending too nany requests in a |
| | gvien anobunt of tine |
Fomm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmam——o - +

Tabl e 5. Renove Subject Errors

The following is a non-normative exanpl e request where the subject is
identified by a Phone Nunber Subject ldentifier:

POST /set/subjects:renmove HITP/ 1.1
Host: transmtter.exanpl e.com
Aut hori zati on: Bearer eyJOb2tl bil 6l mVAYWLwWoGUi f Qo=

{
"subject": {
"subj ect _type": "phone",
"phone_nunber”: "+1 206 555 0123"
}
}

Figure 17: Exanple: Renobve Subject Request

The following is a non-normative exanpl e response to a successful
request:

HTTP/ 1.1 204 No Content

Server: transmtter.exanple.com
Cache-Control: no-store

Pragma: no-cache

Figure 18: Exanple: Renbve Subject Response
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4.1.4. Verification

In some cases, the frequency of event transm ssion on an Event Stream
will be very low, making it difficult for an Event Receiver to tel

the difference between expected behavi or and event transm ssion
failure due to a msconfigured stream Event Receivers can request
that a verification event be transmtted over the Event Stream
allowing the receiver to confirmthat the streamis configured
correctly upon successful receipt of the event. The acknow edgnent

of a Verification Event also confirms to the Event Transmitter that
end-to-end delivery is working, including signature verification and
encryption.

An Event Transmitter MAY send a Verification Event at any tinme, even
if one was not requested by the Event Receiver.

4.1.4.1. Verification Event

The Verification Event is a standard SET with the foll ow ng
attributes:

event type
The Event Type URI is: "http://schenas. openid. net/secevent/risc/
event-type/verification".

state
OPTI ONAL An opaque val ue provided by the Event Receiver when the
event is triggered. This is a nested attribute in the event

payl oad.
Upon receiving a Verification Event, the Event Receiver SHALL parse
the SET and validate its clains. |In particular, the Event Receiver
SHALL confirmthat the value for "state" is as expected. |If the

val ue of "state" does not match, an error response of "setData"
SHOULD be returned (see Section 2.4 of [DELIVERY]).

In many cases, Event Transm tters MAY di sabl e or suspend an Event
Streamthat fails to successfully verify based on the acknow edgenent
or |ack of acknow edgenment by the Event Receiver.

4.1.4.2. Triggering a Verification Event.

To request that a verification event be sent over an Event Stream

t he Event Receiver makes an HTTP POST request to the Verification
Endpoint, with a JSON [ RFC7159] object containing the paranmeters of
the verification request, if any. On a successful request, the event
transmtter responds with an enpty "204 No Content" response.
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Verification requests have the foll owm ng properties:

state
OPTIONAL. An arbitrary string that the Event Transmtter MJST
echo back to the Event Receiver in the verification event’s
payl oad. Event Receivers MAY use the value of this paranmeter to
correlate a verification event with a verification request. |If
the verification event is initiated by the transmtter then this
par anmet er MJUST not be set.

A successful response froma POST to the Verification Endpoint does
not indicate that the verification event was transmtted
successfully, only that the Event Transmtter has transmtted the
event or will do so at sone point in the future. Event Transmtters
MAY transmt the event via an asynchronous process, and SHOULD
publish an SLA for verification event transm ssion tines. Event

Recei vers MUST NOT depend on the verification event being transmtted
synchronously or in any particular order relative to the current
gueue of events.

Errors are signaled with HTTP staus codes as foll ows:

if the request body cannot be parsed or if the request is
otherwi se invalid

I I I
I I I
I I I
| 401 | if authorization failed or it is mssing |
| | |
| 429 | if the Event Receiver is sending too nany requests in a |
| | gvien amount of tine; see rel ated |
| | "mn_verification_interval™ in Section 4.1.2 |
B o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +

Table 6: Verification Errors

The followng is a non-normative exanple request to trigger a
verification event:
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POST /set/verify HITP/ 1.1

Host: transmtter.exanpl e.com

Aut hori zati on: Bearer eyJOb2tl bil 6l mMVAYWLWoGUI f Qo=
Cont ent - Type: application/json; charset=UTF-8

{
"state": "VGhpcyBpcyBhbi Bl eGFt cGxl | HNOYXR | HZhbHVI Lgo="

}
Figure 19: Exanple: Trigger Verification Request

The following is a non-nornative exanpl e response to a successful
request:

HTTP/ 1.1 204 No Content

Server: transmtter.exanple.com
Cache-Control : no-store

Pragma: no-cache

Fi gure 20: Exanple: Trigger Verification Response

And the following is a non-nornmative exanple of a verification event
sent to the Event Receiver as a result of the above request:

"jti": "123456",
"iss": "https://transmtter.exanple.coni,
"aud": "receiver.exanpl e.coni,
"fat": "1493856000",
"events": |
"http://schemas. openi d. net/secevent/risc/event-type/verification":{
"state": "VGhpcyBpcyBhbi Bl eG-t cGxl | HNOYXRI | HZhbHVI Lgo="
}

1.
}

Figure 21: Exanple: Verification SET
4.2. Authorization
HTTP APl calls froma receiver to a transmtter SHOULD be authorized
using QAuth 2 Access Tokens. The client id associated with the
Access Token uniquely identifies the Receiver and the Stream

Recei vers SHOULD use the Cient Credential Gant [CLIENTCRED] to
obtain access tokens on its own behal f.
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4.3. Security Considerations
4.3.1. Subject Probing

It may be possible for an Event Transmtter to | eak information about
subj ects through their responses to add subject requests. A "404"
response may indicate to the Event Receiver that the subject does not
exi st, which may inadvertantly reveal information about the subject
(e.g. that a particular individual does or does not use the Event
Transmitter’s service).

Event Transmtters SHOULD carefully eval uate the conditions under
which they will return error responses to add subject requests.

Event Transmitters MAY return a "204" response even if they will not
actually send any events related to the subject, and Event Receivers
MUST NOT assune that a 204 response nmeans that they will receive
events related to the subject.

4.3.2. Information Harvesting

SETs may contain personally identifiable information (PIl) or other
non-public information about the event transnmitter, the subject (of
an event in the SET), or the relationship between the two. It is
inportant for Event Transmtters to understand what information they
are revealing to Event Receivers when transmtting events to them

| est the event stream beconme a vector for unauthorized access to
private information.

Event Transmtters SHOULD i nterpret add subject requests as
statenments of interest in a subject by an Event Receiver, and ARE NOT
obligated to transmt events related to every subject an Event
Receiver adds to the stream Event Transmtters MAY choose to
transmt sonme, all, or no events related to any given subject and
SHOULD validate that they are permtted to share the infornmation
contained within an event with the Event Receiver before transmtting
the event. The nmechani snms by which such validation is perforned are
out side the scope of this specification.

4.3.3. Malicious Subject Renoval

A malicious party may find it advantageous to renove a particul ar
subject froma stream in order to reduce the Event Receiver’s
ability to detect malicious activity related to the subject,

i nconveni ence the subject, or for other reasons. Consequently it may
be in the best interests of the subject for the Event Transmtter to
continue to send events related to the subject for sonme tine after

t he subject has been renpbved froma stream
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Event Transm tters MAY continue sending events related to a subject
for sonme anobunt of tinme after that subject has been renpbved fromthe
stream Event Receivers MJST tolerate receiving events for subjects
t hat have been renoved fromthe stream and MJUST NOT report these
events as errors to the Event Transmtter.

5. Profiles
This section profiles several |ETF secevent specifications.
The RI SC Profile nakes several assunptions:
o Transmitters are Qauth 2 Authorization Servers

0 Receivers are QAuth 2 dients and as such have client ids issued
by Transmtters

The RI SC use cases that set the requirenents are described in
Security Events RI SC Use Cases [USECASES] .

5.1. Security Event Token Profle

This section provides RI SC profiling specifications for the "Security
Event Token (SET)" [ SET] spec.

5.1.1. Signature Key Resol ution
The signature key can be obtained through "jwks uri", see Section 3.
5.1.2. RISC Event Subject
The subject of a RISC event is identified by the "subject” claim
wi thin the event payl oad, whose value is a Subject Identifier. The
"subject” claimis REQU RED for all RISC events. The JWI "sub" claim
MJUST NOT be present in any SET containing a Rl SC event.
5.1.3. Explicit Typing of SETs

RI SC events MJST use explicit typing as defined in Section 2.3 of
[ SET] .

{

"typ":"secevent+wt",
"al g": " HS256"

}
Figure 22: Explicitly Typed JOSE Header
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The purpose is defense against confusion with other JWs, as
described in Sections 4.5, 4.6 and 4.7 of [SET]. \While current Id
Token [I DTOKEN] validators may not be using the "typ" header
paranmeter, by requiring it for RISC SETs a distinct value is
guaranteed for future validators.

5.1.4. The "exp" Caim
The "exp" claim MJST NOT be used in RI SC SETs.

The purpose is defense in depth agai nst confusion with other JWs, as
described in Sections 4.5 and 4.6 of [SET].

5.1.5. aud dam

The "aud’ claim MJST be a single value which is the client id of the
Recei ver

5.1.6. Security Considerations

5.1.6.1. Distingushing SETs from other Kinds of JWs
O particular concern is the possibility that SETs are confused for
ot her kinds of JWs. The Security Considerations sesction of [SET]
has several sub-sections on this subject. The RISC Profile is asking
for further restrioctons:

o The "sub" claimMJST NOT be present, as described in
Section 5.1.2.

0 RISC SETs MJST use explicit typing, as described in Section 5.1.3.

o The "exp" claimMJIST NOT be present, as described in
Section 5.1.4.

5.2. SET Token Delivery Using HTTP Profile

This section provides RISC profiling specifications for the "SET
Token Delivery Using HTITP" [ DELI VERY] spec.

5.2.1. Stream Configuration Mtadata

Each delivery nmethod is identified by a URI, specified bel ow by the
"met hod" net adat a.
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5.2.1.1. Push Delivery using HITP

met hod "http://schenas. openi d. net/secevent/risc/delivery-nmethod/
push"

endpoint _url The URL where events are pushed through HTTP POST
This is set by the Receiver.

aut hori zati on_header The HITP Aut hori zation header that the
Transmitter MJUST set with each event delivery, if the
configuration is present. The value is optional and it is set by
t he Recei ver

5.2.1.2. Polling Delivery using HTTP

nmet hod "http://schenas. openi d. net/secevent/risc/delivery-nethod/
pol | "

endpoint _url The URL where events can be retrieved from This is
specified by the Transmtter.

6. | ANA Consi derations
6.1. Security Event Subject Ildentifier Types Registry

Thi s docunent defines Subject Identifier Types, for which IANA is
asked to create and maintain a new registry titled "Security Event
Subj ect ldentifier Types". Initial values for the Security Event
Subject ldentifier Types registry are given in Section 6.1.2. Future
assignnments are to be made through the Expert Review registration
policy [BCP26] and shall follow the tenplate presented in

Section 6.1. 1.

6.1.1. Registration Tenplate

Type Nane:
The nane of the Subject lIdentifier Type, as described in
Section 2.1. The nane MJUST be an ASCI| string consisting only of
| ower -case characters ("a" - "z"), digits ("0" - "9"), and hyphens
("-"), and SHOULD NOT exceed 20 characters in | ength.

Type Descri ption:
A brief description of the Subject Identifier Type.

Change Controll er:
For types defined in docunments published by the Openl D Foundati on
or its working groups, list "ODF RI SC Wrking Goup". For al
other types, list the nane of the party responsible for the
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regi stration. Contact information such as mailing address, enai
address, or phone nunber may al so be provided.

Def i ni ng Docunent (s):
A reference to the docunent or docunents that define the Subject
Identifier Type. The definition MJUST specify the name, format,
and nmeani ng of each claimthat may occur within a Subject
Identifier of the defined type, as well as whether each claimis
optional or required, or the circunstances under which the claim
is optional or required. URIs that can be used to retrieve copies
of each docunent SHOULD be i ncl uded.

2. Initial Registry Contents

o Type Nane: "enail"

o Type Description: Subject identifier based on email address.

o0 Change Controller: O DF R SC Wrking G oup

o Defining Docunent(s): Section 2.1.1 of this docunent.

o Type Nane: "id-token-clains"

0 Type Description: Subject identifier based on Qpenl D Connect ID
Token cl ai ns.

o0 Change Controller: O DF R SC Wrking G oup

o Defining Docunent(s): Section 2.1.4 of this docunent.

o Type Nane: "iss-sub"

0o Type Description: Subject identifier based on issuer and subject.

o Change Controller: ODF R SC Wrking G oup

o Defining Docunent(s): Section 2.1.3 of this docunent.

o Type Nane: "phone"

o Type Description: Subject identifier based on phone nunber.

o Change Controller: ODF R SC Wrking G oup

o Defining Docunent(s): Section 2.1.2 of this docunent.

Qui dance for Expert Reviewers

The Expert Reviewer is expected to review the docunentation
referenced in a registration request to verify its conpleteness. The
Expert Revi ewer nust base their decision to accept or reject the
request on a fair and inpartial assessnment of the request. If the
Expert Reviewer has a conflict of interest, such as being an author
of a defining docunent referenced by the request, they nust recuse
t hensel ves fromthe approval process for that request. In the case
where a request is rejected, the Expert Reviewer should provide the
requesting party with a witten statenment expressing the reason for
rejection, and be prepared to cite any sources of information that
went into that decision.
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Subj ect ldentifier Types need not be generally applicable and may be
highly specific to a particular domain; it is expected that types may
be registered for niche or industry-specific use cases. The Expert
Revi ewer shoul d focus on whether the type is thoroughly docunented,
and whether its registration will pronote or harminteroperability.
In nost cases, the Expert Reviewer should not approve a request if
the registration would contribute to confusion, or anpunt to a
synonym for an existing type.

Privacy Consi derations
1. Subject Information Leakage

Event issuers and recipients SHOULD take precautions to ensure that
they do not |eak information about subjects via Subject Identifiers,
and choose appropriate Subject ldentifier Types accordingly. Parties
SHOULD NOT identify a subject using a given Subject ldentifier Type
if doing so will allowthe recipient to correlate different clains
about the subject that they are not known to al ready have know edge
of . Issuers and recipients SHOULD al ways use the same Subject
Identifier Type and the sane claimvalues to identify a given subject
when comruni cating with a given party in order to reduce the
possibility of information | eakage.
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