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Introduc,on	

•  Subscrip,on	process:	RISC	decides	to	share	
events	about	a	subject	based	on	discovering	a	
common	interest	based	on	user	ac,ons:	
–  Implicitly	Federated	

•  By	providing	an	email,	telephone#	or	other	as	part	of	
account	crea,on	at	a	web	applica,on	provider	(WP)	

– Explicitly	Federated	
•  The	user	explicitly	logs	into	an	iden,ty	provider	(SAML	
or	OIDC)	in	order	to	create	or	log	into	a	remote	web	
applica,on	(WP)	



Observa,ons	

•  User	Accounts	and	Iden,fiers	
– How	the	user	is	known	at	the	WP	and	the	IDP	may	
be	different	

– An	iden,fier	may	be	associated	with	either	the	
IDP	or	the	WP	or	both	

– A	web	provider	may	establish	mul,ple	federated	
rela,onships	(explicit	and	implicit)	for	a	single	
user	account	(e.g.	login	with	email,	twiZer,	or	
facebook)	



Ques,ons	

•  How	should	par,es	iden,fier	users	to	each	
other?	
–  Should	the	WP	remember	the	IDP	iden,fier	and	use	it	
for	events	issued	to	the	IDP?	

–  Should	the	IDP	use	its	own	iden,fier	when	issuing	
events	to	one	or	more	WPs?	

– Are	Implicit	cases	different	from	Explicit	cases?	
•  Should	mul,ple	subject	iden,fiers	be	used?	
•  How	to	express	subjects	
–  dic,onary/composites,	mul,-value,	mul,-type?	



Explicit	"Connect"	Case	

User	ini,ates	at	IDP	 RS	receives	sub/iss	

IDP:	Logouts,	Acnt	State,	Resets,	
Auth	Factors,	…	

RS:	Logouts,	Acnt	State,	Resets,	

Authen	
Account	
Controller	

App	User	
Account	Should	subjects	

be	expressed	
by	local	and/or	
by	iden,fier	
providers?	

IDP:	iss:example.com	
	sub:	123456	

RS: 	acnt:joe@example.com	



Implicit	"Email"	Case	
User	ini,ates	at	RS	 RS	receives	email	

iden,fier	
jim@example.com	

IDP:	Acnt	State,	Resets	

RS:	Logouts,	Acnt	State,	Resets,		
Authen	Factors,	Associa,ons?	 Authen/App	

Account	
Controller	

Iden,fier	
Host	

(@example.com)	
Provider	

Control:	Subscribe	by	email	

Should	subjects	
be	expressed	
by	local	and/or	
by	iden,fier	
providers?	

IDP:	email:jim@example.com	
	acnt:jim	

RS: 	acnt:jim@example.com	



Other	Ques,ons	

•  Should	events	ever	express	mul,ple	subject	
iden,fiers?	
–  Complicates	PII	leakage	
– How	much	effort	should	issuers	make	to	use	
receiver's	iden,fier	for	a	user?	

•  What	if	provider	has	mul,ple	iden,fier	services?	
–  e.g.	OIDC,	Email	Host,	Telecom	Services	
–  Provider	MAY	have	centralized	security	for	user	but	
should	RS's	know	this?		


