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Abstract

This specification defines the use of a JSON Wb Token (JW) Bearer
Token as a nean for requesting an QAuth 2.0 access token in a

versatil e way,

synchronous and asynchronous.

This specification is a

profile of [RFC6749] and an extension to [RFC7523].
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1. Introduction

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Unl ess otherw se noted, all the protocol paraneter nanes and val ues
are case sensitive.

1.2. Term nol ogy

Al'l ternms are as defined in the follow ng specifications: "The QAuth
2.0 Authorization Framewor k" [RFC6749], the OAuth Assertion FrameworKk
RFC7521], [RFC7523], and "JSON Wb Token (JWI)" [JW].

1. 3. Overvi ew

The versatile JW profile enables a Cient to get an Access Token on
t he token endpoint. The versatile JWI profile is a profile to

[ RFC6749] that extends the synchronous JWI profile, defined in

[ RFC7523]. The versatile JW profile enables the OP to respond
either in a synchronous or asyncronous way, depending on the grant
approval process.

The versatile JW profile, in abstract, follows the follow ng steps.

1. The Cient sends a Access Token Request to the Openl D Provider
(OP).

2. The OP approves the grant (potentially involving the Resource
Owner in an out of band node).

3. The OP responds to the Cient with an Access Token.
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These steps are illustrated in the follow ng diagram

I + N +
| | ----(1) Access Token Request--------------- >| |
I I I I
| | e oo | |
| Cdient | | (2) Oobtaining the grant’s approval | or |
| | R EEEE R EEEEEEEEEEEEE > |
I I I I
| | <----(3) Access Token ---------------------- | |
S N + S R +

In order to obtain the grant’s approval, the OP may reuse a

previ ously approved grant. It nay al so have sone interactions with
other parties. This specification does not define the way a grant is
appr oved.

In order to retrieve the Access Token, three flows are possible:

Synchronous flow. The Client gets the Access Token in the initial
response. Refer to Section 1.3.1 for nore details.
Asynchronous Poll flow. The Cient regularly calls the "Token

Endpoint". Refer to Section 1.3.2 for nore details.

Asynchronous Push flow. The Cient is notified on the "Cient
Notification Endpoint”". Refer to Section 1.3.3 for nore
details.

1.3.1. Synchronous fl ow

In this flow, the Cient gets the Access Token in the initial

response.
I + N +
| | ----(1) Access Token Request--------------- >| |
I I I I
| | e o | |
| Cdient | | (2) Oobtaining the grant’s approval | oP |
| | R EEEEEEEEEEEEEEEEEEEEE R EEEEE > |
I I I I
| | <----(3) Successful Response---------------- | |
Fomm e m - + Fom e e oo +

1.3.2. Asynchronous Poll flow

In this flow, the Cient regularly calls the "Token Endpoint".
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I I I
I I I
I I I
I I I
] e oo | |
| ddient | | (2) Qotaining the grant’s approval | oP |
| | R EEEE R EEEEEEEEEEEEE > |
I I I I
| |----(3a) Polling Request-----------u-u-nn--- >| |
I I I I
| | <----(3b) Successful Polling Response------- | |
S N + S N +

1.3.3. Asynchronous Push fl ow

In this flow, the Cdient is notified on the "Cient Notification
Endpoi nt".

I I I
I I I
I I I
I I I
I _ I A R I I
| Cient | | (2) Oobtaining the grant’s approval | oP |
I I L R >| I
I I I I
| | <----(3a) Notification of Success----------- | |
I I I I
| | ----(3b) Acknow edgenment------------------- >| |
S + Fomm e m oo +

2. Cient registration

If the dient wants to use the Asynchrounous Push node (Section 5),

it MUST register its "client_notification_endpoint”. The
“client_notification_endpoint” is a callback URL on the Cient. If
the client does not use the Asynchrounous Push node, it can obtain
the result by using the Asynchrounous Poll node (Section 4). Both
mechani snms are not nutual exclusive, i.e. a given "client_id" can use
bot h mechani snms, but not in the sane transaction.

3. Initial Access Token Request
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3.1. Access Token Request

The initial Access Token Request to the token endpoint is defined in
Section 2.1 of [RFC7523]. This specification proposes a specific
"grant type" and an additional paraneter "client _notification_token"

grant _type

MANDATORY. | n order to enable an asynchronous node, the

"grant _type" value MJST be set to: "urn:ietf:parans: oauth: grant-
type:jwt-bearer:versatile: poll _node" or
"urn:ietf:parans: oauth: grant-type:jw-bearer:versatil e: push_node".
Using the grant _type "urn:ietf:parans: oauth:grant-type:jw -
bearer:versatil e:poll_node" nmeans that, in case of asynchronous
response, the Cient will use the Asynchronous Poll node, defined
in Section 4. Using the grant _type "urn:ietf:parans: oaut h: grant -
type:jwt-bearer:versatile: push_node" neans that, in case of
asynchronous response, the Cient will use the Asynchronous Push
node, defined in Section 5.
ient_notification_token

MANDATORY if the Client uses the Asynchronous Push node descri bed
in Section 5. MJST NOT be used otherw se. The

“client _notification_token" is an opaque token issued by the
Cient. The dient SHOULD NOT reuse a

"client _notification_token". The Cient SHOULD use a random val ue
with a level of entropy high enough to cover its security

requi renents. The "client_notification_token" is a Bearer Token
used by the Cient to authorize the OP when the OP sends the Token
Response to the Client Notification Endpoint. The

"client _notification_token" value is a case sensitive string.

(@)

Aut hentication of the Cient is optional, as described in

Section 3.2.1 of QAuth 2.0 [RFC6749]. |If the dient authenticated
for the Initial Access Token Request defined in Section 3.1, it MJST
aut henticate for the Polling Request.
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The followng is a non-normative exanple of an initial Access Token
Request .

POST /token. oauth2 HITP/ 1.1

Host: exanpl e. as.com

Aut hori zati on: Basi c czZCaGRSa3FOMzpnVDFmnFOM2IW
Content - Type: application/x-ww-formurl encoded

grant _type=ur n%3Ai et f “BApar ans¥%BAoaut h¥BAgr ant -t ype
YB8A W - bear er ¥8Aversati | e¥8Apush_node
&assertion=eyJhbGci QG JI Uzl INi | sl nR5¢cCl 61 kpXVCJ9.
ZhwP[...omtted for brevity...].
paC4a[...omtted for brevity...]
&scope=scope_a%0scope_b
&client _notification_token=vO4n2DAeRr cV\EOVAI 04l

Access Token Responses

If the grant is approved, the token endpoint responds with a success
response defined in Section 3.2.1; if the grant has not been approved
yet, the token endpoint responds with a pending response defined in
Section 3.2.2; otherwise it responds with an error, as defined in
Section 3.2.3.

1. Successful Response

If the grant has been approved, the token endpoint responds with a
success response defined in Section 5.1 of [ RFC6749].

The following is a non-nornative exanple of a Successful Response.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "SI AV32hkKG'
"token_type": "Bearer",
"refresh_t oken": "8xLOxBtZp8",
"expires_in": 3600

}

2. Pendi ng Response

If the grant has not been aproved yet, the token endpoi nt responds
wth a HTTP 202 Accepted response. The response body contai ns JSON
structure, with the follow ng attri butes.
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transaction_id
MANDATORY. The "transaction_id" attribute contains the
"transaction_id" value. The "transaction id" value is used to
identify the transaction in the asynchronous nodes defined in
Section 4 and Section 5. The "transaction_id" SHOULD be a random
value with a level of entropy high enough to prevent guessing and
replay by a Cient. The "transaction_id" value is a case
sensitive string.

expires_in
OPTIONAL. The "expires_in" attribute contains the "expires_in"
value. The "expires_in" value is lifetinme in seconds of the
"transaction_id". The "expires_in" value is an integer.

i nterval
OPTIONAL. The "interval"™ attribute contains the "interval" val ue.
The "interval" value is the mnimum anmount of tine in seconds that
the client SHOULD wait between polling requests to the token
endpoint. The "interval" value is an integer.

The followng is a non-normative exanple of a Pendi ng Response.

HTTP/ 1.1 202 Accepted
Cont ent - Type: application/json

{
"transaction_id": "bOf9f 8022e344f 9984dcc7d3d4d4",
"expires_in": 1800,
"interval": 5

}

3.2.3. FError Response

If the Access Token Request can not be processed, the token endpoint
responds with an error, as defined in Section 5.2 of [RFC6749], with
the foll owi ng additional error code, specific for the versatile JWI
profile:

f or bi dden_node
The Cient set the "grant _type" to "urn:ietf:parans: oaut h: grant-
type:jwt-bearer:versatile: push_node" in the Access Token Request,
but did not register a "client_notification_endpoint".

Aillery & Marai s Expi res October 2, 2017 [ Page 7]



QAuth Versatile JW Assertion Profile March 2017

The followng is a non-normative exanple of an Error Response.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error":"invalid_grant",
“error_description":"Audi ence validation fail ed"

4. Asynchronous Pol | node

In order to detect that a pending grant has been approved, the Cient
can poll the token endpoint. |If the grant has been approved, the

t oken endpoint reponds in the response. Else, the token endpoint
responds with HTTP 400 Bad Request.

A Cient configured with a "client_notification_endpoint” MJST NOT
send a Polling Request.

4.1. Polling Request

The Polling Request to the token endpoint is defined in Section 2.1
of [RFC7523]. This specification proposes a specific "grant_type",
an additional paraneter "transaction_id" and the limtation to those
two attributes:

grant _type
MANDATORY. In order to indicate a Polling Request, the
"grant _type" value MJST be set to "urn:ietf:parans: oauth: grant-
type:jwt-bearer:versatile:polling”.

transaction_id
MANDATORY. The "transaction_id" val ue contains the
"transaction_id" received fromthe Pendi ng Response
(Section 3.2.2). The "transaction_id" value is a case sensitive
string.

The paraneters "grant _type" and "transaction_id" are the only
attributes that the token endpoint SHOULD consider in a Polling
Request .

Aut hentication of the Cient is optional, as described in
Section 3.2.1 of QAuth 2.0 [ RFC6749].
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The followng is a non-normative exanple of an Polling Request.

PCST /t oken. oauth2 HTTP/ 1.1

Host: exanpl e. as. com

Aut hori zati on: Basi c czZCaGRSa3FO0MzpnVDFmNnFOMRIW
Cont ent - Type: application/x-ww-formurl encoded

grant _type=ur n¥3Ai et f “BApar ans%BAoaut h¥BAgr ant -t ype¥38Aj Wt - bear er
Y8Aversatil e¥BApol | i ng
& ransacti on_i d=b0f 9f 8022e344f 9984dcc7d3d4d4

2. Polling Responses

If the grant has been approved, the token endpoint responds with

Successful Polling Response, defined in Section 4.2.1. Else, the
t oken endpoi nt responds with an Error Polling Response defined in

Section 4. 2. 2.

2.1. Successful Polling Response

If the grant has been approved, the token endpoint responds with
success response defined in Section 5.1 of [ RFC6749].

The followng is a non-normative exanple of a Successful Polling
Response.

HTTP/ 1.1 200 X

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "SI AV32hkKG'
"token_type": "Bearer",
"refresh_token": "8xLOxBtZp8"
"expires_in": 3600

}

2.2. FError Polling Response

If the grant has not been approved yet or if the Polling Request
not be processed, the token endpoint responds with an error, as

2017

a

a

can

defined in Section 5.2 of [RFC6749], with the foll ow ng additional

error codes, specific for the versatile JW profile:

aut hori zat i on_pendi ng
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The Access Token Request is still pending as the authorization has
not been gained yet. The client should repeat the Access Token
Request to the token endpoint.

sl ow_down
The client is polling too quickly and should back off at a
reasonabl e rate.

expi red_transaction
The "transaction_id" has expired. The client will need to nmake a
new Access Token Request (Section 3.1).

invalid transaction_id
The Cient sent a polling request for a "transaction_id" that does
not exist or is not valid for the requesting Cient.

f or bi dden_pol I'i ng
The Cient sent a Polling Request whereas it set the "grant_type"
to "urn:ietf:parans:oauth:grant-type:jw-bearer:versatile:push” in
t he Access Token Request.

The error codes "authorizati on_pendi ng" and "sl ow down" are

consi dered soft errors. The client should continue to poll the token
endpoi nt by repeating the Polling Request (Section 4.1) when
receiving soft errors, increasing the tine between polls if a
"sl ow down" error is received. QOher error codes are considered hard
errors; the client should stop polling and react accordingly. The
interval at which the client polls MIJST NOT be nore frequent than the
"interval" paranmeter returned in the Pendi ng Response

(Section 3.2.2).

The following is a non-normative exanple of an Error Polling
Response.

HTTP/ 1.1 400 Bad Request
Content - Type: application/json
Cache-Control : no-store

{

"error":"invalid_ transaction_id",
"error_description":"The transaction_id is not valid."
5. Asynchronous Push node
If the dient registered a "client_notification_endpoint", the OP
MUST notify the Cient when a pendi ng grant has been approved or an
error occured. The Notification is sent to the Cient using a HITP
POST on the Client Notification Endpoint.

Communi cation with the Cient Notification Endpoint MJUST utilize TLS.
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A Cient configured with a "client_notification_endpoint” MJST wait
for a Notification on its "client_notification_endpoint".

5. 1. Noti ficati on of Success

The OP sends the Notification of Success to the Cient using HITP
POST.

The HTTP POST request MJUST contain the foll ow ng header:

Aut hori zati on
MANDATORY. The "Aut hori zation" val ue contains the
"client_notification_token" specified in the Access Token Request
and used as a [ RFC6750] Bearer Token. The "Authorization" val ue
is a case sensitive string.

A Notification of Success contains a JSON object, as defined in
Section 5.1 of [RFC6749], with the additional attribute
"transaction_id".

A Notification is a Notification of Error if the JSON object contains
an "error" attribute. Oherwise, it’s a Notification of Success.

transaction_id
MANDATORY. The "transaction_id" links the Notification with a
Pendi ng Response (Section 3.2.2).

The following is a non-normative exanple of a Notification of
Success.

POST /notification HITP/1.1

Host: exanple.client.com

Aut hori zati on: Bearer vO4n2DAeRr cV\EOVAI 04l
Cont ent - Type: application/json

{
"transaction_id": "bOf9f 8022e344f 9984dcc7d3d4d4",
"access_token": "SI AV32hkKG'
"token_type": "Bearer",
"refresh_t oken": "8xLOxBtZp8",
"expires_in": 3600
}

5.2. Notification of Error
The OP sends the Notification of Error to the dient using HITP POST.

The HTTP POST request MJST contain the foll owm ng header:
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Aut hori zati on
MANDATORY. The "Aut horization" value contains the
"client_notification_token" specified in the Access Token Request
and used as a [ RFC6750] Bearer Token. The "Authorization" val ue
IS a case sensitive string.

A Notification of Error contains a JSON object, as defined in
Section 5.2 of [RFC6749], with the additional attribute
"transaction_id".

A Notification is a Notification of Error if the JSON object contains
an "error" attribute. Oherwise, it’s a Notification of Success.

transaction_id MANDATORY. The "transaction_id" links the
Notification with a Pendi ng Response (Section 3.2.2).

The following is a non-nornmative exanple of a Notification of Error.

POST /notification HITP/1.1

Host: exanple.client.com

Aut hori zati on: Bearer vO4n2DAeRr cVEOVAI 04l
Cont ent - Type: application/json

{
"transaction_id": "bOf9f 8022e344f 9984dcc7d3d4d4",
"error":"invalid_grant",
"“error_description":"Audi ence validation fail ed"
}

5.3. Processing the Authorization
The "Aut horization” value is a "client_notification_token". This
“client _notification_ token" enables to retrieve the "transaction_id"
received in the Pendi ng Response (Section 3.2.2). The
“transaction_id" in the Notification MJUST match with the
"transaction_id" received in the Pendi ng Response (Section 3.2.2).
5.4. Acknow edgenent

The acknow edgenent MJUST be a HITP 200 OK. This HTTP response SHOULD
be ignored by the OP.

The followng is a non-normative exanple of an Acknow edgenent.

HTTP/ 1.1 200 OK
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6. Interoperability Considerations
For Interoperability Considerations, please refer to:

o Section 7 of [RFC7521]
o Section 5 of [RFC7523]

7. Security Considerations
For Security Considerations, please refer to:
o0 Section 10 of [RFC6749]
0 Section 8 of [RFC7521]
o Section 6 of [RFC7523]
o Section 11 of [JW]
8. Privacy Considerations

For Privacy Considerations, please refer to:

o Section 7 of [RFC7523]
o Section 12 of [JW]

9. | ANA Consi derations

9.1. QAuth Paraneter Registration
This specification registers the following values in the | ANA "QAuth
Paranmeters” registry [| ANA QAut h. Paranet ers] established by
[ RFC6755] .

9.1.1. Registry Contents

o Paraneter name: client_notification_token

o Paraneter usage |ocation: Access Token Request

o Change Controller: IESG

o Specification Document: Section 3.1 of this specification
o Paraneter nanme: transaction_id

o Paraneter usage l|location: Polling Request

o Change Controller: IESG

0 Specification Docunent: Section 4.1 of this specification

9.2. (QAuth URI Registration

This specification registers the following values in the | ANA "QAuth
URI" registry [I ANA QAut h. Paraneters] established by [ RFC6755].
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Regi stry Contents

URN: urn:ietf:parans:oauth:grant-type:jw -
bearer:versatil e: push_node

Common Name: Push node of the Versatile JW Bearer Token G ant
Type Profile for QAuth 2.0

Change Controller: |ESG

Speci fication Docunent: Section 3.1 of this specification

URN: urn:ietf:parans:oauth:grant-type:jw -
bearer:versatile: poll _node

Common Nane: Poll node of the Versatile JW Bearer Token G ant
Type Profile for QAuth 2.0

Change Controller: |ESG

Specification Docunent: Section 3.1 of this specification

URN: urn:ietf:parans: oauth:grant-type:jw-bearer:versatile:polling
Common Nane: Polling for Versatile JW Bearer Token Profile for
QAuth 2.0

Change Controller: |ESG

Specification Docunent: Section 4.1 of this specification

QAut h Extensions Error Registration

This specification registers the followi ng values in the | ANA "QAuth
Extensions Error Registry" registry [|ANA QAut h. Par anet er s]
establ i shed by [ RFC6755].

9. 3.

O O0OO00O0 OO0OO0OO0Oo

o o0O0o

1

Regi stry Contents

Error name: authorization_pendi ng

Error usage location: Error Polling Response

Rel at ed protocol extension: draft-ietf-oauth-device-flow 05
Change controller: |ETF

Speci fication Docunent: Section 3.5 of draft-ietf-oauth-device-
fl ow 05

Error name: sl ow down

Error usage location: Error Polling Response

Rel at ed protocol extension: draft-ietf-oauth-device-flow 05
Change controller: |1ETF

Speci fication Docunent: Section 3.5 of draft-ietf-oauth-device-
fl ow 05

Error name: expired_token

Error usage |l ocation: Error Polling Response

Rel ated protocol extension: draft-ietf-oauth-device-flow 05
Change controller: |1ETF
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o Specification Docunent: Section 3.5 of draft-ietf-oauth-device-

fl ow 05
o Error name: invalid transaction_id
o Error usage location: Error Polling Response
0 Related protocol extension: this specification
o Change controller: IETF
0 Specification Docunment: Section 4.2.2 of this specification
o Error name: forbidden_polling
o Error usage location: Error Polling Response
0 Related protocol extension: this specification
o Change controller: IETF
0 Specification Docunment: Section 4.2.2 of this specification
o Error name: forbidden_node
o Error usage location: Error Response
0 Related protocol extension: this specification
o Change controller: IETF
0o Specification Docunment: Section 3.2.3 of this specification
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