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Abstract
This specification defines a specific endpoint used by a dient (i.e
Service Provider) in order to question an End-User and get his

Statenment (i.e. his answer).
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1. Introduction

This specification defines a specific endpoint used by a dient (i.e
Service Provider) in order to question an End-User and get his
Statenment (i.e. his answer).

This endpoint is specified as an QAuth 2. 0-protected Resource Server
accessible wth an Access Token.

The way the Access Token has been obtained by the Cient is out of
scope of this specification.

The dient can use the endpoint defined in this specification whether
the End-User is currently using the Cdient or not.

The User Questioning APl is an asynchronous API. There are 2 main
ways to get the End-User’s Statenent: the first one requires sone
polling of the APl and the second requires the Cient to expose a
cal | back endpoi nt.

1.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Throughout this docunent, values are quoted to indicate that they are
to be taken literally. When using these values in protocol nessages,
t he quotes MUST NOT be used as part of the val ue.

Al'l uses of JSON Wb Signature (JW5) [JWS] and JSON Wb Encryption
(JVWE) [JWE] data structures in this specification utilize the JW5
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Conpact Serialization or the JWE Conpact Serialization; the JW5 JSON
Serialization and the JWE JSON Serialization are not used.

1.2. Term nol ogy

This specification uses the terns "Access Token", "Resource Server",
and "Client" defined by QAuth 2.0 [ RFC6749], the terns "JSON Wb
Token (JWN)", "JW Cains Set", and "Nested JW" defined by JSON Wb
Token (JWI) [JWI], and the terns "Header Paraneter” and "JOSE Header"
defined by JSON Wb Signhature (JW5) [JWS]. This specification also
defines the follow ng terns:

Questioned User ** End-User receiving the question and requested to
give his statenent.

2. Overview

The User Questioning protocol, in abstract, follows the foll ow ng
st eps.

1. The Cient sends a User Questioning Request to the Openl D
Provi der (OP).

2. The OP interacts wth the Questioned User and obtains his
St at enment .

3. The OP responds to the Cient with a User Questioning Response.

These steps are illustrated in the foll ow ng di agram

S N + S N +
| | o | |
| | ----(1) User Questioning Request-------------- >| |
I I I I
| |- + | |
| | I _ _ I I
| Cdient | | End- |<--(2) User interactions to get--->| oP |
| | | User | the Questioned User’'s Statenent | |
I | | I I
| |- + | |
| | | |
I I I
| | |
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Exanpl e of use cases involving the User Questioning API

The foll owi ng use cases are non-normative exanples to illustrate the
usage of the User Questioning APl by a dient.

1

2. 2.

The dient can be a bank and the User Questioning APl can be used
to chall enge the End-User when he wants to pay on Internet in
order to secure the transaction. This is simlar to 3D Secure.
The question could be: "Do you allow a paynent of x euros to
party y? (Yes) (No)".

The dient can be a bank and the User Questioning APl can be used
to chall enge the End-User when he wants to add a new payee for a
bank transfer. The question could be: "Do you allow party y to
be added to your payees? (I accept) (I refuse)".

The Cient can be a drive-in food market and the User Questi oning
APl can be used to ask the End-User if he accepts the exchange of
one m ssing product by another. The question could be: "Do you
agree to get product x instead of product y? (I agree) (I

di sagree)".

The Cient can be a ticketing platformand the User Questioning
APl can be used to prevent transactions by bots. The question
could be: "Do you confirmthat you are currently booking a
ticket? (I confirm (I deny)".

The Cient can be an airline conpany and the User Questioning API
can be used to be sure that the End-User is notified of a del ay.
The question could be: "Your flight is postponed. Can you
confirmthat you are aware? (I read this)"

The dient can be a survey conpany and the User Questioning API
can be used to get the End-User’s choice. The question could be:
"Which is your favorite brand? (brand_A) (brand B) (brand O ".

When to use the User Questioning AP

The User Questioning APl should be used when the follow ng contraints
nmust be fulfilled:

1

The Cient needs to have a real-tine interaction with an End- User
that may not be currently using the Cient.

The Cdient needs to have the End-User’s statenent on a given
guesti on.
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3. The dient needs to be sure that the respondi ng End-User has been
aut henti cated before respondi ng.

4. The Cient needs to have a non-repudi abl e proof of the End-User’s
st at enent .

5. The dient needs the End-User’s statenment to enforce a policy
(i.e. take a decision).

User Statenent Token

The User Statenent Token is a security token that contains Cains
about the statenent made by the Questioned User. The User Statenent
Token is represented as a JSON Wb Token (JWI) [JW].

The following Clains are used within the User Statenment Token in al
Questioning APl fl ows.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. This identifier is created by the OP. The
"question_id" value is a case sensitive string.

iss MANDATORY. Issuer ldentifier for the Issuer of the response.
"iss" is defined in chapter 2 of [OpenlD.Core]. The issuer is the
oP

sub MANDATORY. Subject ldentifier. "sub" is defined in chapter 2
of [ Openl D. Core].

aud MANDATORY. Audience(s) that this User Statenent Token is
intended for. "aud" is defined in chapter 2 of [OpenlD. Core].

user _id OPTIONAL. The "user_id" is present in the User Statenent
Token only if the "user_id" and "user_id type" were present in the
User Questioning Request. The "user _id" is a unique identifier
allowing to identify the Questioned User (e.g. Mobile phone, sub,
...). \Wen present, this is the identifier actually used to reach
the Questioned User. The "user id" value is a case sensitive
string.

user _id type OPTIONAL. The "user_id type" is present in the User
Statenent Token only if the "user _id" and "user _id type" were
present in the User Questioning Request. The "user_id_type"
i ndicates the type of the End-User’s identifier used for User
Questioning. The "user_id type" value is a case sensitive string.

question_di spl ayed MANDATORY. The "question_di splayed" is the
guestion displayed to the Questioned User. [If the
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"question_to_display" has not been displayed as is, the
"question_displayed" MJST be the exact nessage displayed to
Questioned User. The "question_displayed" value is a case
sensitive string.

statenment MANDATORY. Statenent made by the User Questioning. The
"statenment” SHALL be the exact statenent made by the Questioned
User. The "statenment"” value is a case sensitive string.

statenent _date MANDATORY. Date indicating when the End-User gave
his Statenment on the Question. The "statenent _date" value is a
JSON nunber representing the nunber of seconds from
1970-01-01T0: 0: 0Z as neasured in UTC

used ant MANDATORY. Authentication Method References. These are
t he authentication nethods used by the OP to authenticate the

Questioned User before he nade his statenent. "Authentication
Met hod References"” are defined in chapter 2 of [ QpenlD. Core],
where they are naned "anr”. The "used_anmr" value is an array of

case sensitive strings.

used_acr MANDATORY. Authentication Context C ass Reference.
Aut henti cation Context Cl ass Reference value that identifies the
Aut henti cation Context Cl ass used by the OP to authenticate the

Questioned User before he nmade his statenent. "Authentication
Context C ass Reference" is defined in chapter 2 of [QpenlD. Core],
where it is naned "acr". The "used acr" value is a case sensitive
string.

User Statenent Tokens MUST be signed by the OP using a digital
signature as defined in JW5 [JW5] providing authentication, integrity
and non-repudi ation. The signature MJST be a digital signature.
Message Aut hentication Codes (MACs) are FORBI DDEN. User Statenent
Tokens CAN optionally be both signed and then encrypted using JWs
[JW5] and JWE [JWE] respectively, thereby providing authentication,
integrity, non-repudiation, and confidentiality, per Section 10.5.
If the User Statenment Token is encrypted, it MJST be signed then
encrypted, with the result being a Nested JW, as defined in [JW].
User Statenment Tokens MJST NOT use "none", "HS256", "HS384" and
"HS512" as the "al g" val ue.

User Statenment Tokens SHOULD NOT use the JW5 or JWE "x5u", "x5c",
"jku", or "jwk" Header Paraneter fields. Instead, references to keys
used are communi cated i n advance using Di scovery and Registration

par aneters, per Section 10. 4.

The signature MJST be verified by the Cient.
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The followng is a non-normative exanple of the set of Clainms (the
JWI Clains Set) in a User Statenment Token:

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",
"iss":"https://server. exanpl e.cont,
"aud": " s8V3wnBl XM Thoaz XZX",
"sub":"gl17YBt CZOBmAKPKP80"
"user _id":"+33612345678",
"user _id_type":"nsisdn",
"question_displayed":"Do you allow ...?",
"statenent”:"Yes",
"statenent date":1311282975,
"used_acr":"2",
"used_anr":"CLI CK_CK"

}

Signing the User Statenent Token with the "RS256" algorithmresults
in this Gbject value (with line waps within values for display
pur poses only):

eyJhbGeci G JSUzI INi | sl nR5cCl 61 kpXVCI sl mt pZCl 61 nsyYnRj | n0. eyJxdWzdG
| vbl 9pZCl 61 ] kANGR) YzdkM2QOZDRi MaY5Z) gwM JI MeQ0Zj ki LCIpc3M G JodHRw
czovL3N cnZl ci 51 eGFt cGxl Lnm\vbSI sI nF1ZCl 61 nMAV) NBbThJVWELXNI Ri b2F6WF
pYliw c3Viljoi ZzExNLl CdENaTzNt QUt QUUt QOGBi LCI1c2Wy X2l kI j oi KzMzNj Ey
Mz QLN c4liw dXN cl 9pZF90eXBlI | j oi bXNpc2Rul i wi XVl c3Rpb25f Z3 zcGxheW
VKl j oi RGBBgeW 1l GFsb®31 C4ulj 8i LCIzdGF0ZWLI bnQ O JZZXM LCIzdG-0ZW |
bnRf ZGF0ZSI 6MIVKMTT 4M k3NSwi dXNI ZF9hY31i O 1yl i wi dXNI ZF9hbXI i G JDTE
| DS19PSyJ9. vj 5DQJAZPES- t 0GTBMraoKE8Q@B1VQYz94- nXbP5bUKWE9BYwW xbUOsF
xhmabRbEZgr EmhJp1LFNW6 OVPDI JsUHPgngo_Nbr xcnmRYxpz07dKML.cOk8SbCGcyL3e
RPG- wi TOPCbxOFwWAqj rj FJHCTFdkGF Tnuyf OcO a90El nTN4A9dPt _ WkL1JHgs9Skj A
UUl Y9zcQc9KM W cXGN2Z6ypNHUOj ZXdpl nBCl axc7vSaOeHZr i mCg4PSwAhuFoe7S
bgquLcVU56BI 4PvBBv6j GBt HW O2Mb- ZhdoLeHqBOPWe707Wi0spbV1laekNdw8LB | D
- TsOsWIn7S8Nf sFkk1dZXw
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The follow ng RSA public key, represented in JW format, can be used
to validate the Qbject signature in this exanple (with Iine waps
wi thin val ues for display purposes only):

{

"kty":"RSA",

"kid":"k2bdc",

"n":"yoLqv4f Cp6Ei - u2- ZCKg83YVbFEK6IMs pSj 76eMkddVWRUWK2aBKGHAL KI ESP
7_vn__PCKZWePt 3vGkB6ePgz AFUOBNnKemnvESbQ 0e6kl Cht t _ 6Kz T5CaaXDF
| 6gCLINk51Cc4VYFaxggevihcYr zaW 50nZ1y GSFI QzLYP8bi j AHGV] dEFgZa
ZEN9I sn_GdW.aJpHr B3RO S50E45wxr | g9xWncVb8qgDPuXxXZar vghLLOHz QuYR
adBJVoWZowDNTpKpk 2Rkl Z7QaBO7 XDv3uR7s_sf 2g- bA] SYXYUGsqkNA9b3xV
Ws3am UZZ3t ZbFTI h557J1 CW\KH W 5uzeJXaw',

"e": " AQAB"

}

4. Managi ng user _id

The "user _id" is an identifier used to identify the Questioned User
and to retrieve a reachability nean.

The "user id" is determned fromthe User Questioning Request, either
fromthe "user _id" attribute or fromthe Access Token. |[If the

"user _id" is present in both the User Questioning Request and the
Access Token, an error is raised. |If the "user_id" is absent of both
the User Questioning Request and the Access Token, an error is also
rai sed.

If the "user _id" is a reachability identifier, it SHOULD be used by
reachability mean. O herw se, the OP nust use the "user_id" to
determ ne a suitable reachability identifier.

"user _id_type" nmenber can take the follow ng val ues:

meisdn |If the "user _id type" value is "nsisdn", the "user _id" val ue
is the nobile phone nunber corresponding to the Questioned User.
E. 164 [E. 164] is RECOMENDED as the format of this Claim for
exanple, "+1 (425) 555-1212" or "+5626872400".

email If the "user_id type" value is "email", the "user_id" value is
the emai|l adress corresponding to the Questioned User. [Its value
MUST conformto the RFC 5322 [ RFC5322] addr-spec syntax.

sub If the "user_id type" value is "sub", the "user_id" value is the
"sub" corresponding to the Questioned User for the requesting
“client id".

O her "user _id_type" can be specified for specific use cases.
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Cient registration

In order to use the User Questioning APlI, the Cient MJST have the
right to access the User Questioning API. The right for a Cient to
access the User Questioning APl is the right to use the User
Questioning API’'s scope. This scope value is "question".

If the the Cient wants to be notified of the User Question Response
(cf. Section 6.2), it MIST register its
client_notification_endpoint. The client_notification_endpoint is a

call back URL on the Cient. |[If the client does not use the client
notification, it MJST obtain the result by using the user questioning
pol i ng endpoint. Both nmechanisns are nutual exclusive, i.e. a

particular client _id can only be used with one of these nmechani sns.
User Questioning flows

Thi s docunent specifies two User Questioning flows:

Pul led-By-Client flow In this flow, after the User Questioning
Request, the Cient nust call the OP in order to get the User
Questioning Response. Refer to Section 6.1 for nore details.

Pushed-To-Client flow In this flow, after the User Questioning
Request, the OP calls the Cient to deliver the User
Questioning Response. Refer to Section 6.2 for nore details.

The flowa Client will use is configured at registration. Refer to
Section 5 for nore details.

1. Pulled-By-Cient Flow

In this flow, the Client will poll the OP to get the User Statenent
Token.
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---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

Fommme o + |

| User | the Questioned User’s Statenent |
F---- - - - + |

I

--(3a) Get User Questioning Response---------- >|

I
I
I
|
Cient | | End- |<--(2a) User interactions to get-->| oP
I
I
I
I
|
I

<---(3b) User Questioning Response------------- |

About the "(2a) User interactions to get the Questioned User’s
Statenent"” step, note that the way the OP obtains the Questioned
User's Statenment is out of the scope of this specification.

6.2. Pushed-To-Cient Flow

In this flow, the OP will send the User Statenment Token to the
client _notification_endpoint registered by the Cient.

---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

I I I
| | |
| | |
| | |
| e + | | | |
| CGient | | End- |<--(2a) User interactions to get-->| oP |
| | | User | the Questioned User’'s Statenent | |
| | + | |
| | | |
| | <---(3a) User Questioning Response------------- | |
| | | |
| | ---(3b) Acknow edgenment----------------------- >| |
S + Fomm e m oo +

About the "(2a) User interactions to get the Questioned User’s
Statenent"” step, note that the way the OP obtains the Questioned
User’s Statenent is out of the scope of this specification.

7. Endpoints
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7.1. User Questioning Request Endpoi nt

Communi cation with the User Questioning Request Endpoint MJST utilize
TLS. See Section 16.17 in [OpenlD. Core] for nore information on
usi ng TLS.

7.1.1. User Questioning Request

The dient sends the User Questioning Request using an HTTP POST
Request .

The dient MJST have a valid Access Token for the scope "question"
The HTTP POST request MJUST contain the follow ng header:

Aut hori zati on MANDATORY. The "Authorization” value is an Access
Token obtained froman QAuth Authorization request and used as a
[ RFC6750] Bearer Token. The "Authorization" value is a case
sensitive string.

The User Questioni ng Request MJUST contain a JSON structure in the
body of the HTTP POST, with the follow ng attributes:

client_notification_token MANDATORY if the Cient uses the Pushed-
To-Client Flow described in Section 6.2. FORBI DDEN ot herw se.
The "client _notification_token" is an opaque token issued by the
Client. The "client_notification_token" is Bearer Token used by
the Cient to authorize the OP when the OP sends the User
Questioning Response to the Client Notification Endpoint. The
"client _notification_token" value is a case sensitive string.

user id FORBIDDEN if the Access Token is tied with an End- User,
MANDATORY i f the Access Token is not tied with an End-User. The
"user _id" is a unique identifier allowing to identify the
Questioned User (e.g. Mbile phone, sub, ...). The "user_id"
value is a case sensitive string.

user _id type FORBIDDEN if the Access Token is tied with an End- User,
MANDATORY i f the Access Token is not tied with an End-User. The
"user _id type" indicates the type of the End-User’s identifier
used for User Questioning. The "user _id type" value is a case
sensitive string anongst the values defined in Section 4.

guestion_to_display MANDATORY. The "question_to_display"” is the
guestion to be displayed to the Questioned User. The
"question_to_display" SHALL be displayed with no nodification to
Questioned User. |f sone nodifications occur, it MJST be due to
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restrictions inposed by the Questioning Method. The
"question_to_display" value is a case sensitive string.

statenents_to_display MANDATORY. The "statenents to _display” is the
list of possible statenents to be displayed to the Questi oned
User. The "statenments_to_display" SHALL be displayed with no
nodi fication to Questioned User. The "statenents_to_display”
value is a JSON array of case sensitive strings.

wi shed_anr OPTIONAL. Authentication Method Reference. The
"W shed _anr" is the authentication nethods to be used by the OP to
aut henticate the Questioned User before he made his statenment.
"Aut hentication Method References"” are defined in chapter 2 of
[ Openl D. Core], where they are naned "anr". The "w shed_anr" val ue
is an array of case sensitive strings.

w shed _acr MANDATORY. Authentication Context C ass Reference. The
"W shed_acr" is Authentication Context C ass Reference val ue that
identifies the Authentication Context Class to be used by the OP
to authenticate the Questioned User before he nmade his statenent.
"Aut hentication Context C ass Reference" is defined in chapter 2
of [OpenlD. Core], where it is naned "acr". The "w shed _acr" val ue
IS a case sensitive string.

The paraneters are included in the entity-body of the HTTP POST using
the "application/json" nedia type as defined by [ RFC4627]. The
paranmeters are serialized into a JavaScript Object Notation (JSON)
structure by addi ng each paraneter at the highest structure |evel.

Par amet er nanes and string values are included as JSON strings.
Nurerical values are included as JSON nunbers. The order of
paraneters does not matter and can vary.
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The followng is a non-normati ve exanple of the JSON structure.

POST / questions HITP/ 1.1

Host: server.client.com

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG
Content - Type: application/json
Cont ent - Lengt h:  xxx

{
“client_notification_token":"vO4in2DAeRr cWEOVAI 041",

"user_id":"+33612345678",
"user _id_type":"nsisdn",
"question_to_display":"Do you allow ...?",
"statenments_to_display":["Yes", "No"],
"W shed_acr":"3",
"W shed_anr":"PI N _CK"

}

7.1.2. Successful Response

2016

A successful response to the User Questioning Request is a HITP 200

K response.

The HTTP 200 OK response contains the foll ow ng headers:

Location OPTIONAL. The "Location"” value is a unique polling URL for

the Question. The "Location" value is a URL on the User

Questioning Polling Endpoint. Wen the Cient is configured to

use the Pushed-to-Client flow, this URL MUST be ignored by the

Cient. Wien the Cient is configured to use the Pull-by-Cient
flow, if present, this URL MUST be used by the Cient. |If absent,

the Cient MJST use the "question_id" contained in the header
"Question_id" and use it as a paraneter to the

"user _questioning _polling_endpoint" retrieved using

[ Openl D. Di scovery].

Question_id MANDATORY. The "Question_id" contains the "question_id"

value. The "Question_id" value is a case sensitive string.
The following is a non-nornmative exanple of the JSON structure.

HTTP/ 1.1 200 &K

Location: https://server.exanpl e.coni questions_pol I i ng/ 984dcc7d3d4d4b0f 9f 802

2e344f 9
Question_id: 984dcc7d3d4d4b0f 9f 8022e344f 9
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7.1.3. FError Response
The Cient receives the error in a HITP 400 Bad Request.

The response body contains an "error_info" JSON structure as defi ned
in Section 8.

The "error_info" JSON structure can contain the follow ng error
codes, defined in Section 8. 1:

o invalid_request
0 no_suitabl e _nethod
0 unknown_user
0 unreachabl e _user
The followng is a non-normative exanple of error in a HITP 400 Bad
Request. This exanple can occur in the Pulled-By-Client flow (cf.
Section 6.1) and Pushed-To-Client flow (cf. Section 6.2).
HTTP/ 1.1 400 Bad Request

Content - Type: application/json
Cont ent - Lengt h:  xxx

{
“error_code":"invalid request",
“error_description":"user_id is FORBI DDEN
if the Access Token is tied wth an End-User",
“error_uri":"https://server.exanple.conmerrors/invalid_request"
}

7.2. User Questioning Polling Endpoint

In order to detect that User Questioning Response is ready, the
Cient MJIST request the User Questioning Polling Endpoint. |If User
Questioning Response is ready, it will be returned in the response.
El se, the OP responds with HTTP 304 Not Mbdifi ed.

Communi cation with the User Questioning Polling Endpoint MJST utilize
TLS. See Section 16.17 in [OpenlD. Core] for nore information on
usi ng TLS.

A Cient configured with a "client _notification_endpoint” MJST NOT
sent a request to the User Questioning Polling Endpoint.
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7.2.1. Polling Request

The dient get the User Questioning Response using HITP GET

The HTTP GET request MJUST contain the foll om ng headers:

Aut hori zati on MANDATORY. The "Authorization"” value is an Access
Token obtai ned froman OQAuth Authorization request and used as a
[ RFC6750] Bearer Token. The "Authorization" value is a case
sensitive string.

Client _tinmeout The "Client _tinmeout" indicates how nmuch tine, in
seconds, the Cient will wait for a HITP response. The
"Client tinmeout” value is a nunber.

The following is a non-normative exanpl e.

CET /questions_polling/984dcc7d3d4d4b0f 9f 8022e344f9 HTTP/ 1.1

Host: server. exanpl e.com

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

Client _timeout: 10

7.2.2. Pending Response

If the User Questioning Response is not ready, the Cient will get a
HTTP 304 Not Mbdi fi ed.

The following is a non-normative exanpl e.
HTTP/ 1.1 304 Not Modified
7.2.3. Successful Response with User Questioning Response

The Cient receives the successful User Questioning Response in a
HTTP 200 OK response.

The successful User Questioning Response is a JSON object, with the
followi ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

user _statenent token MANDATORY. The "user _statenent token" is a
User Statenment Token as described in Section 3

The paraneters are included in the entity-body of the HITP 200 OK
using the "application/json" nedia type as defined by [ RFC4627]. The
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paranmeters are serialized into a JavaScript Object Notation (JSON)
structure by addi ng each paranmeter at the highest structure |evel.
Par anet er nanmes and string values are included as JSON strings.
Nureri cal values are included as JSON nunbers. The order of
paraneters does not matter and can vary.

The dient SHOULD check that the "question_id" in the User
Questioning Response is the sane as the "question_id" in the
"user _statenent token".

The following is a non-nornmative exanpl e.

HTTP/ 1.1 200 K
Content - Type: application/json
Cont ent - Lengt h:  xxx

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",

"user _statenment _token":"eyJhbGci G JSUzI INi | sl nR5¢cCl 61 kpXVCl sI mt

pZCl 61 meyYnRj | n0. eyJxdW/zdd vbl 9pZCl 61 j KANGR] Yzdk M2QOZDRi MGY5Z]

gwM JI M2Q0Zj ki LCIpc3M O JodHRweczovL3N cnZl ci 51 eGFt cGxl Lm\vbSI sl

nF1ZCl 61 nMAV) NSbThIJVELXN Ri b2F6WFpYI i wi c3Vi | j oi ZzExNLlI CdENaTz Nt

QU QUUt QOGBi LCI1c2Vy X2l ki j oi KzMeNj EyMzQLNj c41iwi dXN cl 9pZF90eXB
['1]joi bXNpc2Rul i wi cXVI c3Rpb25f ZA zcGxheWkl j oi RGBgeVW1l GFsb@31 C
4ulj 8i LCIzdGF0ZWLI bnQ G JZZXM LCIzdGFOZWLI bnRf ZGF0ZSI 6 MTMKMT T 4M
j K3ANSWi dXNI ZFOhY31i G Iyl i wi dXN ZF9hbXI i G JDTEI DS19PSyJ9. vj 5DQJA
ZPE3- t 0GBMraoKE8QB1VQYz94- nXbP5bUkwWE9BYW xbUOsFxhmabRbEZgr EmhJ
p1lLFNwW6 OMPDI JsUHPgngo_Nbr xcnmRYxpz07dKM.c Ck8SbCGcyL3eRPG wi TOPCbhx
OFwWAqj rj FIHCTFdkE Tnuyf 0cQ a90El nTNA9dPt _ WkL1JHgs9Skj AUUl Y9zc Qe
9KM W cXAN2Z6ypNHuOj ZXdpl nBCl axc7vSaOeHZr i mCg4PSwAhuFoe7SbqulLcV
U56BI 4PvBBv6j GBt HW O2MVb- ZhdoLeHqBOPWe707WI0spbV1aekNdwBLB | D- Ts
CsWIQn7S8Nf sFkk1dzZXw'

}

7.2.4. FError Response
The Cient receives the error in a HITP 400 Bad Request.

The response body contains an "error_info" JSON structure as defined
in Section 8.

The "error_info" JSON structure can contain the follow ng error
codes, defined in Section 8. 1:

o duplicate_requests

o forbidden
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o high_rate_client
o high_rate _question
o invalid question_id
o invalid_request
o tineout
0 user_refused to_answer
The followng is a non-normative exanple of error in a HITP 400 Bad
Request. This exanple can occur in the Pulled-By-Client flow (cf.
Section 6.1) and Pushed-To-Client flow (cf. Section 6.2).
HTTP/ 1.1 400 Bad Request

Content - Type: application/json
Cont ent - Lengt h:  xxx

{
“error_code":"duplicate_requests"”,
“error_description":"A newer request was sent for this question_id",
“error_uri":"https://server.exanple.conmerrors/invalid_request"

}

7.3. Cient Notification Endpoint

The OP sends the User Questioning Response to the Cient using HITP
POST. The User Questioning Response is a JSON object. The User
Questioning Response contains a "status" attribute that indicates if
the User Questioning Response is successful or not.

Communi cation with the Cient Notification Endpoint MJUST utilize TLS.
See Section 16.17 in [Qpenl D. Core] for nore information on using TLS.

7.3.1. Successful Response with User Questioning Response

The OP sends the User Questioning Response to the Cient using HITP
POST.

The HTTP POST request MJUST contain the foll owm ng header:
Aut hori zati on MANDATORY. The "Authorization" value is the
“client _notification_token" specified in the User Questioning

Request and used as a [ RFC6750] Bearer Token. The "Authorization”
value is a case sensitive string.
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A successful User Questioning Response is a JSON object, with the
follow ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

status MANDATCRY. Status of the User Questioning Response. Wen
the User Questioning Response is successful, the value of "status"

is "ok".

user _statenent token MANDATORY. The "user_statenent token" is a
User Statenent Token as described in Section 3.

The dient SHOULD check that the "question_id" in the User
Questioning Response is the sane as the "question_id" in the
"user _stat enment token".

The followng is a non-normative exanpl e.

PCST /notification HTTP/ 1.1

Host: client. exanpl e.com

Cont ent - Type: application/json

Aut hori zati on: Bearer vO4n2DAeRr cV\EOVAI o4l
Cont ent - Lengt h:  xxx

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",

"status":"ok",

"user _statenent token":"eyJhbGeci G JSUzl 1IN | sI nR5cCl 61 kpXVCl sl nt
pZCl 61 mey YnRj | n0. eyJxdW/zdd vbl 9pZCl 61 j KANGR] Yzdk M2QOZDRi MGY5Z]
gwM JI M2Q0Zj ki LCIpc3M O JodHRwezovL3N cnZl ci 51 eGFt cGxl Lm\vbSI sl
nF1ZCl 61 nMAV] NBbThJWELXNI Ri b2F6WFpYI i wi c3Vi | | 0i ZzExN1lI CAENaTz Nt
QU QUUE QOGBi LCI1c2Vy X2l ki j oi KzMeNj EyMz QLN c41iwi dXN cl 9pZF90eXB
['1joi bXNpc2Rul i wi cXVI c3Rpb25f Zd zcGxheWKI j oi R&BgeW1l GFsb@31 C
4ulj 8i LCJzdGF0ZWLl bnQ G JZZXM LCIzdGFOZWLI bnRf ZGFOZSI 6 MTMKMT T 4M
] KINSW dXNI ZF9hY31i G Iyliw dXN ZF9hbXI i Q JDTElI DS19PSyJ9. vj 5DQJA
ZPE3-t 0GBMraoKE8B1VQYz94- nXbP5bUkWE9BYW xbUOsFxhmabRbEZgr EnmhJ
p1LFNwW6 OMPDI JsUHPgngo_Nbr xcnmRYxpz07dKM.cCk8SbCGcyL3eRPG- wi TOPCbhx
OFwWOqj r j FIHCTFdkG Tnuyf 0cG a90El nTNA9dPt _ WkL1JHgs9Skj AUU Y9zc(x
9KM wj cXG\2Z6ypNHuOj ZXdpl nBCl axc7vSa0eHzr i nmCg4PSwAhuFoe7SbqulLcV
U56BI 4PvBBv6j GBt HW O2MVb- ZhdoLeHqgBOPWe707WI0spbV1aekNdwBLB | D- Ts
CsWIn7S8Nf sFkk1dzZXw'
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7.3.2. FError Response

The OP sends the erroneous User Questioning Response to the Cient
usi ng HTTP POST.

The HTTP POST request MJUST contain the foll owm ng header:

Aut hori zati on MANDATORY. The "Authorization"” value is the
“client_notification_token" specified in the User Questioning
Request and used as a [ RFC6750] Bearer Token. The "Authorization”
value is a case sensitive string.

An erroneous User Questioning Response is a JSON object, with the
follow ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

status MANDATORY. Status of the User Questioning Response. An
erroneous User Questioning Response contains a "status" attribute
with the value "error".

error_info MANDATCORY. An erroneous User Questioning Response
contains a "error_info" JSON structure as defined in Section 8.

The "error_info" JSON structure can contain the follow ng error
codes, defined in Section 8. 1:

o tinmeout

0o user_refused to_answer
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The followng is a non-normative exanpl e.

POST /notification HITP/ 1.1

Host: client. exanpl e.com

Content - Type: application/json

Aut hori zation: Bearer vO4n2DAeRr cVEOVAI o4l
Cont ent - Lengt h:  xxx

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",
“status":"error",
"“error_info":
{
“error_code": "unknown_user",
“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.conierrors/unknown_user"
}
}

7.3.3. Acknow edgenent

The acknow edgenent MJUST be a HTTP 200 OK. This HTTP response SHOULD
be ignored by the OP.

The followng is a non-normative exanpl e.
HTTP/ 1.1 200 OK
8. FErrors

"error_info" is a JSON object which contains the foll ow ng
properties:

error_code REQUIRED. Code representing the error. See Section 8.1
for possible val ues.

error_description OPTIONAL. Human-readabl e ASCI| encoded text
description of the error. Human-readable ASC | [RFC20] text
provi di ng additional information, used to assist the client
devel oper in understanding the error that occurred. Values for
the "error _description" paranmeter MJST NOT include characters
outside the set %%20-21 / %23-5B / %5D- 7E.

error_uri  OPTIONAL. A URI identifying a human-readabl e web page
with informati on about the error, used to provide the client
devel oper with additional information about the error. Values for
the "error_uri" paraneter MJST conformto the URI-reference syntax
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and thus MJST NOT include characters outside the set %21 /
% 23-5B / 9%5D- 7E.

The paraneters are serialized into a JavaScript Object Notation
(JSON) structure by adding each paraneter at the highest structure
| evel . Paraneter nanmes and string values are included as JSON
strings. Nunerical values are included as JSON nunbers. The order
of parameters does not matter and can vary.

The following is a non-normative exanpl e.

{
"“error_code":"unknown_user",
"“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.conierrors/unknown_user"

8. 1. Error Codes

The "error_info" JSON structure can contain the follow ng error
codes:

duplicate_requests The Cient sent sinultaneous requests to the User
Questioning Polling Endpoint for the sanme "question_id". This
error is responded to ol dest requests. The last request is
processed nornmal ly.

forbidden The dient sent a request to the User Questioning Polling
Endpoi nt whereas it is configured with a
"client_notification_endpoint".

high rate client The Cient sent requests at a too high rate,
anongst all "question_id'. Information about the allowed and
recommended rates can be included in the "error_description”

hi gh_rate_question The Cient sent requests at a too high rate for a
given "question_id". Information about the allowed and
recomended rates can be included in the "error_description".

invalid question_id The Cdient sent a request to the User
Questioning Polling Endpoint for a "question_id" that does not
exist or is not valid for the requesting Cient.

invalid request The User Questioning Request is not valid. The
request is mssing a required paraneter, includes an unsupported
par anet er value (other than grant type), repeats a paraneter
includes multiple credentials, utilizes nore than one nechani sm
for authenticating the client, or is otherw se mal forned.
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no_suitable_nmethod There is no Questioning Method suitable with the
User Questioni ng Request.

ti mout The Questioned User did not answer in the all owed period of
tinme.

unknown_user The Questioned User nentioned in the "user_id"
attribute of the User Questioning Request is unknown.

unreachabl e_user The Questioned User nentioned in User Questioning
Request (either in the Access Token or in the "user_id" attribute)
i s unreachabl e.

user _refused_to_answer The Questioned User refused to give a
statement to the question.

9. Inplenentation Considerations
9.1. Inplenentation of questioning nethods

In order to interact with the Questioned User, the OP has to

i npl enent at | east one questioning nmethod. A questioning nethod has
t hree purposes: authenticating the Questioned User, displaying the
guestion and saving the Question User’s statenent.

The aut hentication nethod and the associ ated | evel of assurance are
refered by the "AMR' and "ACR' attri butes.

There is no specific attribute to descri be how the question was

di spl ayed and how t he statenent was saved. However, the OP is
responsi ble to display the question as it is. |If the question has be
nodi fi ed, the displayed question MIST be returned to the Client as it
was di splayed, in the "displayed question"” attribute of the User

St at enent Token. In the sane |logic, the Questioned User’s statenent
MJUST be returned to the Cient as it was displayed, in the
"statenment” attribute of the User Statenent Token.

The fact that a User Questing Request and an Authentication Request
(as defined in [OpenlD. Core]) are handl ed using the sane "AMR' does
not nmean that the sane mechanisminstance is used. It only neans
that the authentication nethod is the sane. For instance, if the
"AVR' value is "SM5 URL" is used, the URL contained in the SVM5 can
refer to two different conponents. It can also refer to a unique
conponent able to handl e both User Questioning Requests and

Aut henti cati on Requests.

If an OP can not display a question or the statenents, it MJST return
an error. To prevent these errors, it can informthe Cients of its
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[imtation and Iimt the possible questions or statenents. For
instance, if the mechani smused for User Questioning can only display
a question of limted size with only two predefined statenents, the
Cient SHOULD send a User Questioning Request with a

"question_to _display" I[imted in size and the two predefined
statenments as "statenents_to_di splay" val ues.

Security Consi derations
1. Using w shed anr

In the User Questioning Request, the "wi shed_anr" value is a |ist of
aut henti cati on nmethods. The OP SHOULD choose sone of these

aut henti cation nmethods in order to achieve the "wi shed acr". The OP
CAN al so decide to either use other authentication nmethods or achieve
anot her Authentication Context C ass Reference as the one specified
in "wshed acr”. The used authentication nethods MJST be stated in
"used_anr" and the achi eved Authentication Context C ass Reference
MJUST be stated in "used acr" of the USer Statenent Token.

2. User Statenent Token Validation

In order to validate the User Statenent Token, the Cient MJST verify
t he signature, using Section 10. 4.

Then, the Cient MJST verify the "used_anr", "used_ acr" and
"statenment _date". The Client is responsible to use the

"statenment _date" to prevent replay. The Cient is responsible to use
the "used anr" and "used acr” match with its security policy.

Then, the Cient MJUST verify the "displayed_question” value and the
"statenment” val ue, regarding the "question_to_display" value and the
"possi bl e_statenments” value sent in the User Questioni ng Request.
The Cient is responsible of its decision to accept the "statenent”
and the "displayed question”". The Cient is also responsible of any
deci si on based on the "statenent" value and the "di spl ayed_question”
val ue.

3.  Non Repudati on

Non-repudi ation is an inportant feature of User Statenent Token. To
enable this feature, the asynetric signatures are the only all owed
signatures for User Statement Tokens. This way, the Client can store
the User Statenment Token and use it as a proof of the statenent made
by Questioned User. This proof engages the signer’s responsibility,
i.e the OP's reponsibility.
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10.4. Signatures and Encryption

Si ghat ures and Encryption should respect the requirenments defined in
chapter 10 of [OpenlD.Core] with one restriction: symetric signatures
are FORBI DDEN

10.5. Signing and Encryption Order

Si gning and Encryption Order should respect the requirenments defined
in chapter 16.14 of [OpenlD. Core].

11. Privacy Considerations
11.1. Personal |Information

The User Statenent Token contains the Questioned User’s statenment on
a question. This information is personal. |f the "user_id" is
present in the User Questioning Request, it will also be present in
the User Statenment Token, therefore Questioned User is directly
identifiable. |In order to protect the Questioned User’s privacy,
Cient SHOULD only store encrypted User Statenent Tokens. The
encryption can be conmputed either by the OP or by the Cient, using
Section 10. 4.

12. Discovery Considerations

The Openl D Connect User Questioning APl can be discovered within the
Openl D Provi der Metadata thanks to [ Openl D. Di scovery]. The scope
"question" MJST be present in the "scopes_supported” array. The URL
of User Questioning Request Endpoint MJST be configured as the val ue
of "ug_request_endpoint”. The URL of User Questioning Polling
Endpoi nt MUST be configured as the value of "uqg_polling_endpoint".

13. | ANA Consi derations
Thi s docunent nakes no requests of | ANA
14. Normative References
[ E. 164] I nternational Tel ecomrunication Union, "E.164: The
i nternational public telecommunication nunbering plan”,
2010, <http://ww.itu.int/rec/ T-REC E. 164-201011-1/en>.
[ IVEE] Jones, M, Rescorla, E., and J. Hildebrand, "JSON Wb

Encryption (JWE)", RFC 7516, DO 10.17487/ RFC7516, May
2015, <http://tools.ietf.org/htm/rfc7516>.

Aillery & Marai s Expires May 6, 2017 [ Page 24]



O DC User Questioning APl 1.0 Novenber 2016

[ IVE] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb
Signature (JW5)", RFC 7515, DO 10.17487/ RFC7515, May
2015, <http://tools.ietf.org/htm/rfc7515>.

[ JWI] Jones, M, Bradley, J., and N Sakinura, "JSON Wb Token
(JWI) ", draft-ietf-oauth-json-web-token (work in
progress), My 2013.

[ Openl D. Cor €]
Sakimura, N., Bradley, J., Jones, M, de Medeiros, B.,
Mortinmore, C., and E. Jay, "OpenlD Connect Standard 1.0",
Decenber 2013.

[ Openl D. Di scovery]
Sakimura, N., Bradley, J., Jones, M, and E. Jay, "QpenlD
Connect Di scovery 1.0", Septenber 2014.

[ Openl D. Regi strati on]
Sakinmura, N., Bradley, J., and M Jones, "QOpenlD Connect
Dynamic Client Registration 1.0", Decenber 2013.

[ RFC20] Cerf, V., "ASCIl format for Network Interchange", STD 80,
RFC 20, DA 10.17487/ RFC0020, Cctober 1969,
<http://www. rfc-editor.org/info/rfc20>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[ RFC4627] Crockford, D., "The application/json Media Type for
JavaScri pt Cbject Notation (JSON ", RFC 4627,
DO 10. 17487/ RFC4627, July 2006,
<http://www. rfc-editor.org/info/rfc4627>.

[ RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322,
DA 10.17487/ RFC5322, Cctober 2008,
<http://www. rfc-editor.org/info/rfc5322>.

[ RFC6749] Hardt, D., Ed., "The QAuth 2.0 Authorization Framework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<http://www. rfc-editor.org/info/rfc6749>.

[ RFC6750] Jones, M and D. Hardt, "The OQAuth 2.0 Authorization
Framewor k: Bearer Token Usage", RFC 6750,
DO 10.17487/ RFC6750, October 2012,
<http://www.rfc-editor.org/info/rfc6750>.

Aillery & Marai s Expires May 6, 2017 [ Page 25]



O DC User Questioning APl 1.0 Novenber 2016

Appendi x A.  Acknow edgenent s

The foll ow ng have contributed to the devel opnent of this
speci fication.

Appendi x B. Notices
Copyright (c) 2014 The Openl D Foundati on.

The Openl D Foundation (O DF) grants to any Contri butor, devel oper

i npl enenter, or other interested party a non-exclusive, royalty free,
wor | dwi de copyright license to reproduce, prepare derivative works
from distribute, performand display, this Inplenmenters Draft or
Final Specification solely for the purposes of (i) devel oping
specifications, and (ii) inplenmenting Inplenenters Drafts and Fi nal
Speci fications based on such docunents, provided that attribution be
made to the O DF as the source of the material, but that such
attribution does not indicate an endorsenent by the O DF

The technol ogy described in this specification was made avail abl e
fromcontributions fromvarious sources, including nmenbers of the
Openl D Foundati on and others. Al though the Openl D Foundati on has

t aken steps to help ensure that the technology is available for
distribution, it takes no position regarding the validity or scope of
any intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this specification or the extent to which any |license under such
rights mght or mght not be available; neither does it represent
that it has made any i ndependent effort to identify any such rights.
The Openl D Foundation and the contributors to this specification make
no (and hereby expressly disclaimany) warranties (express, inplied,
or otherwi se), including inplied warranti es of nerchantability, non-
infringenment, fitness for a particular purpose, or title, related to
this specification, and the entire risk as to inplenmenting this
specification is assuned by the inplenenter. The OpenID Intell ectual
Property Rights policy requires contributors to offer a patent

prom se not to assert certain patent clains against other
contributors and agai nst inplenmenters. The Openl D Foundation invites
any interested party to bring to its attention any copyrights,
patents, patent applications, or other proprietary rights that may
cover technology that may be required to practice this specification.

Aillery & Marai s Expires May 6, 2017 [ Page 26]



O DC User Questioning APl 1.0

Appendi x C. Docunent History
[[ To be renoved fromthe final specification ]]
-01
o Initial draft
0 Added O DF Standard Notice
Aut hors’ Addresses

Ni colas Aillery
Orange

Emai | : nicol as. aill ery@range. com
Charles Marais
Orange

Emai | : charl es. narai s@r ange. com

Aillery & Marai s Expires May 6, 2017

November 2016

[ Page 27]



