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Mobile Connect should keep working when a
user ports to another MNO

e Aim: For Relying Parties (RPs, aka Service Providers) to be able to
automatically recognize the same user signing-in before & after they
port to a new OpenlID Connect Provider (OP, aka MNO)

 Specify a porting mechanism that can work for any OpenID Connect
Providers, not just MNOs doing Mobile Connect

* The basic idea:
e A user logsin to both OPs (Old & New) in the same session, linking the two
* RPs get evidence of that linking, authenticated by both Old & New OPs
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* Step O: setup
* Old OP metadata lists ‘Porting data’ and ‘Porting check’ APIs; and encryption algorithms
* New OP has client_id/secret to call ‘Port data’ API
* RPs registered with OPs

* Step 1: port
* New OP calls Old OP’s ‘Port data’ APl - token; with OAuth 2.0 flow for user consent
* Step 2: sign-in to RP
e OpenlID Connect from New OP to RP
* id_token has New OP’s ‘sub’ for user, plus lists Old OP with per-RP token (encrypted token)

 Step 3: confirm port
* If RP doesn’t recognize {New OP/sub}; call Old OP’s ‘Port check API’ = Old OP’s ‘sub’
* Repeat if still not recognized and Old OP lists an even older OP
 Link {New OP/sub} to existing {Old OP/sub}
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Step 0: metadata

- GET https://01dOP.example.net/.well-known/openid-configuration

-
{

"issuer": "https

"authorization _endpoint”: "https

"token_endpoint": "https

"port_data _endpoint": "https

"port_check endpoint": "https

://oldop.
://oldop.
://oldop.
://oldop.
://oldop.

example.
example.
example.
example.
example.

net/",
net/connect/authorize",
net/connect/token",
net/connect/port _data",
net/connect/port check",

"port_enc_algs supported": [ "A256GCM", "A256CBC-HS512" ],



Step 1: Porting data AP

OAuth 2.0 flow

- HTTP/1.1 303 See other
Location: https://01dOP.example.net/connect/authorize?scope=porting datas&..

- GET https://01dOP.example.net/connect/port_data/me
Authorization: Bearer E3yyDiR5_ i8CFCVDo3h8T5qgKpAdu8XkGZBv81lvn428

&

{"port_token": "309YHawMDXLpKb-FVjQl gSS9ROwbwbOTWbUxLvQAAI" }

Opaque to others (New OP & RPs).
Old OP can encode state of user port
(eg sub, New OP... as JWE)



Step 2: OpenlID Connect login to RP

<« HTTP/1.1 303 See other
Location: https://NewOP.example.net/connect/authorize?scope=openid&..
Eg Mobile Connect
click Ok confirmation on phone

-» POST https://NewOP.example.net/connect/token?..
Authorization: Basic B64(rp_client id:rp client secret)

-
{
"access _token": "XQ2-FHAOq7gqExq7vfRbopmkg QPSuS4FFoigG4nzZvU",
"id token": JIWT({
"iss": "https://NewOP.example.net/",
"sub": "JRrre9BzhzZ6BJ9teOyD8DzyZjg7ziB3a40jeoUvZkUgw",
"aka": {
"iss": "https://01dOP.example.net/",
“enc_port_token": "eyJeeX..3JnIn@..48V..U3b.GYV...gfc.."
s Actually
1)} JWE(“309...AAl”) per RP,
but opaque to RP

pairwise



Step 3: Porting check API

No direct RP
authentication

- GET https://01dOP.example.net/connect/port_check?
iss=https://NewOP.example.net/&
sector_id=rp.example.org&
enc_port_token=eyl@eX..3JnIno@..48v..l 2h.GYV...qgfc..

e Old OP:
* Decrypts enc_port_token
* Confirms it issued port_token Match iss, sector_id
* Matches New OP (decryption key = iss parameter = port destination)
* Matches sector_id (query parameter = JWE parameter)

e
"sub": "kY6N64H86MBTho9I-J1RnpvalLOwAb5m3yYta6pglVFM",
llakall: {
"iss": "https://anotherop.example.net/",
"enc_port_token": "QSfmp2V30cNgKShhyOjQEwDaQzLNhji5w5nD-EZqg30k™
1}

For the corner case of multiple
port before an RP visit



Step 3b: Encrypting port token

MUST use fresh
encryption for

* JSON Web Encryption (JWE) each sector_id
* Direct encryption with client_secret shared by Old OP and New OP
* JWE protected header:

{

Il_t pll: mn
Ila{gll : [}
"erJC" :
Ilk]:dll :
"sector_id":

oidc-porting”,
dir",

"A256GCM",
"s6BhdRkqt3",

"rp.example.org"” Drop if RP authenticates

to Porting check API

* AEAD algorithm chosen from Old OP metadata
* Secret key = truncate(SHA2(client_secret)), as per OpenlID Connect Core [§10.2]

e Keyid =client id

* Plaintext = port_token



Porting example

_ QP 1 opP2 OP3 RF
Alice |
Registration (OAuth 2.0 client apps)

< register for porting

< register for porting

Includes discovery to learn port_data_endpoint b]

< register for sign-in

< register for sign-in

< register for sign-in
Includes discovery to learn port_check _endpoints B]
[
| Sign-in via OP1
sign-up - assign sublA,

OpenlD Connect sign-in )

>
.{ ...........................................................................................................................................................................................

g Sign-in & consent >

{ ................................................
>

g

OP1 subTA >




sign-up; | want to port from OF1

Port to OP2

assign sub2B

>

.( ..............................................................................................
GET fauthz?scope=port_data. .. >
e -
{ ................................................

-

5P caode for access-token
.

< GET fport_data/me

{"port_token_plain":"prt1C"} >

Port to OP3

sign-up; | want to port from OP2

OAuth z.rf_'n flow

< GET /port_data/me

assign sub3D

["port_token_plain" "prt2E"}

-




Sign-in to RP via OP3

OpenlD Connect login  /

e B e B

sign-in, consent

T e

g
OP3,5ub30 aka:{0P2 xxx2E} > OP3,5ub30 unknown; try aka B]

Automatically verify port )

xxx2E decrypts to pit2E & is valid, IT

l? .
matchas OP3 & m.ex < GET /port_check?xxx2E OPB rp.ex

sub2B aka:{OP1 xxx1C}

OF2 sub2B unknown; try aka L\]

? 3.p.
il BEE g < GET /port_check?xxx1C 0P rp.ex

xux1C decrypts to pt1C & is valid, IT

OP1,sub1A is Alice;
b1A : :
=u > | accept OP3 sub3D = OP1,sub1A j

welcome Alice

Alice OP1 oP2 oP3 RP

<-- dotted lines are redirects




Design decisions

Consent, using
'\é\ OAuth 2.0

\'\ New OP isn’t given
, 1 . ’ .
Doesn’t need a Old OP | New OP list of a gs?r s RPs;
database of user+RP e ort . Gabre assumes it is all RPs.
relationships M *s Could-masguerade

- -

L

(can calculate ‘sub’s) asRP-to-find-out
Pairwise privacy

maintained

Sees first login to
each RP after port,
even to new RPs

A new RP doesn’t need

el i to know about port,
never hears RP1 RP2 RP3 RP4 RP5 but told about Old OP

about port (and

' RP needs to
doesn’t need to) RP needs to link el
{New OP/sub} to
{Old OP/sub} to get Old sub

Subject Id (sub) = Pseudonymous Customer Reference (PCR)



Alternative #1: Authenticate RP v

* Instead of Old OP recanlzmg the same sector_id for RP as New OP, the RP
authenticates to the Old OP’s Porting check API

e Step 3: Porting check API

-» POST https://01dOP.example. net/connect/token>grant ty¥e=client_cPedentials&m
Authorlzatlon Basic B64(rp client _id:rp_client _secre

> GET https://01dOP.example. net/connect/port check?
iss=https://NewOP. examgle .het/&
enc_port_token=eyJo@eX..3InIn@..48V..U3b.GYV...qfc..
Authorization: Bearer v88mvE6ZxKukm rGvaTOoynXPlSBkaGAfo9Fwo

* Old OP:
* Decrypts enc_port_token; confirms port_token valid for a port to New OP; match iss to kid
* Return “sub” appropriate to the authenticated RP

<« { "sub": "kY6N64H86MBTho9I-J1RnpvalLOwAb5m3yYta6pgqlVFM" }
* v/ Old OP and New OP don’t have to agree on sector_id
e X Extra effort for RP to authenticate; extra OAuth 2.0 flow

Omit?



Alternative

2: Signed porting statements

e draft-account-migration-02

* Old OP maintains a DB of user+RP relationships

* Creates a signed message for each RP/sector_id vouching to the port

 New OP gets signed messages from Old OP (with OAuth 2.0 consent)

* New OP includes an RP’s signed message in id_token
* V' RP does not need to call Old OP (other than to get public key)
* X Old OP needs long-term signing keys

X OPs need user+RP DB; cannot just calculate ‘sub’ on demand


https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/mobile/raw/tip/draft-account-migration.xml

Alternative #3: Same “sub”

* Early 2016 version of Mobile Connect Lifecycle Processes

* New OP gets Subject Ids (subs) from Old OP; reuses same subs
* RP should confirm port with Old OP

* v id_token unchanged

* X Risks from confusing subs from OPs in scheme vs other OPs
e X OPs need user+RP DB; cannot calculate ‘sub’



Changes for draft...-02 — to be agreed

(JRename port_token_ plain/port_token to port_token/enc_port_token,
porting_data scope to port_data

1Drop no-encryption-needed option from Porting data API

(JAuthenticate RP to Old OP’s Porting check API
dStandard OAuth 2.0 grant_type=client_credentials flow first

JAdd privacy considerations
...

d...
...



Resources

* Mobile Operator Discovery, Registration & Authentication (MODRNA)
OpenlID working group
* Web page: http://openid.net/wg/mobile/
 Bitbucket repo: https://bitbucket.org/openid/mobile/
e Email list: openid-specs-mobile-profile@lists.openid.net
e Email archive: http://lists.openid.net/pipermail/openid-specs-mobile-profile/

 draft-account-porting
* Web: https://id.cto.telstra.com/2016/openid/draft-account-porting.html
e Bitbucket repo: draft-account-porting.{html|.eg.png}
 Earlier drafts named draft-account-migration

 GSMA CPAS (Mobile Connect technical group)
e Basecamp: https://basecamp.com/2588644/projects/9050876
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