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This specification defines a specific endpoint used by a dient (i.e
Service Provider) in order to question an End-User and get his

Statenment (i.e. his answer).
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1. Introduction

This specification defines a specific endpoint used by a dient (i.e.
Service Provider) in order to question an End-User and get his
Statenment (i.e. his answer).

This endpoint is specified as an QAuth 2. 0-protected Resource Server
accessible with an Access Token.

The way the Access Token has been obtained by the Cient is out of
scope of this specification.

Whet her the End-User is currently using the Cient or not is also out
of scope of this specification.

The User Questioning APl is an asynchronous API. There are 2 main
ways to get the End-User’s Statenment: the first one requires sone
polling of the APl and the second requires the Client to expose a
cal | back endpoi nt.

1.1. Requirenents Notation and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thr oughout this docunent, values are quoted to indicate that they are
to be taken literally. Wen using these values in protocol nessages,
t he quotes MUST NOT be used as part of the val ue.

Al'l uses of JSON Wb Signature (JW5) [JWS] and JSON Web Encryption
(JVWE) [JWE] data structures in this specification utilize the JW5
Conpact Serialization or the JWE Conpact Serialization; the JW5 JSON
Serialization and the JWE JSON Serialization are not used.

1.2. Term nol ogy
This specification uses the ternms "Access Token", "Resource Server",

and "Cient" defined by QAuth 2.0 [ RFC6749], the terns "JSON Wb
Token (JWI)", "JW Cains Set", and "Nested JW" defined by JSON Wb
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Token (JWI) [JWI], and the terns "Header Paraneter"” and "JOSE Header"
defined by JSON Wb Signature (JW5) [JWS]. This specification also
defines the followi ng terns:

Questioned User ** End-User receiving the question and requested to
give his statenent.

2. Overvi ew

The User Questioning protocol, in abstract, follows the follow ng
st eps.

1. The Cient sends a User Questioning Request to the Openl D
Provi der (OP).

2. The OP interacts with the Questioned User and obtains his
St at enent .

3. The OP responds to the Cient with a User Questioning Response.

These steps are illustrated in the foll ow ng di agram

S N + S R +
| | o | |
| | ----(1) User Questioning Request-------------- >| |
I I I I
| IERCEEEEEEE + | |
] | _ _ | |
| dient | | End- |<--(2) User interactions to get--->| oP |
| | | User | the Questioned User’'s Statenent | |
I | | I I
| IEESEEEEEEE + | |
I I I
I I I
| | |

2.1. Exanple of use cases involving the User Questioning API

The foll owi ng use cases are non-normative exanples to illustrate the
usage of the User Questioning APl by a Cient.

1. The Cient can be a bank and the User Questioning APl can be used
to chall enge the End-User when he wants to pay on Internet in
order to secure the transaction. This is simlar to 3D Secure.
The question could be: "Do you allow a paynent of x euros to
party y? (Yes) (No)".
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2. The dient can be a bank and the User Questioning APl can be used
to chall enge the End-User when he wants to add a new payee for a
bank transfer. The question could be: "Do you allow party y to
be added to your payees? (I accept) (I refuse)".

3. The dient can be a drive-in food market and the User Questioning
APl can be used to ask the End-User if he accepts the exchange of
one m ssing product by another. The question could be: "Do you
agree to get product x instead of product y? (I agree) (I
di sagree)".

4. The Cient can be a ticketing platformand the User Questioning
APl can be used to prevent transactions by bots. The question
could be: "Do you confirmthat you are currently booking a
ticket? (I confirm (I deny)".

5. The dient can be an airline conpany and the User Questioning API
can be used to be sure that the End-User is notified of a del ay.
The question could be: "Your flight is postponed. Can you
confirmthat you are aware? (I read this)"

6. The dient can be a survey conpany and the User Questioning API
can be used to get the End-User’s choice. The question could be:
"VWhich is your favorite brand? (brand_A) (brand_B) (brand_C)".
2.2. \Wien to use the User Questioning API

The User Questioning APl shoul d be used when the follow ng contraints
must be fulfilled:

1. The dient needs to have a real-tine interaction with an offline
End- User.

2. The dient needs to have the End-User’s statenent on a given
guesti on.

3. The dient needs to be sure that the respondi ng End-User has been
aut henti cated before respondi ng.

4. The Cient needs to have a non-repudi abl e proof of the End-User’s
st at enent .

5. The dient needs the End-User’s statenment to enforce a policy
(i.e. take a decision).
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User Statenent Token

The User Statenment Token is a security token that contains C ains
about the statenment made by the Questioned User. The User Statenent
Token is represented as a JSON Wb Token (JW) [JW].

The followng Clains are used within the User Statenent Token in al
Questioning APl fl ows.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

iss MANDATORY. Issuer ldentifier for the Issuer of the response.
The "iss" value is a case-sensitive URL using the "https" schene
t hat contains schenme, host, and optionally, port nunmber and path
conponents and no query or fragnent conponents.

aud MANDATORY. Audience(s) that this User Statenent Token is
intended for. It MJST contain the QAuth 2.0 "client id" of the

Rel ying Party as an audi ence value. It MAY al so contain
identifiers for other audiences. |In the general case, the "aud"
value is an array of case-sensitive strings. In the common

speci al case when there is one audience, the "aud" val ue MAY be a
singl e case-sensitive string.

sub MANDATORY. Subject ldentifier. A locally unique and never
reassigned identifier within the Issuer for the End-User, which is
intended to be consuned by the Cient, e.g.
"gll7YBt CZABmMAKPQKP80". It MUST NOT exceed 255 ASCI| [ RFC20]
characters in length. The "sub" value is a case-sensitive string.

user _id OPTIONAL. The "user_id" is present in the User Statenent
Token only if the "user_id" and "user_id type" were present in the
User Questioning Request. The "user_id" is a unique identifier
allowing to identify the Questioned User (e.g. Mobile phone, sub,
.). The "user _id" value is a case sensitive string.

user _id type OPTIONAL. The "user_id _type" is present in the User
St at enent Token only if the "user _id" and "user_id type" were
present in the User Questioning Request. The "user_id type"
i ndicates the type of the End-User’s identifier used for User
Questioning. The "user _id type" value is a case sensitive string.

guestion_di spl ayed MANDATORY. The "question_di splayed” is the
guestion displayed to the Questioned User. If the
"question_to_display" has not been displayed as is, the
"question_di spl ayed" MJUST be the exact nessage displayed to
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Questioned User. The "question_displayed" value is a case
sensitive string.

statenent MANDATORY. Statenment made by the User Questioning. The
"statenent"” SHALL be the exact statenent nade by the Questioned
User. The "statement"” value is a case sensitive string.

statenment _date MANDATORY. Date indicating when the End-User gave
his Statenent on the Question. The "statenent date" value is a
JSON nunber representing the nunber of seconds from
1970-01-01T0: 0: 0Z as neasured in UTC

used_qcr MANDATORY. Questioning Context C ass Reference.
Questioning Context Class Reference value that identifies the
Aut hentication Context C ass used by the OP to authenticate the
Questioned User before he made his statenment. The "used_gcr"
value is a case sensitive string.

used_gnr MANDATORY. Questioning Method Reference. This is the
aut henti cati on nmethod used by the OP to authenticate the
Questioned User before he made his statenment. The "used_gnr"
value is a case sensitive string.

User Statenment Tokens MUST be signed using JWs5 [JW5] and optionally
bot h signed and then encrypted using JWs [JW5] and JWE [ JVE]
respectively, thereby providing authentication, integrity, non-
repudi ati on, and optionally, confidentiality, per Section 9.1. |If
the User Statenent Token is encrypted, it MJST be signed then
encrypted, with the result being a Nested JW, as defined in [JW].
User Statenent Tokens MUST NOT use "none" as the "al g" val ue.

User Statenment Tokens SHOULD NOT use the JW5 or JWE "x5u", "x5c",
"jku", or "jwk" Header Paraneter fields. Instead, references to keys
used are conmuni cated in advance using Di scovery and Regi stration
paraneters, per Section 8.
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The followng is a non-normative exanple of the set of Clainms (the
JWI Clains Set) in a User Statenment Token:

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",
"iss":"https://server. exanpl e.cont,
"aud": " s8V3wnBl XM Thoaz XZX",
"sub":"gl17YBt CZOBmAKPKP80"
"user _id"="+33612345678",
"user _id_type"="nsisdn",
"question_displayed":"Do you allow ...?",
"statenent”:"Yes",
"statenent date":"1311282975",
"used_qcr":"2",
"used_gnr": " CLI CK_OK"

}

Signing the User Statenent Token with the "RS256" algorithmresults
in this Gbject value (with line waps within values for display
pur poses only):

eyJhbGeci G JSUzI INi | sl nt pZCl 61 meyYnRj | n0. ewOKI CIJpc3M G Ai czZCaGRSa3
FOMy1l sDQogl nF1ZCl 61 CJodHRweczovL3N cnZl ci 51 eGFt cGxl Lni\vbSI sDQogl nJl

Y2t uYWLI | j ogbnVsbCOwN TODO sljogeyJdl c3Nl bnRpYWM O BOcnVIf S
JOZFJr cXQzl i WNCi Al crmivkaXJl Y3Rf dXJpl j ogl mhOdHBzQ 8vY2xpZWs0Lmv4YWLw
bGUUb3JINL2N | i WNCi Ai [ bm kI'i wWNG Ai ¢c3RhdGUI G Al YWYwaW
Y2t uYWLI | j ogbnVsbOWmN TODO sl jogeyJl c3Nl bnRpYWM G BOcnVI f S
bGUUb3JINL2N |1 WNCi Ai I bm kI'i wWNG Ai ¢c3RhdGUI G Al YWYwaW
ogl CAgl CInaXZl bl QuYWLI | j ogeyJl c3N bnRpYWu O BOcnVI f SWNCi Agl CAgl nbp
Y2t uYWLI | j ogbnVsbCOwN TODO sljogeyJdl c3Nl bnRpYWM O BOcnVIf S

WNC Agl CAgl mivt YW sX3ZIl crml maWkl j ogeyJl c3N bnRpYWu G BOcnVI f SWNCI Ag
| CAgl nBpY3Rlcnli O BudWksDQogl CAgf SWNCi Agl CIpZF90b2t | bi | 61 AOKI CAgl H

bGUUDb3JINL2N |1 WNCi Ai [ bm kI'i wWNG Ai ¢c3RhdGUI G Al YWYwaW
Y2t uYWLI | j ogbnVsbOwmN TODO sl j ogeyJdl c3N bnRpYWn G BOcnVI f S
bGUUb3JINL2N | i WNCi Ai [ bm kI'i wWNG Ai ¢c3RhdGUI G Al YWYwaW
F6z TH8 CHERFMEQPhos- EJcaHAHNh- sMgk8ePr Ghw _t r PYs8KQxsn6ROEnD_ wHwaj yF
Y2t uYWI | j ogbnVsbOM TODO sl j ogeyJl c3Nl bnRpYWuv G BOcnVI f S

0GxFbuPbj 96t Vuj 11pTnmFCURGI EOXKYr 7i GOCRB3bt f JhMD_AKQUf gKnRI r Rscc8K
ol - cSLWYE9I 5Qqhol | nzj T_cMhNl znWOE7CDyWKTsO70xnB4SkGEpXf LSj LLI xnPG
iyon -TelllV8uE83I | zCYl b_NMXvt Tl Vcl1j pspnTSD7xMopL- 2QuwWUs Al Mz w
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The follow ng RSA public key, represented in JW format, can be used
to validate the Qbject signature in this exanple (with Iine waps
wi thin val ues for display purposes only):

{

"kty":"RSA",

"kid":"k2bdc",

"n":"yoLqv4f Cp6Ei - u2- ZCKg83YVbFEK6IMs pSj 76eMkddVWRUWK2aBKGHAL KI ESP
7_vn__PCKZWePt 3vGkB6ePgz AFUOBNnKemnvESbQ 0e6kl Cht t _ 6Kz T5CaaXDF
| 6gCLINk51Cc4VYFaxggevihcYr zaW 50nZ1y GSFI QzLYP8bi j AHGV] dEFgZa
ZEN9I sn_GdW.aJpHr B3RO S50E45wxr | g9xWncVb8qgDPuXxXZar vghLLOHz QuYR
adBJVoWZowDNTpKpk 2Rkl Z7QaBO7 XDv3uR7s_sf 2g- bA] SYxYUGsqkNA9b3xV
Ws3am UZZ3t ZbFTI h557J1 CW\KH W 5uzeJXaw',

"e": " AQAB"

}

4. dCdient registration
In order to use the User Questioning APlI, the Cient shoul d:

Have the right to access the User Questioning API: MANDATCORY. The
right for a Cient to access the User Questioning APl is the
right to use the User Questioning APlI’s scope. This scope
value is "question".

Register its Client Notification Endpoint: OPTIONAL. |If the dient
wants to be notified of the User Question Response (cf.
Section 5.2), it MJST register its
client_notification_endpoint. The client_notification_endpoint
is a callback URL on the Cdient.

5. User Questioning flows

Thi s docunment specifies two User Questioning flows:

Pull ed-By-Cient flow In this flow, after the User Questioning
Request, the Cient nust call the OP in order to get the User
Questioning Response. Refer to Section 5.1 for nore details.

Pushed-To-Client flow In this flow, after the User Questioning
Request, the OP calls the Cdient to deliver the User
Questioning Response. Refer to Section 5.2 for nore details.

The flowa Client will use is configured at registration. Refer to
Section 4 for nore details.

Aillery & Marai s Expires April 8, 2017 [ Page 8]



O DC User Questioning APl 1.0 Cct ober 2016

5.1. Pulled-By-Cient Flow

In this flow, the Client will poll the OP to get the User Statenent

Token.

S R + S R +
| | ---(1a) User Questioning Request-------------- >| |
I I I I
| | <--(1b) Question Created----------------------- | |
I I I I
T B S + | | | |
| dient | | End- |<--(2a) User interactions to get-->| oP |
| | | User | the Questioned User’'s Statenent | |
| A | |
| | --(3a) Get User Questioning Response---------- >| |
I I I I
| | <---(3b) User Questioning Response------------- | |
S N + S N +

About the "(2a) User interactions to get the Questioned User’s
Statenent" step, note that the way the OP obtains the Questioned
User’s Statenent is out of the scope of this specification.

5.2. Pushed-To-Cient Flow

In this flow, the OP will send the User Statenment Token on the
client_notification_endpoint registered by the Cient.

---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

I I I
I I I
I I I
I I I
I | +-------- + I I
| Cdient | | End- |<--(2a) User interactions to get-->| oP |
| | | User | the Questioned User’'s Statenent | |
I | A + I I
I I I I
| | <---(3a) User Questioning Response------------- | |
I I I I
| | ---(3b) Acknow edgenment----------------------- >| |
S N + S N +

About the "(2a) User interactions to get the Questioned User’s
Statenent" step, note that the way the OP obtains the Questioned
User’s Statenent is out of the scope of this specification.
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6. Endpoints
6.1. User Questioning Request Endpoi nt
6.1.1. Request with User Questioning Request

The Cdient sends the User Questioning Request using an HTTP POST
Request .

The dient MJST have a valid Access Token for the scope "question®
The HTTP POST request contains the foll owm ng header:

Aut hori zati on MANDATORY. The "Authorization" value is an Access
Token obtai ned froman OQAuth Authorization request and used as a
[ RFC6750] Bearer Token. The "Authorization" value is a case
sensitive string.

The User Questioning Request MJST contain a JSON structure in the
body of the HTTP POST, with the follow ng attri butes:

client _notification_token MANDATORY if the Cient uses the Pushed-
To-Cient Flow described in Section 5.2. | GNORED ot herwi se. The
"client_notification_token" is an opaque token issued by the
Cient. The "client_notification_token" is Bearer Token used by
the Client to authorize the OP when the OP sends the User
Questioning Response to the Client Notification Endpoint. The
“client _notification_token" value is a case sensitive string.

user id FORBIDDEN if the Access Token is tied with an End- User,
MANDATORY i f the Access Token is not tied with an End-User. The
"user_id" is a unique identifier allowing to identify the
Questioned User (e.g. Mbile phone, sub, ...). The "user_id"
value is a case sensitive string.

user id type FORBIDDEN if the Access Token is tied with an End-User,
MANDATORY i f the Access Token is not tied with an End-User. The
"user _id_type" indicates the type of the End-User’s identifier
used for User Questioning. The "user_id type" value is a case
sensitive string.

guestion_to_display MANDATORY. The "question_to_display"” is the
guestion to be displayed to the Questioned User. The
"question_to_display" SHALL be displayed with no nodification to
Questioned User. |If sone nodifications occur, it MJST be due to
restrictions inposed by the Questioning Method. The
"question_to_display" value is a case sensitive string.
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statements_to_di splay MANDATORY. The "statenents_to_display” is the
list of possible statenents to be displayed to the Questioned
User. The "statenments_to _display” SHALL be displayed with no
nodi fication to Questioned User. The "statenents to_display”
value is a JSON array of case sensitive strings.

wi shed_qgcr MANDATORY. Questioning Context C ass Reference. The
"W shed_qcr" is Questioning Context Cl ass Reference val ue that
identifies the Authentication Context Class to be used by the OP
to authenticate the Questioned User before he nmade his statenent.
The "wi shed _qcr" value is a case sensitive string.

wi shed_qgnr OPTIONAL. Questioning Method Reference. The
"W shed_gnr" is the authentication nmethod to be used by the OP to
aut henticate the Questioned User before he nade his statenent.
The "wi shed _gmr" value is a case sensitive string.

The paraneters are included in the entity-body of the HITP POST using
the "application/json" nedia type as defined by [ RFC4627]. The
paraneters are serialized into a JavaScript Object Notation (JSON)
structure by addi ng each paranmeter at the highest structure |evel.

Par anet er names and string values are included as JSON strings.
Nunerical values are included as JSON nunbers. The order of
paraneters does not matter and can vary.

The followng is a non-normati ve exanple of the JSON structure.

PCOST / questions HITP/ 1.1

Host: server.client.com

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG
Content - Type: application/json
Cont ent - Lengt h:  xxx

{
"client_notification_token":"vOin2DAeRr cVWEOVAI 041 ",

"user_id":"+33612345678",

"user _id_type":"nsisdn",
"question_to_display":"Do you allow ...?",
"statements _to_display":["Yes", "No"],

"w shed_qcr":"3",

"W shed _gqnr":"PI N CK"
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6.1.1.1. user_id_ type and user_id

The "user id" is an identifier used to identify the Questioned User
and to retrieve a reachability nmean. |If the "user _id" is a
reachability identifier, it SHOULD be used by reachability nean.

"user _id_type" nmenber can take the follow ng val ues:

nmsisdn |If the "user_id type" value is "nsisdn", the "user_id" val ue
is the nobil e phone nunber corresponding to the Questioned User.
E. 164 [E. 164] is RECOWENDED as the format of this Claim for
exanple, "+1 (425) 555-1212" or "+5626872400".

email If the "user_id_type" value is "email", the "user_id" value is
the emai| adress corresponding to the Questioned User. Its value
MUST conformto the RFC 5322 [ RFC5322] addr-spec syntax.

sub If the "user_id _type" value is "sub", the "user_id" value is the
"sub" corresponding to the Questioned User for the requesting
"“client _id".

6.1.2. Successful Response

A successful response to the User Questioning Request is a HITP 201
Created response.

The HTTP 201 Created response contains the follow ng headers:
Locati on MANDATORY. The "Location" value is a unique polling URL
for the Question. The "Location" value is a URL on the User

Questioning Polling Endpoint.

Question_id MANDATORY. The "Question_id" contains the "question_id"
value. The "Question_id" value is a case sensitive string.

The followng is a non-normative exanple of the JSON structure.
HTTP/ 1.1 201 Created
Location: https://server.exanpl e.conif questions_pol I i ng/ 984dcc7d3d4d4b0f 9f 802
éﬁgg?{gn_id: 984dcc7d3d4d4b0Of 9f 8022e344f 9
6.1.3. Error Response
The Cient receives the error in a HITP 400 Bad Request.

The response body contains an "error_info" JSON structure as defi ned
in Section 7.
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The "error_info" JSON structure can contain the follow ng error
codes, defined in Section 7. 1:
o invalid_request
0 no_suitabl e _nethod
0 unknown_user
o unreachabl e_user
The followng is a non-normative exanple of error in a HITP 400 Bad
Request. This exanple can occur in the Pulled-By-Cient flow (cf.
Section 5.1) and Pushed-To-Client flow (cf. Section 5.2).

HTTP/ 1.1 400 Bad Request

Content - Type: application/json
Cont ent - Lengt h:  xxx

{
"error _info":
{
“error_code":"invalid_request",
"error_description":"user_id is FORBI DDEN
if the Access Token is tied wth an End-User",
“error_uri":"https://server.exanple.conlerrors/invalid_request”
}
}

6.2. User Questioning Polling Endpoint
In order to detect that User Questioning Response is ready, the
Cient MIST request the User Questioning Polling Endpoint. |If User
Questioning Response is ready, it will be returned in the response.
El se, the OP responds with HTTP 304 Not WMbdifi ed.

A Cient configured with a "client_notification_endpoint” MJST NOT
sent a request to the User Questioning Polling Endpoint.

6.2.1. Polling Request
The dient get the User Questioning Response using HITP GET
The HTTP GET request contains the foll ow ng headers:

Aut hori zati on MANDATORY. The "Authorization"” value is an Access
Token obtained froman QAuth Authorization request and used as a

Aillery & Marai s Expires April 8, 2017 [ Page 13]



O DC User Questioning APl 1.0 Cct ober 2016

[ RFC6750] Bearer Token. The "Authorization" value is a case
sensitive string.

Client _timeout The "Cient_tinmeout” indicates how nmuch tine, in
seconds, the dient will wait for a HTTP response. The
"Client _tinmeout"” value is a nunber.

The followng is a non-normative exanpl e.

CGET /questions_pol ling/984dcc7d3d4d4b0f 9f 8022e344f9 HITP/ 1. 1
Host: server. exanpl e.com

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

Client _timeout: 10

6.2.2. Pending Response

If the User Questioning Response is not ready, the Client will get a
HTTP 304 Not Mbdifi ed.

The followi ng is a non-normative exanpl e.
HTTP/ 1.1 304 Not Modified
6.2.3. Successful Response with User Questioning Response

The Cient receives the successful User Questioning Response in a
HTTP 200 OK response.

The successful User Questioning Response is a JSON object, with the
follow ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

user _statenment _token MANDATORY. The "user_statenent_token" is a
User Statenment Token as described in Section 3

The paraneters are included in the entity-body of the HITP 200 OK
using the "application/json" nedia type as defined by [ RFC4627]. The
paraneters are serialized into a JavaScri pt Cbject Notation (JSON)
structure by addi ng each paraneter at the highest structure |evel.

Par amet er nanes and string val ues are included as JSON strings.

Nureri cal values are included as JSON nunbers. The order of
paraneters does not nmatter and can vary.
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The followng is a non-normative exanpl e.

HTTP/ 1.1 200 OK

Cont ent -

Type: application/json

Cont ent - Lengt h:  xxXx

{

"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",
"user _statenment token":"eyJhbGeci G JSUzI INi | sl nt pZCl 61 j Fl OMkazci

}

f Q ewogl m zci 8vc2VydmvyLmVAYWLWOGUUY29t | i wKI CJzdWi O Al M (4M g5
Nz Yx MDAX| i wKI CIThdWQ O Ai czZCaGRSa3FOMyI sCi Ai bnBuY2Ui O Ai bi OwmUzZ

f V3pBWk1qgl i wKl CJI eHAI O I M hdCl 61 DEz MTEy ODAS5Nz
AKf Q ggWBhZ1EuVLuxNuul TODO 6] gdgr OCOF4daGU96Sr _P6q
Jp61 cnD3HP99hi 1PRs- cw L7F09Jdi j mBgkvPeB2T9C]

NgeGpe- gccMy4vf Kj kMBFcGrnzZUN4_KSPOaAplt QJ1zZwgj xqGByKH Ot X7 Tpd
QYHE5I ¢cM KPXf El Q LVgOpc_E2DzL7enmopWaoZTF_n0_N0YzFC6g6EJbOEOROS
K5hoDal r cvRYLSr QAZZKSf | yuVCyi xEoVIOGE NQC3_osj zw2PAi t hf ubEEBLUVVK4
XUVr WOLr LI Onx7RKKUBNXNHg- r vKMzqg"

6.2.4. FError Response

The d

ient receives the error in a HITP 400 Bad Request.

The response body contains an "error_info" JSON structure as defined
in Section 7.

The "error_info" JSON structure can contain the follow ng error

codes,

defined in Section 7.1:

o duplicate_requests

o forbidden

o high_rate client

o high_rate_question

o invalid question_id

o invalid_request

o tineout

0o user_refused to_answer
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The followng is a non-normative exanple of error in a HITP 400 Bad
Request. This exanple can occur in the Pulled-By-Client flow (cf.
Section 5.1) and Pushed-To-Client flow (cf. Section 5.2).

HTTP/ 1.1 400 Bad Request
Content - Type: application/json
Cont ent - Lengt h:  xxx

{
“error _info":
{
"error_code":"duplicate_requests",
"“error_description":"A newer request was sent for this question_id",
“error_uri":"https://server.exanple.conferrors/invalid_request”
}
}

6.3. Cient Notification Endpoint

The OP sends the User Questioning Response to the Cient using HITP
POST. The User Questioning Response is a JSON object. The User
Questioni ng Response contains a "status" attribute that indicates if
the User Questioning Response is successful or not.

6.3.1. Successful Response with User Questioning Response

The OP sends the User Questioning Response to the Cient using HITP
POST.

The HTTP POST request contains the foll owm ng header:

Aut hori zati on MANDATORY. The "Authorization"” value is the
“client_notification_token" specified in the User Questioning
Request and used as a [ RFC6750] Bearer Token. The "Authorization”
value is a case sensitive string.

A successful User Questioning Response is a JSON object, with the
follow ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

status MANDATCRY. Status of the User Questioning Response. Wen
the User Questioning Response is successful, the value of "status"
is "ok".

user _statenent token MANDATORY. The "user_statenent token" is a
User Statenent Token as described in Section 3.
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The followng is a non-normative exanpl e.

POST /notification HITP/ 1.1

Host: client. exanpl e.com

Content - Type: application/json

Aut hori zati on: Bearer vO4n2DAeRr cVEOVAI o4l
Cont ent - Lengt h:  xxx

{

6.

3.

"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",

"status":"ok",

"user _statenent token":"eyJhbGeci G JSUzIl 1IN | sl nt pZCl 61 ] Fl OMkazci
f Q ewogl m zci 8vc2VydmvyLmVAYWLWOGUUY29t | i wKI CJzdWi O Al M (4M g5
Nz Yx MDAX 1 i wKI CThdWQ G Ai czZCaGRSa3FOMyI sCi Ai bmBuY2Ui O Al bi OwlzZ
f V3pBMk1qgl i wKI CJI eHAI O I M hdCl 61 DEz MTEy ODA5Nz
AKf Q ggWBhZ1EuVLuxNuul TODO 6] gdgr OCOF4daGU96Sr _P6q
Jp6Il cmD3HP99Chi 1PRs- cw L7F09Jdi j mBgkvPeB2T9C]
NgeGpe- gccMy4vf Kj kMBFcGrnzZUN4A_KSPOaAplt QJ1zZwgj xqGByKH Ot X7Tpd
QYHESI cM KPXf El Q LVgOpc_E2DzL7enmopWaoZTF_nD_NOYzFC6g6EJbOEOROS
K5hoDal r cvRYLSr QAZZKf | yuVCyi xEoVIG NQC3_osj zw2PAi t hf ubEEBLuUVVk4

XUVr WOLT LI Onx 7Rk KUSNXNHg- r vKMzqg”

2. Error Response

The OP sends the erroneous User Questioning Response to the Cient
usi ng HTTP POST.

The HTTP POST request contains the foll owm ng header:

Aut hori zati on MANDATORY. The "Authorization"” value is the
"client_notification_token" specified in the User Questioning
Request and used as a [ RFC6750] Bearer Token. The "Authorization”
value is a case sensitive string.

An erroneous User Questioning Response is a JSON object, with the
follow ng attributes.

guestion_id MANDATORY. The "question_id" is a unique identifier of
the Question. The "question_id" value is a case sensitive string.

status MANDATORY. Status of the User Questioning Response. An
erroneous User Questioning Response contains a "status" attribute
with the value "error".

error_info MANDATORY. An erroneous User Questioning Response
contains a "error_info" JSON structure as defined in Section 7.
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The "error_info" JSON structure can contain the follow ng error
codes, defined in Section 7. 1:

o tineout

0o user_refused to_answer

The followng is a non-normative exanpl e.
PCST /notification HTTP/ 1.1

Host: client. exanpl e.com

Content - Type: application/json

Aut hori zati on: Bearer vO4n2DAeRr cWEOVAI 04l
Cont ent - Lengt h:  xxx

{
"question_id":"984dcc7d3d4d4b0f 9f 8022e344f 9",
"status":"error",
“error_info":
{
"“error_code":"unknown _user",
“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.com errors/unknown_user"
}
}

6.3.3. Acknow edgenent

The acknow edgenment MJST be a HTTP 200 OK. This HTTP response SHOULD
be ignored by the OP.

The followng is a non-normative exanpl e.
HTTP/ 1.1 200 OK
7. FErrors

"error_info" is a JSON object which contains the foll ow ng
properties:

error_code REQUIRED. Code representing the error. See Section 6
for possible val ues.

error_description OPTIONAL. Human-readabl e ASCI| encoded text
description of the error.

error_uri  OPTIONAL. URI of a web page that includes additional
i nformati on about the error.
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The paraneters are serialized into a JavaScript Object Notation
(JSON) structure by adding each paraneter at the highest structure
| evel . Paranmeter nanes and string values are included as JSON
strings. Nunerical values are included as JSON nunbers. The order
of paraneters does not matter and can vary.

The followng is a non-normative exanpl e.

“error_code": "unknown_user",
“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.conferrors/unknown_user"

7.1. Error Codes

The "error _info" JSON structure can contain the follow ng error
codes:

duplicate_requests The Cient sent sinultaneous requests to the User
Questioning Polling Endpoint for the same "question_id". This
error is responded to ol dest requests. The last request is
processed normally.

forbidden The Cient sent a request to the User Questioning Polling
Endpoi nt whereas it is configured wth a
"“client_notification_endpoint".

high rate client The Cient sent requests at a too high rate,
anongst all "question_id". Information about the allowed and
recomended rates can be included in the "error_description”

high_rate_question The Cient sent requests at a too high rate for a
gi ven "question_id". Information about the allowed and
recomended rates can be included in the "error_description”

invalid_question_id The Cient sent a request to the User
Questioning Polling Endpoint for a "question_id" that does not
exist or is not valid for the requesting dient.

invalid request The User Questioning Request is not valid.

no_suitable_nmethod There is no Questioning Method suitable with the
User Questioni ng Request.

ti meout The Questioned User did not answer in the allowed period of
tinme.
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unknown_user The Questioned User nentioned in the "user_id"
attribute of the User Questioning Request is unknown.
unreachabl e_user The Questioned User nentioned in User Questioning
Request (either in the Access Token or in the "user_id" attribute)

i s unreachabl e.

user _refused_to_answer The Questioned User refused to give a
statenment to the question.

8. Signatures and Encryption
cf. Openl D Connect - chapter 10
9. Security Considerations
TBD
9.1. Signing and Encryption Order
cf. Openl D Connect - chapter 16.14
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