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1. | nt roducti on

This specification defines a specific endpoint used by a dient (i.e.
Service Provider) in order to question a End-User and get his
Statenment (i.e. his answer).

This endpoint is specified as an QAuth 2. 0-protected Resource Server
accessible wth an Access Token.

The way the Access Token has been obtained by the Cient is out of
scope of this specification.

Whet her the End-User is currently using the Cient or not is also out
of scope of this specification.

The User Questioning APl is an asynchronous API. There are 3 main
ways to get the End-User’s Statenent: the first one requires sone
polling of the API, the second requires the Client to expose a
cal | back endpoint and the third one requires a user interaction on
the dient.

1.1. Requirenments Notation and Conventi ons
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
Thr oughout this docunent, values are quoted to indicate that they are
to be taken literally. Wen using these values in protocol nessages,
t he quotes MJUST NOT be used as part of the val ue.

1.2. Term nol ogy
This specification uses the terns "Access Token", "Resource Server",
and "Client" defined by QAuth 2.0 [ RFC6749]. This specification also
defines the followi ng terns:

Questioned User ** End-User receiving the question and requested to
give his Statenent.
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1. 3. Overvi ew

The User Questioning protocol, in abstract, follows the follow ng
st eps.

1. The Cient sends a User Questioning Request to the Openl D
Provi der (OP).

2. The OP interacts with the Questioned User and obtains his
St at enment .

3. The OP responds to the Cient with a User Questioni ng Response.

These steps are illustrated in the follow ng di agram

- + R +
| | o | |
| | ----(1) User Questioning Request-------------- >| |
I I I I
| IERCEEEEEEE + | |
] | _ _ | |
| Cdient | | End- |<--(2) User interactions to get--->| oP |
| | | User | the Questioned User’'s Statenent | |
I | | I I
| IEECEEEEEEE + | |
I I I I
I I I
| | |

1.4. Exanple of use cases involving the User Questioning API

The foll owi ng use cases are non-normative exanples to illustrate the
usage of the User Questioning APl by a dient.

1. The dient can be a bank and the User Questioning APl is used to
chal | enge the End-User when he wants to pay on Internet in order
to secure the transaction. This is simlar to 3D Secure. The
guestion could be: "Do you allow a paynent of x euros to party

y?".

2. The dient can be a bank and the User Questioning APl is used to
chal | enge the End-User when he wants to add a new payee for a
bank transfer. The question could be: "Do you allow party y to
be added to your payees?".

3. The dient can be a drive-in food market and the User Questi oning
APl is used to ask the End-User if he accepts the exchange of one
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m ssi ng product by another. The question could be: "Do you agree
to get product x instead of product y?".

4. The Cient can be a ticketing platformand the User Questi oning
APl is used to prevent transactions by bots. The question could
be: "Do you confirmthat you are currently booking a ticket?".

5. The dient can be an airline conpany and the User Questioning API
is used to be sure that the End-User is notified of a delay. The
guestion could be: "Your flight is postponed. Can you confirm
that you are aware?".

2. User Statenent Token

Here after is described the User Statement Token

st at us Status code | "pending"
of the

Quest i on.

Possi bl e

val ues are

descri bed

in Section

2. 2.

St at enent
made by the
Quest i oned
User.
Possi bl e

I

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| values are |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

st at enent string "accept ed”

descri bed
in Section
2. 3.

Dat e

i ndi cating
when t he
User
Questi oni ng
Request has
been

recei ved by
the OP. Its
value is a

creation_date ti mestanp 1311281970
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JSON nunber
representin
g the
nunber of
seconds
from 1970-0
1-01TO: 0: 0Z
as neasured
in UTC
until the
date/tine.

Dat e

i ndi cating
t he | ast
change of

t he status.
Its val ue
is a JSON
nunber repr
esenti ng

t he nunber
of seconds
from 1970-0

I

I

I

I

I

I

I

I

I

I

I

| 1311281970

I

I

I

I

I

I

I

I

I

|
1-01TO: 0: 0Z |

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| ast _nodifica
tion_date

timestanp

as neasured
in UTC
until the
date/tine.

Dat e

i ndi cating
when t he
End- User
gave his

St at enent
on the
Quest i on.
Its val ue
is a JSON
nunber repr
esenting

t he nunber
of seconds
from 1970-0
1-01T0: 0: 0Z
as neasured
in UTC

st at enent _dat 1311282970

e

timestanp
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until the
date/tinme.

3444975f - 1137-47dc-
908f - 942ac85ab98f

I

|

user _id string Uni que |

identifier |

allowing to

identify |

t he |

Questioned |

User (e.g. |

Mobi | e |

phone , |

sub, ...). |

Ignored if |

the Access |

Token is |

tied with a |

specific |

End- User, |

mandat ory |

ot herw se. |
I

I ndi cate | Sl SDN

the type of |

t he End- |
I
I
I
|
|
I
I
I
I
|
|
I
I
I
I
|
|
I
I
I
I
|
|

user _id type string

User’s
identifier
used for
User Questi
oni ng.

I gnored if
t he Access
Token is
tied with a
specific
End- User,
mandat ory
ot her w se.
Possi bl e
val ues are
descri bed
in Section
2. 1.

guestion_di sp
| ayed

string Question
t hat was
di spl ayed

to the

An exanpl e nessage to
di spl ay
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Questioned |
User. |
|
used_qcr string Questi oni ng
cont ext |
cl ass |
reference : |
Level of |
Assur ance |
used by the
OP (can be |
2 3 4). |
I
used_qgnr string Questi oni ng
met hod used |
by the OP |
for the |
User Questi |
oni ng. |

User Statenent Token
2.1. user_id_ type

user _id_type nmenber can take the follow ng val ues :
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MBI SDN | Represents the |
Mobi | e Phone |
nunber |
corresponding to |
t he Questi oned |
User. The way |
t his MsSI SDN has |
been captured by |
the dient is out |
of scope of this |
speci fication. |
|
Represents the | 8d858e0a-c91b-426a- 92e8-462d3876df 7d
sub correspondi ng
to the Questioned
User. The way
this sub has been |
captured by the |
Cient is out of |
scope of this |
speci fication. |

user id_type possible val ues
2.2. status

status nmenber can take the foll ow ng val ues :

This status nane is returned when the User
Questioning i s ongoi ng.

This status nane is returned when the User
Questioning is finished.

stat us possi bl e val ues
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2. 3. st at enent

By default, statenment nenber can take the foll ow ng val ues :

accepted | This statenent is returned when the Questioned User’s
| Statenment is an acceptation.

deni ed | This statenent is returned when the Questioned User’s
| Statenment is a deny.

st at us possi bl e val ues

The statenent can take other values in order to address specific use
cases. For exanple, the question could ask for a nunber or a choice
anongst several possibilities. These specific statenent val ues
SHOULD be specified in extensions of this specification or in an ad-
hoc agreenent between the Cients and the OP.

3. User Questioning flows
Thi s docunent specifies three User Questioning flows:

Pul led-By-Client flow. In this flow, after the User Questioning
Request, the Client nust call the OP in order to get the User
Questioning Response. Refer to Section 3.1 for nore details.

Pushed-To-Client flow In this flow, after the User Questioning
Request, the OP calls the Cient to deliver the User
Questioning Response. Refer to Section 3.2 for nore details.

Term nated-By-Client flow In this flow, after the User Questioning
Request, the Cient nmust call the OP with an additi onal
verification_code in order to get the User Questioning
Response. Refer to Section 3.3 for nore details.

The flow to use is decided by the OP and depends on the User
Questioning Request and the avail abl e User Questi oni ng nechani sns:

Pul l ed-By-Client flow. If the Cient does not include a
client_notification_endpoint in the User Questioning Request
and if the User Questioning nmechani sm sel ected by the OP does
not require additional information fromthe Cient (e.g.
verification _code). Refer to Section 3.1 for nore details.
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Pushed-To-Client flow. If the Cient includes a
client_notification_endpoint in the User Questioning Request
and if the User Questioning nmechani sm sel ected by the OP does
not require additional information fromthe Cient (e.g.
verification _code). Refer to Section 3.2 for nore details.

Term nated-By-Client flow. [If the User Questioning nechani sm
selected by the OP requires additional information fromthe
Client (e.g. verification_code). Refer to Section 3.3 for nore
det ai | s.

3.1. Pulled-By-Cient Flow
In this flow, the dient MJST NOT include a
client_notification_endpoint in the User Questioning Request. The
Client will poll the OP until the User Questioning is finished
(accepted, denied, error...).

If a verification_code is needed for the mecani smchosen by the OP,
the floww Il be the Termnated-By-Cient Flow (cf. Section 3.3).

3.1.1. Pulled-By-Cient Flow steps

---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

I I I
I I I
I I I
I I I I
| |- + | |
| dient | | End- |<--(2a) User interactions to get-->| oP |
| | | User | the Questioned User’'s Statenent | |
A S
| | --(3a) Get User Questioning Response---------- >| |
I I I I
| | <---(3b) User Questioning Response------------- | |
S N + S N +

3.1.2. User Questioning Endpoint
3.1.2.1. (1la) User Questioning Request

The dient sends the User Questioning Request using HITP GET or HITP
POST.

The Access Token obtai ned froman OQAuth Authorization request MJST be
sent as a Bearer Token.
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The User Questioning Request MJST contain the follow ng attributes,
either in the query string for the HITP GET nethod or formserialized
in the body for the HITP POST net hod.

R R S N R Fom e e e e e e e e e oo o +
| Attribute | Presenc | Type | Descrip | Exanple |
| nane | e | | tion | |
Fom e o R S R T +
| user_id | FORBIDD | string | Unique | 3444975f-1137-47dc- |
| | ENif | | identif | 908f-942ac85ab98f |
| | the acc | | iter all | |
| | ess_tok | | owi ng | |
| | enis | | to iden | |
I | tied I | tify I I
| | with a | | the Que | |
| | End- | | stioned | |
| | User, M| | User | |
| | ANDATOR | | (e.qg. | |
I | Y if | | Mobile | |
| | the acc | | phone , | |
| | ess_tok | | sub, | |
| | enis | | ...). | |
| | not | | Ignored | |
| | tied | | if the | |
| | with a | | Access | |
| | End- | | Token | |
| | User | | is tied | |
| | | | witha | |
| | | | specifi | |
| | | | ¢ End- | |
I I I | User, m| I
| | | | andator | |
I I I | y other | I
| | | e |
| user_id typ | FORBIDD | string | Indicat | MSI SDN |
| e | ENif | | e the | |
| | the acc | | type of | |
| | ess_tok | | the | |
| | enis | | End- | |
| | tied | | User’s | |
| | with a | | identif | |
I | End- I | ier I I
| | User, M| | used | |
| | ANDATOR | | for | |
| | Y if | | User Qu | |
| | the acc | | estioni | |
| | ess_tok | | ng. | |
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I gnor ed
if the
Access
Token
is tied
with a
speci fi
¢ End-
User, m
andat or
y ot her
W se.
Possi bl
e

val ues
are des
cribed
in
Section
2. 1.

MANDATO
RY

guestion_to
_di spl ay

string Questio
n to be
di spl ay
ed to

t he Que
sti oned
User.

An exanpl e nessage to
di spl ay

MANDATO
RY

wi shed_qgcr string Questio
ni ng
cont ext
class r
ef erenc
e :
Level

of Assu
rance
wi shed
by the
dient
(can be
2 3 4).
wi shed_gnr string Questio
ni ng
nmet hod
w shed

SMS_OTP
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In this flow, the dient MJST NOT include a
client _notification_endpoint in the User Questioning Request.

3.1.2.1.1. Exanple with an access_token tied with a specific End-User

Thi s exanpl e descri bes a context where the access token is tied with
a specific End-User. |If the Cient add user_id / user_id type in the
request, these paraneters will be ignored.

The followng is a non-normative exanple using HITP CET.

CGET / questions?
guestion_to_displ ay=An%20exanpl e%20nessage%20t 0%20di spl ay
&w shed_qcr =3

Host: server. exanpl e.com

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

Thi s exanpl e descri bes a context where the access token is tied wth
a specific End-User. If the Cient add user_id / user_id type in the
request, these paraneters will be ignored.

The followi ng is a non-normative exanpl e using HITP PCOST.

POST /questions HITP/ 1.1

Host: server. exanpl e.com

Content - Type: application/x-ww-formurl encoded

Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

guestion_to_displ ay=An%20exanpl e%20nessage?20t 0%20di spl ay&wm shed_qcr =3

3.1.2.1.2. Exanple with an access_token NOT tied with a specific End-
User

Thi s exanpl e descri bes a context where the access _token is not tied
wth a specific End-User. The dient MJST add user _id and
user _id type in the request.

The followng is a non-normative exanple using HITP GET.
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GET / questions?
user 1 d=33612345678
&user id_type=NMsl SDN
&questi on_t o_di spl ay=An%20exanpl e%20nessage%20t 0%20di spl ay
&w shed_qcr =3
Host: server. exanpl e.com
Accept: application/json
Aut hori zati on: Bearer Sl AV32hkKG

The following is a non-normative exanpl e using HTTP POST
POST /questions HITP/ 1.1

Host: server. exanpl e.com

Content - Type: application/x-ww-formurl encoded
Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

user i d=33612345678&user _i d_t ype=NMsI SDN
&questi on_t o_di spl ay=An%20exanpl e%20nessage%?0t 0%20di spl ay&w shed_qgcr =3

3.1.2.2. (1b) Question Created
3.1.2.2.1. Successful response
The Cient receives a HITP 201 Created response.

The response body contains a JSON object with the foll ow ng
attri butes.
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| Parame | Presen | Type | Descripti | Exanple |
| ter | ce | | on | |

984dcc7d- 3d4d- 4bOf -
9f 80- 22e344f 92956

Uni que id
entifier
of the
Quest i on.

ORY

| |
I I
I I
I I
I I
| Status | "pending”
| code of |

| the |

| Question |

| (note |

| that |

| Error |

| codes are

| handl ed |

| by the |

| HTTP prot |

| ocol). |

Par anet er s

In this flow, there are two possible status in the received JSON
obj ect :

{"status":"pending"} This is the tenporary status when the User
Questioni ng Response is not ready.

{"status":"verification_code required"} This is a tenporary status
when an additional verification_code is required.

If the status is verification_code required, then the current
flowis the Term nated-By-Cient Flow (Section 3.3).

3.1.2.2.1.1. Exanple

The following is a non-nornmative exanpl e.
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HTTP/ 1.1 201 Created

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"id":"84c1d9d6- 62e5-4803-ac0Oe-36b858c",

"status":"pending",

}

3.1.2.2.2. Error response

The Cient receives a HITP 400 Bad Request as specified in
Section 4. 2.

3.1.2.3. (2a) User interactions to get the Questioned User’s Statenent

The way the User Questioning Endpoint obtains the Questioned User’s
Statement for the Question is out of the scope of this specification.

3.1.2.4. (3a) Cet User Questioning Response
The dient get the User Questioning Response using HITP GET

The Access Token obtai ned froman OAuth Authorization request MJST be
sent as a Bearer Token.

In order to detect that User Questioning Response is ready, the
Cient MIST request the User Questioning Response. |f User
Questioning Response is ready, it will be returned in the response.
El se, the OP responds with HTTP 304 Not Mbdifi ed.

3.1.2.4.1. Exanple
The followng is a non-normative exanpl e.
CGET / questions/ 84c1d9d6- 62e5- 4803- acOe-36b858c HITP/ 1.1
Host: server. exanpl e.com
Accept: application/json
Aut hori zation: Bearer SI AV32hkKG
3.1.2.5. (3b) User Questioning Response

The Cient receives the User Questioning Response in a HITP 200 K or
HTTP 304 Not Modified response.
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3.1.2.5.1. User Questioning Response is not ready

If the User Questioning Response is not ready, the Cient will get a
HTTP 304 Not Mbdi fi ed.

3.1.2.5.1.1. Exanple when User Questioning Response is not ready
The followng is a non-normative exanpl e.
HTTP/ 1.1 304 Not Modified

3.1.2.5.2. User Questioning Response is ready

The dient receives the User Questioning Response in a HTTP 200 CK
response.

The User Questioning Response contains a User Statenent Token in the
response body Section 2.

3.1.2.5.2.1. Exanple of User Questioning Response with Accepted
St at enent

The following is a non-nornmative exanpl e.

HTTP/ 1.1 200 OK

Cont ent - Type: application/json

Content-Location: https://server.exanpl e.conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"id":"84c1d9d6- 62e5-4803-acOe-36b858c",

"status":"accepted",

"“creation_date":"1311281970",

"last _nodification_date":"1311282970",

"statenment _date":"1311282970",
"question_displayed":"An exanpl e nessage to di splay",
"used_qcr":"2",

"used_qnr": " SM5_OTP"

}
3.1.2.5.2.2. Exanple of User Questioning Response with Denied Statenent

The followng is a non-normative exanpl e.
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HTTP/ 1.1 200 K

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"id":"84c1d9d6- 62e5-4803-ac0Oe-36b858c",

"status":"denied",

"“creation_date":"1311281970",

"last _nodification_date":"1311282970",

"statenment _date":"1311282970",
"question_displayed":"An exanpl e nessage to display",
"used_qcr":"2",

"used_qnr": " SM5_OTP"

}

3.1.2.5.3. Error response

The Cient receives a HITP 400 Bad Request as specified in
Section 4. 2.

3.2. Pushed-To-Cient Flow
In this flow, the dient MJST include a client_notification_endpoint
in the User Questioning Request. The Client will be inforned at this
endpoi nt by the OP when the User Questioning is finished (accepted,
deni ed, error...).
If a verification_code is needed for the mecani smchosen by the OP,
the floww Il be the Term nated-By-Client Flow (cf. Section 3.3),
despite the client_notification_endpoint in the request.

3.2.1. Pushed-To-Cient Flow Steps

---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

| User | the Questioned User’s Statenent |

<---(3a) User Questioning Response------------- |

I
I
I
|
Cient | | End- |<--(2a) User interactions to get-->| oP
I
I
I
I
I
I

---(3b) Acknow edgement----------------------- >|
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3.2.2. User Questioning Endpoint
3.2.2.1. (la) User Questioning Request
The dient sends the User Questioning Request using HTTP POST

The Access Token obtained froman OQAuth Authorization request MJST be
sent as a Bearer Token.

The User Questioni ng Request MJUST contain a JSON object in the
request body, with the follow ng attributes.

U S N S N Fomm e e e o S +
| Attribute nane | Presen | Type | Descript | Exanple |
| | ce | | ion | |
o e e m - - R o e e e e e e e oo +
| user_id | FORBID | string | Unique i | 3444975f-1137-47dc-

| | DEN if | | dentifie | 908f-942ac85ab98f

I | the ac | | r I I
| | cess_t | | allow ng | |
| | oken | | to | |
| | is | | identify | |
| | tied | | the Ques | |
| | with a | | tioned | |
I | End- | | User I I
I | User, | | (e.g. I I
| | MANDAT | | Mobile | |
| | ORY if | | phone , | |
| | the ac | | sub, | |
| | cess_t | | ...). | |
| | oken | | Ignored | |
| | is not | | if the | |
| | tied | | Access | |
| | with a | | Token is | |
| | End- | | tied | |
| | User | | with a | |
I I I | specific | I
I I I | End- I I
| | | | User, ma | |
| | | | ndatory | |
| | | | otherwis | |
| | | o |
| user_id type | FORBID | string | Indicate | MSI SDN |
| | DEN if | | the type | |
| | the ac | | of the | |
| | cess_t | | End- | |
| | oken | | User’'s i | |
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| | 1s | | dentifie | |
| | tied | | r used | |
| | with a | | for User | |
| | End- | | Question | |
| | User, | | ing. | |
| | MANDAT | | lgnored | |
| | ORY if | | if the | |
| | the ac | | Access | |
| | cess_t | | Token is | |
| | oken | | tied | |
| | is not | | with a | |
| | tied | | specific | |
| | with a | | End- | |
| | End- | | User, ma | |
| | User | | ndatory | |
| | | | otherwi s | |
| | | | e. | |
| | | | Possible | |
I I I | values | I
| | | | are desc | |
| | | | ribed in | |
| | | | Section | |
| | | B |
| question_to_di | MANDAT | string | Question | An exanpl e nessage |
| splay | ORY | | to be di | to display |
I I I | splayed | I
I I | | to the Q| |
| | | | uestione | |
| | | e |
| wished_qcr | MANDAT | string | Question | 3 |
I | ORY I | ing I I
| | | | context | |
| | | | class re | |
| | | | ference | |
I I I | = Level | I
I I I | of Assur | I
| | | | ance | |
I I I | wished | I
| | | | by the | |
| | | | dient | |
I I I | (can be | I
| | | B |
| wi shed_qnr | OPTION | string | Question | SMs _OTP |
| | AL | | ing | |
| | | | nmethod | |
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wi shed
by the
Client

MANDAT
ORY

URL
exposed
by the
Cient’s
backend
to

recei ve
a notifi
cation
from OP
when a
User Que
stioni ng
IS

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
S |
finished |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

client _notific
ati on_endpoi nt

https://client.exam
pl e. com questi ons

(accepte
d,
deni ed,
error. ..
).
Needed
if the
dient
wants to
use
Pushed-
To-
dient

Fl ow

( See
Section
3.2).

3.2.2.1.1. Exanple with an access_token tied with a specific End-User
Thi s exanpl e descri bes a context where the access token is tied wth
a specific End-User. If the Cient add user_id / user_id type in the
request, these paraneters will be ignored.

The followi ng is a non-normative exanpl e.
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POST /questions HITP/ 1.1

Host: server. exanpl e.com
Cont ent - Type: application/json
Accept: application/json

Aut hori zation: Bearer Sl AV32hkKG

{

"question_to_display":"An exanpl e nessage to display",

"W shed_qcr":"3",

“client _notification_endpoint":"https://server.client.com questions”
}
3.2.2.1.2. Exanple with an access_token NOT tied with a specific End-

User

Thi s exanpl e descri bes a context where the access _token is not tied
wth a specific End-User. The dient MJST add user_id and
user _id type in the request.

The followng is a non-normative exanpl e.

PCST / questions HITP/ 1.1

Host: server. exanpl e.com
Content - Type: application/json
Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

{
"user_id":"33612345678",
"user id_type":"MSI SDN',
"question_to_display":"An exanpl e nessage to display"”,
"W shed_qcr":"3",
“client_notification_endpoint":"https://server.client.com questions”
}

3.2.2.2. (1b) Question Created
3.2.2.2.1. Successful response
The Cient receives a HTTP 201 Created response.

The response body contains a JSON object with the foll ow ng
attri butes.
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| Parame | Presen | Type | Descripti | Exanple |
| ter | ce | | on | |

984dcc7d- 3d4d- 4bOf -
9f 80- 22e344f 92956

Uni que id
entifier
of the
Quest i on.

ORY

| |
I I
I I
I I
I I
| Status | "pending”
| code of |

| the |

| Question |

| (note |

| that |

| Error |

| codes are

| handl ed |

| by the |

| HTTP prot |

| ocol). |

Par anet er s

In this flow, there are two possible status in the received JSON
obj ect :

{"status":"pending"} This is the tenporary status when the User
Questioni ng Response is not ready.

{"status":"verification_code required"} This is a tenporary status
when an additional verification_code is required.

If the status is verification_code required, then the current
flowis the Term nated-By-Cient Flow (Section 3.3).

3.2.2.2.1.1. Exanple with an access_token tied with a specific End-User

The following is a non-nornmative exanpl e.

Aillery & Marai s Expires March 23, 2017 [ Page 24]



O DC User Questioning APl 1.0 Sept enber 2016

HTTP/ 1.1 201 Created

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"1d":"84c1ld9d6- 62e5- 4803- acOe- 36b858c",
"status":"pending",
}
3.2.2.2.1.2. Exanple with an access_token not tied with a specific End-

User
The followi ng is a non-normative exanpl e.

HTTP/ 1.1 201 Created

Content - Type: application/json

Content-Location: https://server.exanpl e.conl questions/84c1d9d6-62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxx

{
"1d":"84c1d9d6- 62e5- 4803- acOe- 36b858c",
"status":"pending",

}

3.2.2.2.2. FError response

The Cient receives a HITP 400 Bad Request as specified in
Section 4. 2.

3.2.2.3. (2a) User interactions to get the Questioned User’s Statenent

The way the User Questioning Endpoint obtains the Questioned User’s
Statenent for the Question is out of the scope of this specification.

3.2.3. dient Notification Endpoint
3.2.3.1. (3a) User Questioning Response
3.2.3.1.1. Successful response

The OP sends the User Questioning Response to the Cient using HITP
POST.

The User Questioni ng Response MJUST contain a JSON object in the
request body, with the follow ng attri butes.
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o o e m e e e e e e e e e e e e e e e e e e e e e maaaon +
| Attribute name | Presence |
o e e e e e e e a e - e +

id MANDATCORY

stat us MANDATORY

creation_date MANDATORY

| ast _nodification_date MANDATORY

statenent date MANDATORY

| |
| |
| |
I I
I I
| |
| |
| |
I I
user _id | OPTIONAL if the access_token is tied |
| with a End-User, MANDATORY if the |
| access token is not tied with a End-User |
| |
| OPTIONAL if the access_token is tied |
| with a End-User, MANDATORY if the |
| access_token is not tied wwth a End-User |
| |
| |
| |
| |
I I
I I
| |
| |

user _id type

guesti on_di spl ayed MANDATORY
used_qcr MANDATORY
used_qnr OPTI ONAL
...any other... | GNORED
i g +

In this flow, there are three possible status (cf. Section 2.2) in
t he User Questioni ng Response:

{"status":"accepted"} This is the final status when the End-User
accepted the User Questioning Request.

{"status":"denied"} This is the final status when the End-User
deni ed the User Questioni ng Request.

{"status":"error"} This is the final status when there is an error.
Refer to Section 4 for nore details.

3.2.3.1.1.1. Exanple of Accepted Statenent

The followi ng is a non-normative exanpl e.
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POST /questions HITP/ 1.1
Host: server.client.com
Accept: application/json

{
"id":"84c1d9d6- 62e5-4803- acOe- 36b858c",

"status":"accepted",

"creation_date":"1311281970",

"l ast _nodification _date":"1311282970",

"statenment _date":"1311282970",
"question_di spl ayed": " An exanpl e nessage to display"”,
"used_gcr":"3",

"used_qgnr": "SI M APPLET",

}
3.2.3.1.1.2. Exanple of Denied Statenment

The followng is a non-normative exanpl e.

POST / questions HITP/ 1.1
Host: server.client.com
Accept: application/json

{
"id":"84c1d9d6- 62e5-4803-acOe-36b858c",

"status":"deni ed",

"creation_date":"1311281970",

"l ast _nodification_date":"1311282970",

"statenent date":"1311282970",
"question_di spl ayed": " An exanpl e nessage to display"”,
"used_qcr":"3",

"used _qnr":"SI M APPLET",

}

3.2.3.1.2. Error response
The Cient receives a HITP POST as specified in Section 4. 3.
3.2.3.2. (3b) Acknow edgenent
The acknowl edgenment MJST be a HTTP 200 OK. The HITP code is the only

paranmeter to consider. The rest of the HITP response shoul d be
i gnor ed.
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3.2.3.2.1. Exanple of the sinplest acknow edgenent

The followi ng is a non-normative exanpl e.
HTTP/ 1.1 200 OK

3.3. Term nated-By-Cient Flow

In this flow, after the first User Questioni ng Request,
nmust supply the OP with a verification_code in order to finish the

User Questioning (accepted, denied, error...).

3.3.1. Termnated-By-Cient Flow steps

Sept enber 2016

the dient

---(1a) User Questioning Request-------------- >|

<--(1b) Question Created----------------------- |

| | |
| | |
| | |
I I I
| IERCEEEEEEE + | | | |
| [ | <--(2a) User interactions to get-->| |
| | | End- | the Questioned User’s Statenent | |
1] User | o | |
| Cient | | | <----(2b) Verification_code-------- | oP |
I e + I I
| | | - | |
| | <----- + (2c) Verification_code | |
| | | |
| |---(3a) Verification code--------------------- >| |
| | | |
| | <---(3b) User Questioning Response------------- | |
oo + oo +

3.3.2. User Questioning Endpoint
3.3.2.1. (1la) User Questioning Request

The dient sends the User Questioning Request

usi ng HTTP POST.

The Access Token obtai ned froman OQAuth Authorization request MJST be

sent as a Bearer Token.

The User Questioning Request MJST contain a JSON obj ect

request body, with the follow ng attri butes.

| Attribute name | Presen | Type | Descript
| | ce | | Ton
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FORBID | string | Unique i 3444975f - 1137- 47dc-

I I I I
| | DEN if | | dentifie | 908f-942ac85ab98f

| | the ac | | r | |
| | cess_t | | allow ng | |
| | oken | | to | |
| | is | | identify | |
| | tied | | the Ques | |
| | with a | | tioned | |
| | End- | | User | |
| | User, | | (e.g. | |
| | MANDAT | | Mobile | |
| | ORY if | | phone , | |
| | the ac | | sub, | |
| | cess_ t | | ...). | |
| | oken | | Ignored | |
| | is not | | if the | |
| | tied | | Access | |
| | with a | | Token is | |
| | End- | | tied | |
| | User | | with a | |
| | | | specific | |
| | | | End- | |
| | | | User, ma | |
| | | | ndatory | |
| | | | otherwi s | |
| | | | e. | |
| | | | | |
| user_id type | FORBID | string | Indicate | MSI SDN |
| | DEN if | | the type | |
| | the ac | | of the | |
| | cess_t | | End- | |
| | oken | | User’'s i | |
| | is | | dentifie | |
| | tied | | r used | |
| | with a | | for User | |
| | End- | | Question | |
I | User, | | ing. I I
| | MANDAT | | I'gnored | |
| | ORY if | | if the | |
| | the ac | | Access | |
| | cess_t | | Token is | |
| | oken | | tied | |
| | is not | | with a | |
| | tied | | specific | |
| | with a | | End- | |
| | End- | | User, ma | |
| | User | | ndatory | |
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ot herw s
e.
Possi bl e
val ues
are desc
ribed in
Section
2. 1.

MANDAT
ORY

guestion_to_di
spl ay

string Question
to be di
spl ayed

to the Q
uesti one

d User.

An exanpl e nessage
to display

MANDAT
ORY

w shed_qcr string Question
i ng

cont ext
class re
ference
. Level
of Assur
ance

w shed
by the
dient
(can be

2 3 4).

OPTI ON
AL

wi shed_gnr string Question
i ng

met hod
wi shed
by the

Cient

SMB_OTP

| GNORE URL
exposed
by the
Client’s
backend
to

recei ve
a notifi
cation
fromCOP

when a

client_notific
ati on_endpoi nt

https://client.exam
pl e. com questi ons
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User Que
stioni ng
is
finished
(accepte
d,

deni ed,
error...

I I
I I
I I
I I
| |
| |
I I
I I
| ). I
| Needed |
| if the |
| Cient |
| wants to |
| use |
| Pushed- |
| To- I
| dient |
| Fl ow |
| (See I
| Section |
| 3.2). |

3.3.2.1.1. Exanple with an access_token tied wwth a specific End-User

Thi s exanpl e descri bes a context where the access_token is tied with
a specific End-User. If the Cient add user _id / user_id type in the
request, these paranmeters will be ignored.

The followng is a non-normative exanpl e.

POST / questions HITP/ 1.1

Host: server. exanpl e.com
Cont ent - Type: application/json
Accept: application/json

Aut hori zati on: Bearer Sl AV32hkKG

{
"question_to_display":"An exanpl e nessage to display"”,
"w shed_qcr":"3"
}
3.3.2.1.2. Exanple with an access_token NOT tied with a specific End-

User
Thi s exanpl e descri bes a context where the access _token is not tied

wth a specific End-User. The dient MJST add user _id and
user _id type in the request.
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The followng is a non-normative exanpl e.

POST / questions HITP/ 1.1

Host: server. exanpl e.com
Content - Type: application/json
Accept: application/json

Aut hori zati on: Bearer SI AV32hkKG

{
"user _id":"33612345678",
"user id_type":"MSI SDN',
"question_to_display":"An exanpl e nessage to display",
"W shed_qcr":"3"
}

3.3.2.2. (1b) Question Created
3.3.2.2.1. Successful response
The Cient receives a HITP 201 Created response.

The response body contains a JSON object with the foll ow ng
attri butes.
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| Parame | Presen | Type | Descripti | Exanple |
| ter | ce | | on | |

984dcc7d- 3d4d- 4bOf -
9f 80- 22e344f 92956

Uni que id
entifier
of the
Quest i on.

ORY

| |
I I
I I
I I
I I
| Status | "pending”
| code of |

| the |

| Question |

| (note |

| that |

| Error |

| codes are

| handl ed |

| by the |

| HTTP prot |

| ocol). |

Par anet er s

In this flow, there are two possible status in the JSON object
recei ved:

{"status":"pending"} This is the tenporary status when the User
Questioni ng Response is not ready.

If the status is "pending”, then the current flowis either the
Pul l ed-By-Cient Flow (Section 3.1) or the Pushed-To-d i ent
Fl ow (Section 3.2).

{"status":"verification_code required"} This is a tenporary status
when an additional verification_code is required. This is the
normal status for this flow

3.3.2.2.1.1. Exanple with an access _token tied with a specific End-User

The followng is a non-normative exanpl e.
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HTTP/ 1.1 201 Created

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"id":"84c1d9d6- 62e5- 4803- acOe- 36b858c",
"status":"verification_code_required",

}

3.3.2.2.1.2. Exanple with an access_token not tied with a specific End-

User
The followi ng is a non-normative exanpl e.

HTTP/ 1.1 201 Created

Content - Type: application/json

Content-Location: https://server.exanpl e.conl questions/84c1d9d6-62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxx

{
"id":"84c1d9d6- 62e5-4803- acOe- 36b858c",

"status":"verification_code_required",

}
3.3.2.2.2. FError response

The Cient receives a HITP 400 Bad Request as specified in
Section 4. 2.

3.3.2.3. (2a) User interactions to get the Questioned User’s Statenent

The way the User Questioning Endpoint obtains the Questioned User’s
Statenent for the Question is out of the scope of this specification.

3.3.2.4. (2b) User Questioning Endpoint Sends Verification_code to
Questioned User

The way the User Questioning Endpoint sends the verification _code to
t he Questioned User is out of the scope of this specification.

3.3.2.5. (2c) Questioned User Sends Verification_code to Cient

The way the End-User sends the verification_code to the Cient is out
of the scope of this specification.
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3.3.2.6. (3a) Cient Sends Verification_code to User Questioning
Endpoi nt
The dient sends the verification _code to the OP using HTTP PUT.

The Access Token obtained froman QAuth Authorization request MJST be
sent as a Bearer Token.

The HTTP request MUST contain the following attribute, form
serialized in the body for the HITP PUT net hod.

3.3.2.6.1. Exanple
The following is a non-normative exanpl e.
PUT / questions/ 84c1d9d6- 62e5- 4803- acOe- 36b858c HTTP/ 1.1
Host: server. exanpl e.com
Accept: application/x-ww-formurl encoded
Cont ent - Type: application/json
Aut hori zati on: Bearer Sl AV32hkKG
verification_code=12345
3.3.2.7. (3b) User Questioning Response

3.3.2.7.1. Successful response

The Cient receives the User Questioning Response in a HITP 200 K
response.

The successful User Questioni ng Response MJUST contain a User
St at enent Token in the response body Section 2.

3.3.2.7.1.1. Exanple of Accepted Statenent

The followng is a non-normative exanpl e.
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HTTP/ 1.1 200 OK

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

{
"status":"accepted",
"creation_date":"1311281970",
"l ast _nodification_date":"1311282970",
"statenent _date":"1311282970",
"question_di spl ayed": " An exanpl e nessage to display"”,
"used_qcr":"2",
"used_qnr": " SM5_OTP"
}

3.3.2.7.1. 2. Exanple of Denied Statenent
The followng is a non-normative exanpl e.

HTTP/ 1.1 200 X

Cont ent - Type: application/json

Content-Location: https://server. exanpl e. conf questi ons/ 84c1d9d6- 62e5-4803- ac
Oe- 36b858c

Cont ent - Lengt h:  xxx

{
"status":"denied",
“creation_date":"1311281970",
"l ast _nodification_date":"1311282970",
"statenent _date":"1311282970",
"question_displayed":"An exanpl e nessage to di splay",
"used_qcr":"2",
"used_qgnr": " SM5_OTP"
}

3.3.2.7.2. FError response

The Cient receives a HITP 400 Bad Request as specified in
Section 4. 2.

4. FErrors
4.1. error_info Object

error_info is a JSON object which contains the followi ng properties :
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REQUI RED,
Code repre
senting
the error.
See
section
Section
4.1.1 for
possi bl e
val ues.

unknown_user

OPTI ONAL.
Hunman-
r eadabl e

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| ASC I |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

error_descrip The user is unknown

tion

encoded

t ext descr
i ption of

the error.

OPTI ONAL.
URI of a
web page

t hat

i ncl udes
addi ti onal
informatio
n about
the error.

error_uri https://server. exanpl e.com errors/un

known_user

error_info properties
4.1.1. error_code

error_code is a property of the error_info Gbject. It can takes the
foll ow ng val ues :
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U U U +
| Val ue | Description |
o e e e e e e e e e e e e e m - o e e e e e e e e e e e e - +
unknown_user The Questioned User is
unknown.

ti meout The User Questioni ng has
expired (timeout - no action

from Questi oned User).

was not correct.
verification_code_too_many tries The verification_code has
al ready been check wi thout
success several tines (the
nunber of tinme is up to the

I
I
I
I
I
I
| verification_code failed
I
I
I
I
I
I
I oP) .

I
I
I
I
I
I
The verification_code provided
I
I
I
I
I
I
I

error_code possi bl e val ues
4.2. FError received by the dient in a HITP 400 Bad Request
The Cient receives the error in a HITP 400 Bad Request.

The response body contains a JSON object with the foll ow ng
attri butes.

T T S R S o m e e e e e e e +
| Paramet | Presenc | Type | Descriptio | Exanple |
| er name | e | | n | |
S S I R o e e e e e e e e +
| error_i | MANDATO | JSON | See | {"error_code":"unknown_ |
| nfo | RY | Qobject | Section | user"} |
| | | | 4. 1. | |
R R S N N o e e e e e e e +

Par anet er s
4.2.1. Exanple of error in a HITP 400 Bad Request
This exanple can occur in the Pulled-By-Client (cf. Section 3.1),
Pushed- To-Client (cf. Section 3.2) and Term nated-By-Client (cf.
Section 3.3) flows.

The following is a non-normative exanpl e.
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HTTP/ 1.1 400 Bad Request

Content - Type: application/json

Content-Location: https://server.exanpl e. conl questions/84c1d9d6- 62e5-4803-ac
Oe- 36b858c

Cont ent - Lengt h:  xxXx

"“error _info":
“error_code": "unknown_user",
“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.coniferrors/unknown_user"

4.3. Error received by the dient in a HITTP POST
The Cdient receives the error in a HITP PCST.

The request body contains a JSON object with the follow ng
attri butes.

R S N S N TR o m e e e e e e +
| Paramet | Presen | Type | Descripti | Exanple |
| er nanme | ce | | on | |
R S S Fomm e o e e e e e e e e +
| id | MANDAT | string | Unique id | 984dcc7d- 3d4d- 4bOf - |
| | ORY | | entifier | 9f80-22e344f 9a956 |
| | | | of the | |
i i i i Quest i on. } }
| status | MANDAT | string | Status | "error” |
| | ORY | | code of | |
I I I | the I I
I I I I Questi on. I I
| error_i | MANDAT | JSON | See | {"error_code":"unknown_us |
| nfo | ORY | Object | Section | er"} |
| | | | 4. 1. | |
R - - o e e e o - o e e e e e e e e e e e m +
Par anet er s

4.3.1. Exanple of error in a HITP POST

Thi s exanpl e can occur in the Pushed-To-Client flow (cf.
Section 3.2).

The followng is a non-normative exanpl e.
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POST /questions HITP/ 1.1
Host: server.client.com
Accept: application/json

{
"1d":"84c1d9d6- 62e5- 4803- acOe- 36b858c",
"status":"error",
"“error _info":
{
“error_code": "unknown_user",
“error_description":"The user is unknown",
“error_uri":"https://server.exanpl e.conferrors/unknown_user"
}
}

5. Signatures and Encryption
cf. Openl D Connect - chapter 10
6. Security Considerations
TBD
7. Privacy Considerations
TBD
8. | ANA Consi derations
Thi s docunent nakes no requests of | ANA
9. Normative References
[ JWI] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb Token
(JWN ", draft-ietf-oauth-json-web-token (work in
progress), My 2013.
[ Openl D. Cor €]
Saki mura, N., Bradley, J., Jones, M, de Medeiros, B.
Mortinmore, C., and E. Jay, "QpenlD Connect Standard 1.0",
Decenber 2013.
[ Openl D. Di scovery]

Sakinmura, N., Bradley, J., Jones, M, and E. Jay, "OpenlD
Connect Di scovery 1.0", Septenber 2014.
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