
Hosseyni, Küsters, Würtele

FAPI WG 2022 | sec.uni-stuttgart.de

Formal Security 
Analysis of FAPI 2.0
WP 1(a) – Modeling
Pedram Hosseyni, Ralf Küsters,
Tim Würtele  



FAPI WG 2022 | sec.uni-stuttgart.de Hosseyni, Küsters, Würtele 2

Outline

● The Web Infrastructure Model
● Modeling FAPI 2.0 Security Profile
● Security Properties
● Modeling FAPI 2.0 Attacker Model
● Remarks & Discussion



The Web Infrastructure Model (WIM)
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Foundation:
Formal description 
of the web

Precise formal
security properties

Mathematical
proofs of properties

Attacks

Fixes

The Web Infrastructure Model WIM

Application model
built (manually) from 
source code or 
specification

Repeat process until
proof goes through.

: security property is satisfied
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properties

proofs

The Web Infrastructure Model WIM
This approach can yield...
● new attacks and respective fixes
● strong security guarantees 

excluding even unknown types of 
attacks
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       $     

Prior WIM Analyses
● Mozilla BrowserID [SP2014, ESORICS2015]
● SPRESSO [CCS2015]
● OAuth 2.0 [CCS2016]
● OpenID Connect 1.0 [CSF2017]
● OpenID Financial Grade API 1.0 (FAPI) [SP2019]
● W3C Web Payments [SP2022]



Modeling FAPI 2.0 Baseline Security Profile
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Modeled Components

● The usual OAuth & OIDC specs, e.g., RFC 6749, (parts of) RFC 6750, OIDC Core 1.0, …
● Authorization Server Metadata (RFC 8414, OIDD)
● Pushed Authorization Requests (RFC 9126)
● PKCE (RFC 7636)
● Token Introspection (RFC 7662)
● Mutual TLS for OAuth (RFC 8705)
● Authorization Server Issuer Identification (RFC 9207)
● DPoP (Draft 08)
● Plus many related specs, such as: HTTP Basic Authentication (RFC 7617), JWK (RFC 7517), 

JWT (RFC 7523), OAuth Security BCP, …
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Modeling Pushed Authorization Requests
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Modeling Pushed Authorization Requests

“Authorization servers shall support the authorization 
code grant […] described in [RFC6749]”

”Authorization servers shall reject requests using the 
resource owner password credentials grant or the 

implicit grant described in [RFC6749] or the hybrid 
flow as described in [OIDC]”
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Modeling Pushed Authorization Requests

“Authorization servers shall authenticate 
clients using one of the following methods:

● MTLS as specified in […] [RFC8705]
● DPoP as described in [I-D.ietf-oauth-dpop]”
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Modeling Pushed Authorization Requests

“The pushed authorization request 
endpoint is an HTTP API at the 
authorization server that accepts 

HTTP POST requests” – RFC 9126
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Modeling Pushed Authorization Requests

“Authorization servers shall require PKCE 
[RFC7636] with S256 as the code challenge 

method”

“Authorization servers shall require PKCE 
[RFC7636] with S256 as the code challenge 

method”
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Modeling Pushed Authorization Requests

“Authorization servers shall require the 
redirect_uri parameter in pushed authorization 

requests”
“clients […] shall only offer TLS protected 

endpoints”

“The "request_uri" value […] MUST contain 
some part generated using a cryptographically 
strong pseudorandom algorithm such that it is 
computationally infeasible to predict or guess a 

valid value.” – RFC 9126

“The "request_uri" value MUST be 
bound to the client that posted the 
authorization request.” – RFC 9126



Security Properties
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Security Goals

● FAPI 2.0 Attacker Model specifies three security goals
● Authorization: “no attacker can access resources belonging to a user”
● Authentication: “no attacker is able to log in at a client under the identity of a user”
● Session Integrity:

– “no attacker is able to force a user to use resources of the attacker”
– “no attacker is able to force a user to be logged in under the identity of the attacker”

FAPI 2.0 Attacker Model: https://bitbucket.org/openid/fapi/src/209f58afbd41fb20ab3ed65ca4e2f67ffd5dda77/FAPI_2_0_Attacker_Model.md

https://bitbucket.org/openid/fapi/src/209f58afbd41fb20ab3ed65ca4e2f67ffd5dda77/FAPI_2_0_Attacker_Model.md
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Example: Authentication

2. Redirect Authorization Request + Authenticate

3. Authorization Response with Authorization Code C

5. send  C 

1. Authorization Request

6. send Access Token, ID Token

4. Redirect Authorization Response 

Browser Client Authorization Server

7. Log in user using ID Token

in the model: client sets 
a session identifier cookie

→ Formalized property: The attacker 
cannot get a session identifier cookie 
for a session of an honest user

“no attacker is able to 
log in at a client under 
the identity of a user”

simplified flow

       $     



Modeling FAPI 2.0 Attacker Model
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FAPI 2.0 Attacker Model

● FAPI 2.0 aims to fulfill the security goals in the presence of a strong attacker

→ “for arbitrary combinations of the following attackers”
● A1, A1a, A2: Web and classical network attackers

– We aim to prove the security properties
for network attackers
→ network attacker subsumes the web attackers,
    i.e.: if the properties are true for network attackers,
    they are also true for any web attackers

FAPI 2.0 Attacker Model: https://bitbucket.org/openid/fapi/src/209f58afbd41fb20ab3ed65ca4e2f67ffd5dda77/FAPI_2_0_Attacker_Model.md
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https://bitbucket.org/openid/fapi/src/209f58afbd41fb20ab3ed65ca4e2f67ffd5dda77/FAPI_2_0_Attacker_Model.md
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FAPI 2.0 Attacker Model

● A3a Attacker: Authorization Request Leakage
– Assumption: Authorization request might leak to attacker

– The client model always leaks the authorization request
– Goal: prove that the security properties are true even in this case

After receiving the PAR response, the 
client creates the authorization request.
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FAPI 2.0 Attacker Model

● A3b Attacker: Authorization Response Leakage
– Authorization server model: always leaks response (similar to authorization request)

● A5 Attacker: Token Endpoint Configuration

– Client model: for each token request, decides to use the correct endpoint (from the AS 
metadata) or a non-deterministically chosen URL

Goal: Prove properties for 
all possible choices
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FAPI 2.0 Attacker Model

● A7 Attacker: Resource Request and Response Leakage
– Client model leaks resource request (including access token)
– Response leakage: only for TLS protected message (ciphertext)

● A8 Attacker: Resource Response Tampering
– Only for TLS protected message (ciphertext)

as discussed in first meeting

also as discussed in first meeting



Remarks



FAPI WG 2022 | sec.uni-stuttgart.de 25Hosseyni, Küsters, Würtele

Remarks

● Some open questions (see also Section III of the report)
● In particular: Attacks found during our FAPI 1.0 analysis still seem to be possible

– Cuckoo’s Token Attack
– Access Token Injection Attack
– Authorization Request Leak Attack
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Cuckoo’s Token Attack
Browser Client 

Authorization
 Server

7. Retrieve data using     

5. Send  C 

1. Authorization Request

6. Send Access Token    

Resource Server

4. Redirect Authorization Response 

AT is bound to this client

AT

resource of 
honest user

AT

Attacker model: AT leakage possible 
(A7 – resource request leakage)

simplified

2. Redirect Authorization Request + Authenticate

3. Authorization Response with Authorization Code C
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Authorization Request Leak Attacks 
Browser Client Authorization Server

3. Redirect Authorization Request + Attacker Authenticates

8. Retrieve data using  AT 

4. Authorization Response with Authorization Code C

6. Send  C (+ PKCE-CV) 

2. Authorization Request

7. Send Access Token AT

Resource Server

5. Redirect Authorization Response 

       $     
 Auth. Request 

 (C, PKCE-CC )

Associated with
attacker

CSRF

1. PAR (including PKCE-CC) 

[draft-ietf-oauth-security-topics-19]: “Clients 
that have ensured that the authorization 

server supports PKCE [RFC7636] MAY rely 
the CSRF protection provided by PKCE.”

PKCE: successful 
verification

Attacker model: AuthZ request 
leakage possible (A3a attacker)



Discussion
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Discussion

● A7 attacker contradicts authorization goal
● A8 attacker contradicts session integrity (for authorization) goal
● Attacks discovered during previous FAPI 1.0 analysis
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