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Overview

« How did | model the protocol?
« What did | find?

 \What are the conclusions?
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Context

» | used the protocol verification tool https://tamarin-prover.github.io/

« Constraint solver in the symbolic model
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https://tamarin-prover.github.io/

Formal Model

Verifier Wallet

g”ephV )
b Assumptions

NephW, keyN ifi
’ gTephl, keylonce « Long-term wallet/verifier keys do not leak

AETEEIET = g R gl LE e  Verifier/wallet generate new ephemeral keys with

| every session (how?)
senc(sign(req{sharedKey, n}, vsk), sharedKey)

_ g « Token within VC is an opaque value (modeled
ML TS like a secret key)
senc(sign(vcitoken, n}, wsk), sharedKey) * Modeled BLE channel implicitly using AEAD
=
Verify VC « Didn't model EC Diffie-Helman explicitly
I
Verifier Wallet
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Properties

Secrecy
Verifier Wallet “« ”
« The adversary cannot learn “token
g”ephV
’ - -
g ephW, keyNonce Injective agreement
<

 Whenever...

...verifier v; accepts a VC with toke
i (using shared key k; and nonce
Verify request ...wallet sends VC with toke verifier v,
(using shared key k, and nonce n,)

sharedKey := kdf(g”(ephV, wphW), keyNonce)

senc(sign(req{sharedKey, n}, vsk), sharedKey)

senc(sign(vc{token, n}, wsk), sharedKey)

& en...
Verify VC Agreement ...v1 = vz and k1 = kz aﬂd Tl1 = le
| ...and there is no other event where the
Verifier same token is accepted
ETHzirich Department of Computer Science
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Findings

Verifier Wallet

g”ephV

g”ephW, keyNonce

sharedKey := kdf(g”(ephV, wphW), keyNonce)

senc(sign(req{sharedKey, n}, vsk), sharedKey)

P
Verify request

senc(sign(vc{token, n}, wsk), sharedKey)

<
Verify VC

Verifier Wallet

ETHzirich
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Without sharedKey in request, neither Secrecy
nor Injective Agreement hold

— Easy mitigation against active MITM

Probably one wants to link received and verified
credential to BLE session

- To device
- To holder

How would this work in practice, though? |
cannot “see” the session, | can only see device

— Scan another QR code?
— Show a number?
— Don't specify at all?
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Suggestions

« Adesign should meet certain security requirements against a certain adversary
— Specify both!

» Add hash of shared key into signed request

* | have more nitpicks

» | volunteer to put my thoughts and suggestions in writing

* Where to put formal models? Should this be reproducible?
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Attack on Secrecy

KU(n1) @ #vk19

#wrl-d_0 sdec

N #vk 1 : coerce[IKU( sign(<'ciddwp_req’, $V, ~nReg=, ~vsk) ]

Department of Computer Science

Fi ~eph1)

#vr3 | SCAN_RESP[]

Werifier( $V, ~vsk1)

Out( <'resp’, 'g'~~eph.1>) | St_Verinit( $V. ~eph.1)
T

In{ <'identify_req".'g".n.1> )

A A
| p— | ;.t))enmt( SV, ~eph.1
#ur: OID4VP_REQ__ VARIANT 1{AUTO_OUT TERM 3 0

Fr{ ~vsk )

#vrd - VerifierSetup(]

Werifierl $V, ~vsk )

d-wn req . SV ~
wsk)

V}Venﬁer( SV, ~vsk

SV, ~nReq;
<'oid4vp_Teq’, §V, ~nﬂeu> “vsk)>,
Kafg ~meph T n11)

AUTO_OUT_TERM 3 00 0 1 1_OID4VP_RESP.

“sign(<"aid4vp Teq’, V. ~nReq>, ~vs
if('g' ~~eph.T, n

Initverifier( $V, kdf('g'~~eph.1,n.1}.n.1 ]}
out( sen<(<< ‘oiddvp_re

mmvP RESP__VARIANT 1(sign{<

VARIANT 1{ senc(<<'oiddvp_req’, $V, ~nReq>.
k)=,
1

St VerRdy( SV,

kdf(g"‘~eph 1.n1),

req’, 5V, ~nReq .
n(<oid4vp_req', SV. ~nRet>. ~vsk)>-
kdf('g'~ ~eph, ~n))

#vk: ¢_senc(IKU( senc(<<'oiddvp req’, SV, ~nReqa.
sign(<

#vfl:

In( <'resp’, 'g'> )

Wallet( $W, ~wsk1) [ Fri=n)

Fi{ ~eph )
#vr6 : IDENTIFY_REQ__ VARIANT 1[]

k7

Out( <'identify req’,'g'~~eph, ~n>) | St_WalletRdy( $W., kdf('g'~ ~eph, ~n) }

#vr8:d_0.snd

coerce[IKU|

#Uk 8 - coerce[IKU( ~n ]]

- isend

Frl ~wsk }

#vr16 - WalletSetup(]

Wallet( §W, ~wsk )

A

!}Venﬁer( $V, ~vsk

1Wallet( $W, ~wsk )

Fr{ ~token )

kdftg'

#vke3 - ckdf{IKU( kdf('g'~~eph, ~n) ]]

In( senc(<<'oidavp_rec. $V. ~n

#uk 4 - coerce[IKU('g"~~eph ]

oiddvp_re
~vsk).

~nReq

Req>.
S\gn(<md4vp R
#t: OID4VP_RESP__VARIANT_1{AUTO_IN_TERM_3 0 0 1 0_1_1_OID4VP RESP__VARIANT_1(sign(<

st wanetmiy: SW.
ke

S~eph, |
n)
)

"~ sign(2'oid4Tp_req’, SV ~nReq >, ~
kdfi'g'~ ~eph, ~n)),

~nReq

ret{ ~token
SeNWC( SV, kdf(g"‘~eph ~n). ~nReq. ~to

VerifiableCredential( <'vc', pk{~wsk), ~nReq, ~token> ),
Eql true. true )]

‘Outl sencl<<'vc', pki~wsk), ~nReq, ~token>, sign(<'vc', pki~wsk), ~nReq, ~token>,
kdf('g'~~eph, ~n))

. ~wsk)

#vk 6 coerce[IKU( ~taken )]

#ur1l:d_0_sdec

#u - isend[K( ~token ]
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Attack on Injective Agreement
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