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&) ABSTRACT

The present invention relates to a system and a method for
managing identities. A system is described for managing
individual identities of persons or other entities interacting
on a network of clients and servers, where the system
comprises one or more identity servers or sites, with the
identity servers or sites storing a number of identities, each
identity representing identity information data of an indi-
vidual person or entity, each identity having at least part of
said information data being structured as a number of sets of
data with at least part of said sets of data having one or more
corresponding access rules selected from a plurality of
different access rules. Here, the access rules of a given
identity may be enforced by the identity server or site storing
said given identity or by a server communicating with said
identity server or site. The system of the present invention
may further comprise one or more name servers constituting
a namespace, where the name servers store name strings and
addresses of identity servers and/or identity sites corre-
sponding to each stored identity, said name servers thereby
providing a mapping from the name strings to the corre-
sponding identity servers or sites. The name servers tie
together the identity servers or sites into a global network,
creating a shared infrastructure for a variety of identity-
related services and functions. The identity servers or sites
are preferably self-contained, but cooperate in order to
provide a coherent infrastructure, in particular by dividing
between them the responsibility for authenticating identity
owners.

Identity sites B,C,...

Name
Server

DNS

Gateway




Patent Application Publication Oct. 14,2004 Sheet 1 of 8 US 2004/0205243 A1

Fig. 1

hansen nyholm




Patent Application Publication Oct. 14,2004 Sheet 2 of 8 US 2004/0205243 A1

Fig. 2

Identity site A Identity sites B,C, ...

Directory

Server

Identity
Server

Browser



Patent Application Publication Oct. 14,2004 Sheet 3 of 8

US 2004/0205243 Al

Type Value Access Category
#1 First-name "Hans" Public

#2 Last-name "Hurvig" Public

#3 Email "hur@people.dk" Public

#4 Phone "+45 2016 0980" Friends

#5 Credit-card "5475 .... 1646" Merchants

#6 PIN "4711" Private

Fig. 3
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SYSTEM AND A METHOD FOR MANAGING
DIGITAL IDENTITIES

FIELD OF THE INVENTION

[0001] The present invention relates to a system and a
method for managing identities. More specifically the inven-
tion relates to a system of identity servers and name servers
connected to a common network such as to the Internet,
wherein an identity server stores identity information which
can be accessed by a user in accordance with corresponding
access rules.

BACKGROUND OF THE INVENTION

[0002] Many functions and applications of the Internet
have an inherent notion of identity built in to them, but these
notions tend to be of an ad-hoc nature. As a result the notion
of identity is very fragmented, and spread out across these
functions and applications in a non-related manner.

[0003] These notions of identity can be broadly classified
into three categories.

[0004] The first category includes the various ways of
addressing entities, in particular persons. The typical person
has many unrelated addresses: the postal address of his
home, one or more telephone numbers, email addresses,
instant-messaging tags, and so on. These are all ways in
which others can get in touch with the person in question, or
in short, the way that person is addressed. These addresses
are completely unrelated, however, and each depends on a
particular mode of communication. Knowing an email
address, for instance, gives no clue to the postal address.

[0005] The second category includes the various instances
of personal data that get created throughout the Internet.
Typically, when visiting a merchant or service site on the
net, they will ask you to create an account, which means
providing a multitude of information about one self, which
is then stored at the site. It is a hassle having to provide this
information repeatedly. In return the user gets yet another
username and password in order to gain access to the
account in the future. Since each site has its own rules and
its own name space, all these usernames and passwords tend
to be somewhat unrelated and very difficult to manage and
remember for the user.

[0006] Also, the account data will become out of date as
soon as the personal information changes, such as a change
of email address or postal address.

[0007] The third category includes the different types of
information that is primarily relevant to the owner himself,
such as an address book, financial statements, a calendar,
and so on. This data tend to be tied to particular access
devices such as a home computer, a computer at work, a
portable computer, a personal digital assistant, a mobile
telephone, and so on. Each device tends to have its own
subset of this information, in effect having its own snap-shot
of the owner’s personal identity. It is a permanent hassle
keeping all these snap-shots synchronized and up-to-date.

[0008] The three categories can also be thought of as
relating to the grammatical notions of 1%, 2" and 3™
person, that is, “I”, “you”, and “them”. Addressing relates to
“you”, the persons that know the owner and want to com-
municate with him. Account information relates to “them”,
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those the owner wants to introduce himself to and who want
to know various information about the owner. And the
personal category relates to “I”, the information that is only
relevant to the owner, or indeed of a private nature.

[0009] It is a goal of the present invention to provide an
infrastructure that addresses these diverse areas, and which
allows for a distributed family of identity servers that can be
spread though-out the Internet.

[0010] This is in very stark contrast to most present
initiatives on the Internet, which are with few exceptions
“site-based”, that is, based around a single web-site with a
single web-site address (URL, Uniform Resource Locator).
Each site-based solution is typically to a large extent pro-
prietary, and cannot interoperate with other services.

[0011] More fundamentally, any site-based approach
requires that any user of the service knows where it is
hosted. So, for instance, to schedule an appointment in
another person’s calendar, I need to know not only the
identity of that person, but also where the calendar is hosted.
The present invention inverts this relationship, so that [—or
my identity—go directly to the other person’s identity, at
which point it is simple to chose the application, namely his
calendar.

[0012] A system, which can be distributed, also has great
benefits in terms of scalability and robustness. There are
currently more than 500,000,000 people with access to the
Internet, and that number may eventually grow to more than
5,000,000,000. 1t is not realistic to provide a mission-critical
service to that number of persons from a single site.

[0013] More fundamentally, apart from the technical infra-
structure, the trustworthiness of the infrastructure must also
be carried by multiple entities. Identity related services are
rather close to the personal ‘sphere’, and different persons
will want different providers of these services. It is for
instance absurd to think that every inhabitant of France or
China would want—or even allow—storing of their personal
data on a facility in the USA. Rather, they would want these
services provided by local providers, and preferably by
established companies who they have reason to trust as
worthy custodians of their personal data.

[0014] All this points to a distributed solution, where the
identity related services are provided by a network of locally
operated facilities, which interoperate to create the desired
services. This ensures both scalability and end-user accep-
tance, and also ensures that there are multiple brands and
multiple beneficiaries in operating the infra-structure, some-
thing that is also counter to the site-based approach.

[0015] There currently exist various attempts to address
some of the areas addressed by the present invention.

[0016] At the most basic level, a personal operating sys-
tem like Windows 2000 provides a very strong platform for
personal information management. But even though the
Windows 2000 proprietary ‘domain’ system is hooked up to
the DNS, it does not give users an identity beyond the local
site. And by its nature it is not device independent nor
always-accessible, it doesn’t function as a universal address,
and it doesn’t function as a universal account like the present
invention does.

[0017] As for functionality available on the Internet, one
example is the various ‘personalisation’ sites available, for
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instance Novell’s www.digitalme.com. This allows the user
to manage personal data and provide it to friends, and also
has a calendar and so on. However, these sites all have their
own non-global name space and can therefore not interop-
erate in a distributed fashion. Their functionality is also
rather limited, and they do not function as a universal
address or universal account name.

[0018] Many of these shortcomings arise from them being
site-based, tied to a particular Uniform Resource Locator,
URL, and having their own local notion of an account.

[0019] An example resembling the universal account is
Microsoft’s www.passport.com. As the name implies, it
provides each user with a ‘passport’ that contains informa-
tion such as shipping address and credit card numbers. This
can be provided to enabled merchant sites to facilitate
electronic purchases with relative ease. Passports do not
function as a repository useful to the owner himself, and do
not function as an address usable to get in touch with the
owner. The system is also site-based, since all interaction
and authentication is done through the explicitly named
passport site. This prevents it from scaling, and more fun-
damentally does not enable a distribution of trust for those
users who may be uncomfortable with letting this particular
company host their private data.

[0020] Indeed, almost all activity on the Internet is site-
based, with just two glaring exceptions: email and the
world-wide-web itself.

[0021] Email is an extremely useful mechanism, brought
about in a truly distributed fashion by means of local email
servers hosting electronic mailboxes, all interacting using
the SMTP protocol. But the functionality of this system is
extremely limited: it can be used only to push messages
towards recipients. It cannot be used for other modes of
communication, it does not provide for any kind of personal
information management, and it cannot be used in an
account-like fashion (though email addresses are globally
unique, and therefore often are used as the username on
site-based account management systems).

[0022] Finally, the world-wide-web itself, which is
extremely distributed using the HTTP protocol. Indeed, the
initial interface to the identities of the present invention will
be through www browsers, though this is just the current
most practical interface to the underlying identity infrastruc-
ture.

[0023] With a browser-based interface, an identity can be
seen as a very sophisticated ‘home’ page for the owner. One
that doesn’t simply contain unstructured content to be ren-
dered for human eyes, but one with structured content
allowing it to be an active participant in online activity. A
regular home page cannot distinguish visitors, granting them
graduated access to the information based on their identity.
Nor is it able to interact with communications devices,
providing a universal address, nor with other sites and
services, providing a universal account.

[0024] The present invention can be seen as the third
major class of distributed server-based functionality avail-
able on the Internet, where the first was email, and the
second was the www. It provides a solution, which allows a
whole range of new applications and functionality on the
Internet, by providing a global and shared notion of identity
across all countries and all application categories. As an
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example, the emerging peer-to-peer initiatives may need
such a shared notion of identity in order to create interop-
erability across the boundaries created by each proprietary
solution.

SUMMARY OF THE INVENTION

[0025] The present invention relates to management of
information related to the identity of various entities, typi-
cally persons. It may comprise a system of identity servers,
which may be distributed throughout a network like the
Internet, and which may create coherent online identities for
each of a multitude of persons or entities. The system may
be based on globally unique name strings, such as those that
can be reserved through the Internet’s Domain Name Sys-
tem. This name space may provide the backbone of an
infrastructure, directing access to the appropriate identity
server for each name string, such as a personal domain
name, PDN.

[0026] The identity servers may support management of
private information in a device-and location-independent
fashion, which may comprise:

[0027] granting selective access to the private infor-
mation to a multitude of other entities on the Internet,
supporting unified communication based on the per-
sonal domain name as a universal address, and
enabling a single sign-on to the Internet itself by
using the personal domain name as a globally unique
account name.

[0028] According to a first aspect of the present invention
there is provided a system for managing individual identities
of persons or other entities interacting on a network of
clients and servers, said system comprising one or more
identity servers or sites, said identity servers or sites storing
a number of identities, each identity representing identity
information data of an individual person or entity, each
identity having at least part of said information data being
structured as a number of sets of data with at least part of
said sets of data having one or more corresponding access
rules selected from a plurality of different access rules. Here,
it is preferred that said access rules of a given identity are
being enforced by the identity server or site storing said
given identity or by a server communicating with said
identity server or site.

[0029] It is preferred that the system of the present inven-
tion further comprises one or more name servers constituting
a namespace, with said name servers storing name strings
and addresses of identity servers and/or identity sites cor-
responding to each stored identity, said name servers thereby
providing a mapping from the name strings to the corre-
sponding identity servers or sites.

[0030] It should be understood that when using the term
“identity server” in the description of the present invention,
this term should be understood as an identity host, which
may comprise one or more computers and/or servers, and
which is capable of performing the jobs of an identity server.
Such an identity host may be an identity site, where an
identity server is connected to or communicating with a
directory server. Here, the directory server may store the
identities and/or identity information. Thus, the term “iden-
tity server” may also cover the meaning of the term “identity
site”, and an identity server may include the means for
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storing the identity and/or the identity information, and the
identity server may include the means for implementing the
various identity services and applications, such as enforcing
access rules. However, the access rules may also be-en-
forced by a computer or server communicating with the
identity site or identity server.

[0031] According to an embodiment of the invention, the
access rules may be selected from a plurality of access rules,
and the data sets of a stored identity may have two, three,
four or even more different access rules. Thus, a stored
identity may comprise a set of data having at least two
different access rules. The present invention also covers an
embodiment wherein a stored identity may comprise at least
two sets of data, wherein one of said sets of data may have
at least one corresponding access rule being different to the
corresponding access rule(s) of the other sets of data. It is
also within an embodiment of the present invention that the
data structure of a stored identity comprises at least three
sets of data, and wherein each of two of said sets of data has
at least one corresponding access rule being different to the
corresponding access rule(s) of the other sets of data.

[0032] It is preferred that the plurality of access rules
comprises access rules representing different levels or cat-
egories of authentication of a person, an entity and/or server
site requesting access to a set of data of a stored identity.
Thus, an access rule may be given or identified by an access
category. Here, an access category may represent one of the
categories: public, friend, merchant and/or private.

[0033] According to an embodiment of the invention, a
stored identity may comprise a set of data having a corre-
sponding access rule holding information of a list of a
selected number of persons, entities and/or server sites being
allowed access via said access rule to the information of said
set of data. Here, the access rule may just be that a person,
entity or server requesting access to a set of data is being part
of said list. Furthermore, the access rule may require the
requester to be able to verify that the requester is who he
claims to be.

[0034] 1t is preferred that the persons, entities and/or
server sites being allowed access to information of a stored
identity are represented by corresponding Personal Domain
Names, PDNs, and/or Uniform Resource Locators, URLSs. It
is also preferred that at least part or all of the sets of data of
a stored identity are items. Here, the sets of data or items
may be represented in an SQL database, and the sets of data
or items may be represented as an XML structure.

[0035] When an access rule is given by an access category,
the access category may be organised in an access category
field of the corresponding set of data or item. It is also within
the present invention that the identity information data of a
set of data or an item may be organised in a type field and/or
a value field.

[0036] In order to obtain a distributed network of identity
servers or sites according to an embodiment of the present
invention, it is preferred that the system comprises a plu-
rality of identity servers or sites.

[0037] 1t should be understood that the different access
rules may allow for a different number or type of requesters
to obtain access to information of a stored identity. Thus, it
is within the present invention that the plurality of different
access rules comprises an access rule allowing an identity
server or site to grant any non-authenticated person and/or
entity access to a corresponding set of data.
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[0038] It is also within the present invention that the
plurality of different access rules comprises one or more
access rules allowing an identity server to grant only users
being authenticated according to a defined authentication
process access to the set(s) of data corresponding to the
access rule(s). Here, the defined authentication process may
comprise a verification of the authenticity of the user. Thus,
an identity server or site hosting a stored identity having a
so-called private set of data may be adapted to only grant
access to said private set of data to the owner of said stored
identity upon authentication of the owner towards the host-
ing identity server or site. Here, the authentication may be
performed via a client device, said client device thereby
being granted access to the private set of data. In a preferred
embodiment the client device is granted access to the private
set of data within a limited time after the authentication.

[0039] The present invention also covers embodiments,
wherein at least part of the network servers are adapted to
communicate or interact with an identity server or site
storing an identity having an owner, so that when the owner
of the stored identity has been authenticated towards the
hosting identity server or site, said part of the network
servers can perform a verification of the authentication of
the identity owner by communicating or interacting with the
hosting identity server or site. Here, the servers being
adapted for performing said verification may comprise one
or more identity servers and/or one or more merchant
servers. Thus, the authenticated identity owner can be
granted access to one or more sets of data stored or hosted
at a server having performed said verification, where said
one or more sets of data may have a corresponding access
rule requiring such a verification. Here, the identity owner
can be granted access to one or more sets of data of an
identity hosted at an identity server or site having performed
said verification. It is also within the present invention that
the identity owner can be granted access to one or more sets
of data stored or hosted at a merchant server upon said
verification, such as a set of data comprising an account of
the identity owner.

[0040] Tt is also within the present invention to cover
embodiments, wherein one or more network servers are
adapted to be authenticated towards an identity server or site
hosting an identity, said servers thereby being granted access
to one or more sets of data of said identity, said set(s) of data
having access rules being fulfilled by said authentication.

[0041] In a preferred embodiment, a network server is
adapted to be authenticated towards an identity server or site
hosting one or more identities, where said network server
when being authenticated may request access to information
from an identity having an owner and stored at said hosting
identity server or site, which information has not yet being
given an access rule allowing access to the authenticated
server, said hosting identity server or site being adapted to
forward a request to the identity owner to temporarily or
permanently grant access to the information to the authen-
ticated server. Here, the request for granting access to the
authenticated server may be forwarded to a client device
being used by the identity owner. Preferably, the identity
owner is authenticated towards said hosting identity server
or site via said client device.

[0042] When a network server or a merchant server is
authenticating itself towards the hosting identity server or
site, said authentication may be performed by means of an
X509 certificate and using a SSL protocol.

[0043] According to a preferred embodiment of the
present invention, a communication from a client device or
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server to an identity server or site storing a given identity
may be established by forwarding the name string of the
given identity from the client device or server into the
namespace, said name string being received by a name
server hosting said name string and hosting the address of
the identity server or site storing the given identity, said
address of the identity server or site being forwarded via the
hosting name server to said client device or server wishing
to communicate with the identity server or site storing the
given identity.

[0044] Tt should be understood that according to the
present invention an identity server or site may be adapted
to forward one or more sets of data of a stored identity to a
client device or server being granted access to said one or
more sets of data.

[0045] 1t is also within the present invention that an
identity server or site storing an identity may be adapted to
receive a message to the owner of the stored identity and to
forward said message to a client device or server being used
by the identity owner.

[0046] In a preferred embodiment of the invention, the
owner of a stored identity is allowed to change the infor-
mation of said identity or to store information at said identity
upon authentication of the owner towards the hosting iden-
tity server or site. Here, the authentication may be performed
via a client device, said client device thereby being granted
access to the identity of the owner. Preferably, the client
device may be granted access to the owned identity within
a limited time after the authentication.

[0047] According to a preferred embodiment of the inven-
tion, the name string corresponding to a stored identity may
act as a global address. It is also within the present invention
that the name servers function according to the Domain
Name System, DNS, of the Internet. Here, a name string
may be a personal domain name, PDN, reserved within the
Domain Name System, DNS, so as to make it distinguish-
able from all other name strings reserved within the Domain
Name System.

[0048] It has already been mentioned that the access rules
may comprise an authentication process. Thus, it is within an
embodiment of the invention that the plurality of access
rules includes an access rule being at least partly fulfilled by
an authentication process. Here, the authentication process
may comprise the provision of a password, and/or the
provision of a smart card. The authentication of an identity
owner towards a server hosting the owned identity may be
performed in relation to the corresponding name string of
the identity.

[0049] 1t is preferred that the access rules of a given
identity are specified by the owner of said given identity. It
is also preferred that the amount of identity information of
a given identity, which can be accessed via a corresponding
access rule, is specified by the owner of said given identity.

[0050] Preferably, access to information or sets of data of
a stored identity can be requested from all or at least part of
the client devices of the network and/or all or at least part of
the servers or server devices of the network.

[0051] When an owner of a stored identity has been
authenticated towards the hosting identity server or site, the
hosting identity server may forward a token for later veri-
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fication to the client device from which the owner is com-
municating with the hosting identity server or site. Here, the
verification token or a token derived from said verification
token may be forwarded from the owners client device to
other identity servers or network servers, whereby said other
identity servers or network servers may use the obtained
verification token or derived for having the hosting identity
server verifying that the owner has been properly authenti-
cated. The verification token or derived token may have the
form of a unique and/or unpredictable number or bit-string.

[0052] When having a distributed network of identity
servers or sites according to the present invention, these
identity servers or sites may be managed on a corporate,
sub-national, national or regional level, and inter-operated
by means of common protocols.

[0053] The present invention also covers embodiments
wherein the network of clients or servers is a national, a
regional or a global network.

[0054] According to an embodiment of the present inven-
tion the identity representing data of an owner may be
established by the following steps:

[0055] registering a name string of the owner within
the name space,

[0056] creating an identity server account with a host
provider, whereby an identity corresponding to the
name string of the owner is obtained at a hosting
identity server,

[0057] making the name servers map the registered
name string to the address of the identity server
hosting the identity of the owner, and

[0058] having the owner logging into the identity and
entering sets of data and/or access rights or rules.

[0059] According to a second aspect of the present inven-
tion there is provided a system for managing individual
identities of persons or other entities interacting on a net-
work of clients and servers, said system comprising one or
more identity servers or sites, said identity servers or sites
storing a number of identities, each identity representing
identity information data of an individual person or entity,
each identity having at least part of said information data
being structured as a set of data having at least one access
rule. Here, it is preferred that said access rule of a given
identity is enforced by the identity server or site storing said
given identity or by a server communicating with said
identity server or site. It is preferred that the at least one
access rule comprises or requires an authentication process
and/or a verification of the authenticity of a user requesting
access to the corresponding data.

[0060] In an embodiment according to the second aspect
of the present invention, at least part of the network servers
are adapted to communicate or interact with an identity
server or site storing an identity having an owner, so that
when the owner of the stored identity has been authenticated
towards the hosting identity server, said part of the network
servers can perform a verification of the authentication of
the identity owner by communicating or interacting with the
hosting identity server or site. Here, the servers being
adapted for performing said verification may comprise one
or more identity servers and/or one or more merchant
servers. Thus, the authenticated identity owner can be
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granted access to one or more sets of data stored or hosted
at a server having performed said verification, said one or
more sets of data having a corresponding access rule requir-
ing such a verification. Here, the identity owner can be
granted access to one or more sets of data of an identity
hosted at an identity server or site having performed said
verification. It is also within the present invention that the
identity owner can be granted access to one or more sets of
data stored or hosted at a merchant server upon said veri-
fication, such as a set of data comprising an account of the
identity owner.

[0061] It should bee understood that the systems of the
second aspect of the present invention may be combined
with any if the systems of the first aspect of the present
invention.

[0062] According to a third aspect of the present invention
there is provide a system for managing individual identities
of persons or other entities interacting on a network of
clients and servers, said system comprising one or more
name servers constituting a namespace and one or more
identity servers

[0063] said identity servers managing individual
identities of the persons or other entities by:

[0064] storing the identities, each identity com-
prising information data being stored in accor-
dance with an information structure, the informa-
tion relating to the person or entity in question,
and

[0065] interacting with clients and/or servers in the
network,

[0066] said name servers storing name strings and
identity server addresses corresponding to each
stored identity, said name servers thereby providing
a mapping from the name strings to the correspond-
ing identity servers, and

[0067] the interaction and the predetermined infor-
mation structure allowing the clients and servers
with which the identity servers interact to provide
services towards users of the system, which services
are specific to an identity regardless of which iden-
tity server is hosting that identity. Here, it is preferred
that each identity has at least part of said information
data being structured as a number of sets of data with
at least part of said sets of data having one or more
corresponding access rules selected from a plurality
of different access rules. Here, it is preferred that said
access rules of a given identity are being enforced by
the identity server or site storing said given identity
or by a server communicating with said identity
server or site.

[0068] Also here it should be understood that the systems
of the third aspect of the invention may be combined with
any if the systems of the first or second aspect of the present
invention.

[0069] According to a fourth aspect of the present inven-
tion there is presented a method of providing identity
information to a user in a system for managing individual
identities of persons or other entities, said system compris-
ing one or more name servers constituting a namespace and
one or more identity servers, said method comprising:
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[0070] storing a number of identities in one or more
of said identity servers, each identity representing
identity information data of an individual person or
entity, each identity having at least part of said
information data being structured as a number of sets
of data with at least part of said sets of data having
one or more corresponding access rules selected
from a plurality of different access rules,

[0071] storing name strings and identity server
addresses corresponding to each stored identity in
one or more of said name servers, said name servers
thereby providing a mapping from the name strings
to the corresponding identity servers, and

[0072] having a user requesting identity information
from a stored identity of a selected person or entity
by

[0073] forwarding via a client the name string of
the selected person or entity into the namespace,

[0074] receiving from the namespace via said cli-
ent the address of the identity server storing the
identity of the selected person or entity,

[0075] forwarding via said client a request for
identity information to the identity server storing
the identity of the selected person or entity, said
request asking for information of a selected set of
data of the selected identity,

[0076] fulfilling at least one defined access rule
corresponding to the selected set of data within the
selected identity, and

[0077] receiving the requested information from
the identity storing the selected identity server via
said client.

[0078] Also in the fourth aspect of the invention it is
preferred that said access rules of a given identity are being
enforced by the identity server or site storing said given
identity or by a server communicating with said identity
server or site.

[0079] The method of the fourth aspect of the present
invention may further include any of the systems according
to the first aspect of the present invention.

[0080] According to a fifth aspect of the present invention
there is presented a method of providing identity informa-
tion to a user in a system for managing individual identities
of persons or other entities, said system being selected from
any of the systems of the first or second aspects of the
invention comprising one or more name servers constituting
a namespace and one or more identity servers, said method
comprising

[0081] having a user requesting identity information
from a stored identity of a selected person or entity
by

[0082] forwarding via a client the name string of
the selected person or entity into the namespace,

[0083] receiving from the namespace via said cli-
ent the address of the identity server storing the
identity of the selected person or entity,
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[0084] forwarding via said client a request for
identity information to the identity server storing
the identity of the selected person or entity, said
request asking for information of a selected set of
data of the selected identity,

[0085] fulfilling at least one defined access rule
corresponding to the selected set of data within the
selected identity, and

[0086] receiving the requested information from
the identity storing the selected identity server via
said client.

[0087] For the methods of the fourth and/or fifth aspects of
the invention it is preferred that the defined access rule
comprises an authentication of a user to an access level or
category of a so-called friend, said method further compris-
ing:

[0088] having the requesting user authenticating him-
self towards an identity server storing an identity of
the requesting user,

[0089] forwarding the request for the identity infor-
mation to the identity server storing the identity of
the selected person, while claiming being the owner
of the identity of the requesting user,

[0090] having the identity server receiving said
request performing a verification of the requesting
user by having the identity server, which stores the
identity of the requesting user, verifying that the
requesting user has authenticated himself towards
the requesting users identity server.

BRIEF DESCRIPTION OF THE DRAWINGS

[0091] The foregoing and other objects, features, and
advantages of the present invention will become more
readily apparent upon reference to the following detailed
description of preferred embodiments of the invention, when
taken in conjunction with the accompanying drawings.

[0092] FIG. 1 shows a directory structure of the Domain
Name System, DNS,

[0093] FIG. 2 shows a platform architecture of a system
according to an embodiment of the present invention,

[0094] FIG. 3 shows an example of a personal identity
according to the present invention,

[0095] FIG. 4 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a first user having an identity stored at a first identity
server wants information from an identity belonging to a
second user and stored at a second identity server,

[0096] FIG. 5 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a user having an identity stored at an identity server
wants to login and exchange data with a merchant or other
3™ party entities,

[0097] FIG. 6 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a user having an identity stored at an identity server
wants information from his own identity,
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[0098] FIG. 7 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a first user wants to communicate with a second user
having an identity stored at an identity server, and

[0099] FIG. 8 illustrates steps of communication formed
according to an embodiment of the present invention, when
a merchant or other 3'¢ party entity wishes to request
information from an identity, either by previous agreement
for access or upon granting such access now.

DETAILED DESCRIPTION OF THE
INVENTION

[0100] The individual identities according to the present
invention are hosted by identity servers being part of an
identity managing system. The identity managing system or
identity system of the present invention can also encompass
entities other than people, such as companies and other
social groupings.

[0101] It should be understood that technology supporting
an identity system platform of the present invention may
undergo continuous evolutionary and revolutionary changes,
and the system platform must evolve along with these
developments. This applies in particular to the devices
people will use to access the identities.

[0102] The obvious first client may be the web browser,
and WAP and I-mode enabled mobile phones are also about
to become a reality. Future generations of access devices
will likely come with built-in support for identity.

[0103] From a technical viewpoint, the system platform
may be based on generally accepted standards of the Internet
community and the Internet Engineering Task Force (IETF).

[0104] Security may be an integral part of the system
platform, employing strong cryptographic techniques and
protocols (which may continually be strengthened as the
technology evolves).

[0105] The identity may include a repository for various
kinds of personal information, and it may be protected from
unauthorised access.

[0106] The identity may also be used as a means of
interaction between entities in the digital realm, and may
form the basis for legally committing transactions and
information transfer, financial and otherwise.

[0107] In practical use, the identity may be accessed from
multiple mobile and stationary devices or clients situated at
multiple locations. The strength of authentication may vary
for different levels or classifications of the information of the
identity, for different client devices and/or for different types
of identities. The authentication may for example vary from
a simple password typed at an anonymous PC with a
browser, over a strong cryptographic protocol with hard-
ware-token based private keys, to biometric identification.
The level of access may be regulated accordingly, reflecting
the risk of impersonation.

[0108] The identity system may be the underlying base for
operating a global public-key infrastructure. Currently there
are a number of more-or-less isolated attempts to establish
public-key infrastructures. But the field is quite fragmented,
and each new application typically needs yet another cer-
tificate.
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[0109] The identity system may offer a natural way to
unify this, by acting as a public-identification infrastructure,
where people must be identified before they can be issued
keys and begin to interact with others. With the identity
platform users may only need to be identified in-person
once.

[0110] The system of the present invention may be based
around DNS, the Internet’s Domain Name System. DNS is
a fully distributed, scalable, and robust directory for looking
up hierarchical names. As such, it may be an ideal founda-
tion for the identity system.

[0111] Thus, each individual identity owned by a person or
an entity may have a corresponding unique name string
being a dot-separated hierarchical name within the DNS
name-space, like aquafanjens.hansen.dk, chosen to be
unique and easy to remember for those who know Jens. This
name string may be called a personal domain name, PDN.

[0112]

[0113] It is the de-facto global name space for cre-
ating unique name strings.

[0114] The standard is non-commercial, being man-
aged by the Internet community, and appropriate
multilateral government organisations.

[0115] There are established rules for resolving dis-
putes, such as name conflicts.

[0116] It is proven technology, having been an inte-
gral part of the Internet infra-structure for more than
two decades.

[0117] Itis distributed, with multiple redundant name
servers, and thus very robust.

[0118] The name space is hierarchical, easily accom-
modating multi-billion names with a branching fac-
tor of only a few thousand at each level.

[0119] Every Internet Protocol (IP) based device on
the Internet already knows the DNS protocol, so
there is no need for a full upgrade cycle on the client
access devices.

The DNS may be ideal for many reasons:

[0120] To be fair, there are also a couple of weaknesses in
DNS: until recently it didn’t support character sets beyond
7-bit US-ASCII (0-9; A-Z; -), and ownership of domain
names are generally only regulated at the 2°¢ level beyond
the static top-level-domains.

[0121] Incidentally, it is very important that DNS is based
on names and not on numbers, since we humans are much
better at remembering and using name-based identification.

[0122] The present invention may allow for each person
on the planet to be given a personal domain name, or PDN,
and using it to gain access to identity-related services hosted
on a number, which may be a large number, of identity
servers throughout the Internet.

[0123] The PDN may function as: a universal address, as
a universal account, and as a universal repository, reflecting
the three categories of services, 1%, 2°¢ and 3" person,
described above.

[0124] Each PDN may, by its presence in a DNS name
server, provide access to an identity server hosting the
identity information and services relating to the person
owning-that PDN.
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[0125] The PDN may act as a universal address by storing
‘low-level’ address such as telephone numbers and email
address in the identity server. The user wishing to commu-
nicate with the owner of a PDN does not need to remember
any of these low-level address, but need remember only one
life-long address for that person. Domain names have an
important property compared to telephone numbers and
email addresses: the PDN is truly owned by the owner,
whereas other addresses are typically ‘borrowed’ or ‘rented’
from the communications provider (you cannot keep your
phone number if you relocate from Denmark to China, for
instance). They are also global, so personal domain names
can act as ‘telephone numbers’ for the Internet, which indeed
is one of the applications of the present invention.

[0126] In a related function to the universal address, the
PDN and the associated identity servers may act as an
always-up-to-date directory entry for the owner. Whereas
‘dead’ directories, like a telephone book, invariably go out
of date, the identity may be maintained directly by the
owner, and may therefore always be current. Linking PDN-
based identities can create an always-up-to-date address
book that never needs synchronisation.

[0127] The PDN may act as a universal repository by
storing at the identity server the personal information of the
owner, which can then be accessed from any connected
device, regardless of position. This includes items such as
bookmarks, and can include very private information such
as PIN codes, since access may be protected to ensure this
information is only released to a properly authenticated
owner.

[0128] Normally when visiting a service or site for the first
time, it will ask the user to provide a large amount of
personal data, like name, address, and so on. A simple
alternative is to just provide the PDN, and have the site
automatically query the identity server for the relevant
information. If some of this information is not deemed
public by the owner, he may be prompted whether to release
this information to the site. In this way the PDN may
function as a universal account name across multiple sites
and services.

[0129] But the most far-reaching use of the PDN as a
universal account name, may be where the owner by logging
into the identity server also implicitly is authenticated
towards a multitude of other sites and services on the net.
These sites and services may interact with the identity
servers to verify proper authentication of each user, and
exchange transactional data. Having a single sign-on has
been common on local-area-networks for a number of years,
but the Internet is still in the earlier phase where the user has
to explicitly log on to each services or site. The identity
infra-structure of the present invention may provide a single
sign-on to the Internet itself.

[0130] The directory structure of the Domain Name Sys-
tem, DNS, is illustrated in FIG. 1.

[0131] An architecture of a system according to an
embodiment of the present invention, including the main
components and communication paths of the system, is
illustrated in FIG. 2.
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[0132] The following components participate in the sys-
tem of FIG. 2:

[0133] Identity sites. These are the distributed sites
carrying an identity platform. Each identity site
contains one or more of:

[0134] Identity servers. These are the access gate-
ways to the directory information, and implement the
various identity services and applications.

[0135] Directory servers. These are the back-end
systems storing the identities or the identity infor-
mation.

[0136] Name servers. These are the normal Internet
name servers hosting DNS resource records, which
link each PDN up with the appropriate identity
Server.

[0137] Browsers. Any client device running a stan-
dard web browser. The identity servers are accessed
like any other web site.

[0138] Gateways. Facilitate special access networks,
like wireless. It may be desirable to directly enable
the identity servers for the various access protocols.
For WAP, this enables end-to-end security from the
phone into the identity site.

[0139] Web sites. Web sites that are enabled for the
identity system can themselves interact directly with
the identity servers, in order to facilitate identity-
specific functionality. The fundamental service may
be unified login across 3*%-party sites. It may also
include basic things like form filling, and may be
developed into full support for automated e-pay-
ment, or other transactional data exchange.

[0140] In the system of FIG. 2, an identity server is shown
as being part of an identity site, where the identity site
further comprises a directory server for storing identities
and/or identity information. However, as previously dis-
cussed, the term “identity server” may be used in the same
meaning as the term “identity site”. Thus, an identity server
may also include the means for storing the identity and/or
the identity information, and the identity server may include
the means for implementing the various identity services and
applications, such as enforcing access rules.

[0141] The basic user experience when using the identity
system may be that of visiting a web (or WAP) site specific
to that particular person, the owner. It may display the
white-pages-style information that the owner wishes to be
publicly available, like email address, telephone number,
etc.

[0142] The identity site may provide immediate links to
the various ways of communicating with the owner, like
email and voice-over-IP calls. This is the basic mode of
operation for 2°-person functionality.

[0143] If the owner has a personal home page, the identity
may also contain a link to this. The HTML content can be
stored at any (free) host, using any more-or-less cryptic
URL, and be accessed transparently from the identity.
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[0144] The identity may be a kind of ‘master” home page
for the owner, and may derive its power from the structure
of the data it provides. The data itself may be stored at the
directory server or the identity server.

[0145] The identity site may allow the owner to authen-
ticate him- or herself in various ways, thereby gaining access
to the private information of the identity, that is, the 1°'-
person features. This is also how the owner manages the
identity information, authorizes applicable 3*-party access,
et cetera.

[0146] Finally, the identity site may support various pro-
tocols for interacting with enabled 3" -party web sites. This
may form the basis for 3"-person functionality.

[0147] The security of the identities may be founded on
public-key certificates, in particular X.509. They are issued
in the normal fashion by current and future certificate
authorities, and the normal issues with root-key installation
and certificate revocation apply. Each person may have one
main certificate called the public identity certificate, PIC.

[0148] In addition to the typical contents of a certificate
(name, public key, et cetera), the public identity certificate
contains the PDN, and the issuing certificate authority must
verify that the person in question is the proper owner of that
DNS name. This is how the public key infrastructure may be
built on top of the public identity infrastructure.

[0149] Each owner of a PDN may need a corresponding
PIC to reap the full benefit of the identity platform. The PIC
may be considered an integral part of the identity, and be
issued along with the registration of the PDN.

[0150] The owner may now issue signed attribute certifi-
cates, authorising transactions and granting various access-
rights to selected 3™-parties, like e-commerce sites. The
signatures can be verified by the 3™-party using the public
identity certificate.

[0151] Attribute certificates may also be issued and signed
by 3 parties. In this case it is the 3" party that makes a
statement of authorization towards the identified user. This
resembles the PIC, which is also signed by a 3™ party,
namely the certificate authority.

[0152] Both issuance (signing) and reception (verification)
of attribute certificates can be done without involving the
certificate authority (except possibly for revocation check-
ing). This greatly streamlines the use of certificates, since
interaction with certificate authorities tend to be high in
procedural overhead.

[0153] The identity system of the present invention may
provide a variety of business opportunities for the players
that operate and maintain it:

[0154] Registering and hosting PDNSs: this is akin to
the well-known domain-name business.

[0155] Hosting directory info: the identity informa-
tion needs to be hosted in a reliable fashion, possibly
on a subscription basis.

[0156] Identity services and applications: possibly
operated in tandem with directory

[0157] hosting; this is decisive for the functionality
and end-user experience.

[0158] Certificate authority: issuing the public iden-
tity certificates on which the security rests, including
procedures for one-time in-person authentication.
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[0159] Additionally, the identity system allows 3™-party
sites and services to enhance and improve their functionality
and end-user experience. Thereby they can increase their
competitiveness and end-user loyalty.

[0160]

[0161] In order to use an identity system according to the
present invention, the user should establish an identity by
creating an identity server account with a host provider.

[0162] Enrolment. A digital identity may be established
using the following steps:

Identity Account Management

[0163] 1. Select and register a name string within the
global name space.

[0164] 2. Create an identity server account with a host
provider

[0165] 3. Make the name servers map the chosen name
string to the address of the identity server.

[0166] 4. The owner logs into the identity, and enters the
desired data, access rights, etc.

[0167] Example: The user registers hans.hurvig.dk within
DNS, and creates an identity account with the company
DIHost, whose identity server(s) is at the web address
is.dihost.dk. The user then goes to his DNS host and sets up
the necessary DNS records mapping hans.hurvig.dk to the
Internet Protocol (IP) address of is.dihost.dk. The user can
now directly access the identity account. Upon doing this for
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unchanged. It is only the mapped-to address that changes,
and that is only handled by the client device, which is
typically a www browser that does the DNS lookup trans-
parently.

[0174] Of course, there is rarely any reason to actually
re-host an identity account. When the owner changes tele-
phone, email, or even move physically, etc, the identity may
simply be updated with the new data.

[0175] Identity

[0176] A number of structured data sets describing an
identity may be organised into a collection of ‘items’. Each
item may include a ‘type’, a ‘value’, and an ‘access cat-
egory’, in addition to any other fields that may be appro-
priate. The items may be represented in an SQL data base or
other directory, as an XML structure, or any similar format.

[0177] FIG. 3 shows an example on an identity for a
person or entity having the name string hans.hurvig.dk. This
identity has 6 sets of data or items, each item having a type,
a value and an access category.

[0178] An access category may consist of a collection of
Personal Domian Names or URLs defining the identity
owners and server sites that may be granted access to the
information of the item in question. Table 1 lists the access
categories of the identity of FIG. 3 together with examples
of persons or entities being allowed access within each listed
category.

TABLE I

Public

Friends
james.derry.uk
nina.hurvig.dk
Merchants

(special category, includes everybody)
(includes identities listed by the identity owner as friends)

(includes merchant server sites and other 3 parties listed by the
identity owner)

WWW.aMazon.com
www.myfinancials.com

Private

(special category, includes the owner of the identity)

the first time, the identity server may ask the user to choose
a password, or alternatively prove that he has the right to use
the account, for instance by referring to an earlier authen-
tication number provided when the account was created.
Subsequent to this, the identity account can be used in the
normal fashion, and the typical first task for the user is to
start entering identity data and setting up the access controls.

[0168] Re-hosting. An identity can be moved from one
identity server to another using the following steps:

[0169] 1: Create an identity account with a new host
provider.

[0170] 2: Take a snap-shot of the data (items, etc) stored
in the identity at the old host provider.

[0171] 3: Copy this snap-shot to the identity at the new
host provider.

[0172] 4: Change the name servers mapping for the
(unchanged) name string to the address of the new
identity server.

[0173] Note that this is transparent to all users of the
identity, since the name string (hans.hurvig.dk) remains

[0179] The identity of FIG. 3 contains the following 6
items: a first and last name which is publicly available, an
email address which is also publicly available, a phone
number which available to other identities that have been
designated as friends, a credit-card number which is only
available to designated and properly authenticated mer-
chants, and a PIN code which is only available to the identity
owner himself.

[0180] Any unauthenticated client or server that requests
information from this identity will be given (only) items #1,
#2, and #3.

[0181] In the example of FIG. 3 identities categorised as
friends can get access to item #4 given the following
conditions:

[0182] the friend has his own identity, hosted on the
same or a different identity server,

[0183] the friend in question is currently authenti-
cated towards the identity server hosting his identity,

[0184] the friend’s PDN is explicitly included in the
access category Friends.
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[0185] Selected server sites can get access to item #5
given the following conditions:

[0186] the site is able to authenticate itself, for
instance by means of a certificate in connection with
the SSL (Secure Socket Layer) protocol,

[0187] the site’s URL is explicitly included in the
access category Merchants.

[0188] Item #6 is only made available to the owner of the
identity, where the owner is able to authenticate himself
towards the identity on the server (by means of a password,
a smartcard, or something similar). It requires the same kind
of owner authentication to update the items of the identity,
change their access categories, manipulate the contents of
the access categories themselves, etc.

[0189]

[0190] When a user has created an identity account and
stored an identity at an identity server, information may be
obtained from this stored identity, by the identity holder
himself, by other identities or by 3" party entities.

[0191] An example is shown in FIG. 4, which illustrates
steps of communication performed according to an embodi-
ment of the present invention, when a first user having an
identity stored at a first identity server wants information
from an identity belonging to a second user and stored at a
second identity server.

[0192] The two identities have the name strings: james-
derry.uk and hans.hurvig.dk. James considers Hans his
friend, and allows him access to his telephone number.
James’s identity server cannot itself authenticate Hans,
being the person accessing the identity james.derry.uk by an
arbitrary client device. Instead, the identity server hosting
the identity of james.derry.uk, must query the identity server
hosting the identity of hans.hurvig.dk to authenticate Hans.

[0193] This is only possible if Hans has already authen-
ticated himself at the identity server hosting the identity of
hans.hurvig.dk, and thereby attaining a unique and/or unpre-
dictable token, which is then used to authenticate him when
accessing the identity of james.derry.uk.

[0194] The following steps describes how Hans, being the
person accessing other identities by an arbitrary Internet
Protocol (IP) enabled client device, may get access to the
identity of james.derry.uk. The client device may, for
example, be a personal computer installed with browser
software for accessing data over the HTTP protocol, com-
monly deemed as a Web Browser.

[0195] 41. Hans must log into his own identity server, and
types (or may input through other means) the name string of
his own identity—hans.hurvig.dk. The client device queries
the name servers for the Internet Protocol (IP) address of the
identity server hosting the identity of hans.hurvig.dk. The
name servers return—in accordance with the DNS specifi-
cation—an IP string being the host address of the identity
server hosting the identity corresponding to the name string
hans.hurvig.dk.

[0196] 42. The client device sends a request to the hosting
identity server using the obtained host address, and the
hosting server is, for the sake of this example, returning IP
packets, in total comprising an HTML formatted page with
embedded elements, such as graphics and text.

Identity Information Management
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[0197] Hans must authenticate himself to the hosting
identity server by providing a secret key such as a password
or by other means like using a smart card. The identity server
verifies the correctness of the supplied secret key, and, in this
example, returns to the client device a new key or a unique
token that may be stored by the client device, for a deter-
mined time.

[0198] 43.Hans wants to access James’ identity. He inputs
the string james.derry.uk, which is translated by the name
servers into an IP address of the identity server hosting the
identity corresponding to james.derry.uk as described above.

[0199] 44.Hans’ client device accesses the identity server
of james.derry.uk and forward the obtained new key or
token, or a token derived from the obtained new key or
token, to James’ identity server, while Hans presents himself
to the identity server of james.derry.uk as being the physical
person behind the identity hans.hurvig.dk.

[0200] 45. James’ identity server checks from James’
identity data that he considers hans.hurvig.dk a friend. If this
is indeed so, it asks the name servers for the address of the
identity server of hans.hurvig.dk.

[0201] 46. James’ identity server passes on the request of
identification to the identity server of hans.hurvig.dk
together with the received new key or token, or the received
derived token.

[0202] 47.Hans’ identity is verified at the identity server
hosting hans.hurvig.dk by checking the derived token or the
obtained new key or token previously released to the client
device. A positive or negative confirmation is sent back to
the identity server of james.derry.uk.

[0203] 48. Now James’s identity server knows that (1)
Hans is a friend of James, and (2) that the person making the
request is really Hans.

[0204] If the access category of the telephone number item
has been granted as available to friends, the information item
is returned to the client device.

[0205] The exact same thing may happen if Hans wants to
access an account at a digital-identity enabled merchant or
other 3" party. Here the merchant server takes the place of
James’s identity server. When Hans wants to access his
account in step 44, the merchant server likewise queries the
identity server for hans.hurvig.dk, and lets that identity
server verify the authenticity of the person claiming to be
hans.hurvig.dk.

[0206] So the trust relationship may go like this: the
merchant server, or James’s identity-server, trusts the iden-
tity server for hans.hurvig.dk to verify the authenticity of the
person Hans Hurvig. It should be understood that the veri-
fication of the authentication of the person Hans Hurvig may
be obtained by other means than issuing and forwarding a
new key or token, which is valid for a determined time.

[0207] FIG. 5 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a user having an identity stored at an identity server,
wants to login and exchange data with a merchant or other
3 party entity.
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[0208] In this example, the trust relationship goes the
other way: when Hans’s identity server needs to trust the
authenticity of a merchant server before allowing the mer-
chant server to access any information item.

[0209] For the purpose of example, the third party is the
merchant amazoom.com, and the data exchanged is credit
card information of Hans. Access is via a Web Browser, as
described in the script for FIG. 4.

[0210]

[0211] 51. Hans wants to access the merchant. His client
device asks the name servers for the address of the merchant,
say www.amazoom.com. The name servers return the asso-
ciated IP address record.

[0212] 52. Hans accesses the merchant. Upon checkout of
the order, Hans provides his identity name string, hans.hur-
vig.dk.

[0213] 53. The merchant wants to access the credit card
information item from Hans’ identity server, and queries the
name servers for the address of the identity server for
hans.hurvig.dk. The name servers return the associated IP
address record.

[0214] 54.The merchant queries the identity server for the
information, and also provides proof that it really is
www.amazoom.com, for example by means of an X509
certificate and using the SSL protocol. Hans’s identity server
checks the merchant server site credentials, and verifies that
Hans has indeed designated the required items (address,
credit-card number, etc) as being accessible to-this merchant
server site:

[0215] 55.1If Hans hasn’t granted permanent access to any
of the items, the system may optionally ask Hans whether he
wants to grant this access, possibly in a time/use limited
manner. Alternatively, it may reject the request and simply
deny the merchant access to the requested information item.

[0216] 56. Hans’ client device is contacted to let Hans
decides whether he does in fact wish to allow this particular
merchant site access to the requested items. His choice is
returned to his identity server.

[0217] 57. If the access is granted, the identity server
returns the requested information items to the merchant
Server.

[0218] 58. The merchant can complete the order with the
acquired information items.

[0219] FIG. 6 are illustrated steps of communication,
performed according to an embodiment of the present inven-
tion, of a user, having an identity stored at an identity server,
accessing information from his own identity.

[0220] These information items may be accessed either
through a data view, or may be accessed dynamically
through an external application, such as a calendar, tele-
phony application, and communication applications. For the
purpose of this example, we assume that access is via a Web
Browser, as described in the script for FIG. 4.

[0221] 61. Hans wants to log into his identity server. His
client device queries the name servers for the address of
hans.hurvig.dk. The name servers return the associated IP
address record.

The following steps are illustrated in FIG. 5:
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[0222] 62. Hans must authenticate himself to the identity
server, by providing a secret key such as a password or by
other means like using a smart card.

[0223] The identity server verifies the correctness of the
supplied secret key and returns to the client device a new key
or unique token that is stored by the client device for a
determined time.

[0224] 63. Hans requests, from the same session and client
device, access to his private data, such as a PIN code. During
this request, the received new key or token, or a token
derived from the received new key or token, is forwarded to
the identity server.

[0225] 64. The identity server verifies by checking the
received new key or token, or by checking the derived token,
that the request comes from a properly authenticated client
device, and delivers the information: The identity server
may enforce various restrictions, such as only accepting
certain (types on client devices, or allowing a maximum
time limit since the owner was authenticated.

[0226] Note that items categorised as private are never
handed out to any requester, except in this scenario, where
the requestor is explicitly authenticated as being the owner.
Requests from unauthenticated clients or from merchant
servers of other identity servers for this type of item will be
rejected unconditionally.

[0227] FIG. 7 illustrates steps of communication per-
formed according to an embodiment of the present invention
when a first user wants to communicate with a second user
having an identity stored at an identity server. Here, the
identity may be considered a “universal address”, where, as
an example, the name string may be used both for emailing
and for telephoning with a properly enabled access device.
Here, the identity server may act as a communications
manager, either by redirecting or by forwarding communi-
cation.

[0228] The following steps are illustrated in FIG. 7:

[0229] 71. James wants to communicate with Hans, but
doesn’t remember his email address or his telephone number
(both of which are publicly available in this example). He
does however remember Hans’s PDN.

[0230] The client access device queries the name servers
for the identity server hosting Hans’s identity, hans.hur-
vig.dk. The name servers return the associated IP address
record.

[0231] 72.The client access device asks the identity server
for the relevant item that contains Hans’s address for the
given mode of communication, say telephone or email.

[0232] 73. The identity server provides the relevant
‘physical’ address, such as a telephone number or the
address where Hans’s (incoming) email is stored.

[0233] 74. The client device, can now establish contact
with Hans (or his client device). This is the scenario where
the identity server acts as a “communications redirector”.
[0234] Alternatively the identity server can act as a “com-
munications gateway” as follows:

[0235] 71. Like before.

[0236] 72. James starts the communication directly with
the identity server; if it is by email he sends the mail message
to the identity server, if by phone he ‘dials’ the identity
server. 73+74. (skipped)
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[0237] 75. The identity server now forwards the message
directly to Hans’s client device. It may also accept returning
communications from Hans back to James.

[0238] This can of course be generalised to any form of
communication, each with its own format of ‘physical’
addresses, where the PDN acts as a universal ‘logical’
address, which people may have to remember.

[0239] FIG. 8 illustrates steps of communication formed
according to an embodiment of the present invention, when
a merchant or other 3™ party entity wishes to request
information from an identity, either by previous agreement
for access or upon granting such access now.

[0240] The purpose of this example is to display the
possibility of attaining access to information records in an
asynchronous communication mode.

[0241] For the purpose of example, the third party is the
merchant amazoom.com, and the data exchanged is credit
card information of Hans. Access is via a Web Browser, as
described in the script for FIG. 4.

[0242] 81. The merchant wishes to access the credit card
information item from Hans’ identity server, in order to bill
Hans for the yearly subscription. The merchant queries the
name servers for the address of the identity server for
hans.hurvig.dk. The name servers return the associated IP
address record.

[0243] 82. The merchant queries the identity server for the
information, and also provides proof that it really is
www.amazoom.com, for example by means of an X509
certificate and using the SSL protocol. Hans’s identity server
checks the merchant server site credentials, and verifies that
Hans has indeed designated the required items (address,
credit-card number, etc) as being accessible to this merchant
server site.

[0244] 83.If Hans hasn’t granted permanent access to any
of the items, the system may optionally ask Hans whether he
wants to grant this access, possibly in a time/use limited
manner.

[0245] 84. Hans’ client device is contacted to let Hans
decide whether he does in fact wish to allow this particular
merchant site access to the requested items. His choice is
returned to his identity server.

[0246] 85. If the access is granted, the identity server
returns the requested information items to the merchant
Server.

[0247] While the invention has been particularly shown
and described with reference to particular embodiments, it
will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the spirit and scope of the invention, and it
is intended that such changes come within the scope of the
following claims.

1: A system for managing individual identities of persons
or other entities interacting on a network of clients and
servers, said system comprising one Or more name Servers
constituting a namespace and one or more identity servers,

said identity servers storing a number of identities, each
identity representing identity information data of an
individual person or entity, each identity having at least
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part of said information data being structured as a
number of sets of data with at least part of said sets of
data having one or more corresponding access rules
selected from a plurality of different access rules, said
access rules of a given identity being enforced by the
identity server storing said given identity, and

said name servers storing name strings and identity server
addresses corresponding to each stored identity, said
name servers thereby providing a mapping from the
name strings to the corresponding identity servers.

2: Asystem according to claim 1, wherein the access rules
are selected from a plurality of at least two, such as at least
three or such as at least four different access rules.

3: A system according to claim 1, wherein an identity
comprises at least two sets of data, and wherein one of said
sets of data has at least one corresponding access rule being
different to the corresponding access rule(s) of the other sets
of data.

4: A system according to claim 3, wherein the data
structure of an identity comprises at least three sets of data,
and wherein each of two of said sets of data has at least one
corresponding access rule being different to the correspond-
ing access rule(s) of the other sets of data.

5: Asystem according to claim 1, wherein the plurality of
access rules comprises access rules representing different
levels or categories of authentication of a person, an entity
and/or server site requesting access to a set of data of a
stored identity.

6: A system according to claim 1, wherein an access rule
is given or identified by an access category.

7: A system according to claim 6, wherein an access
category represents one of the categories: public, friend,
merchant and/or private.

8: A system according to claim 1, wherein an identity
comprises a set of data having a corresponding access rule
holding information of a selected number of persons, entities
and/or server sites being allowed access via said access rule
to the information of said set of data.

9: A system according to claim 8, wherein said persons,
entities and/or server sites being allowed access are repre-
sented by corresponding Personal Domain Names, PDNs,
and/or Uniform Resource Locators, URLSs.

10: A system according to claim 1, wherein at least part
or all of the sets of data are items.

11: Assystem according to claim 1, wherein the sets of data
or items are represented in an SQL database.

12: A system according to claim 11, wherein the sets of
data or items are represented as an XML structure.

13: A system according to claim 6, wherein an access
category is organised in an access category field of the
corresponding set of data or item.

14: A system according to claim 1, wherein the identity
information data of a set of data or an item is organised in
a type field and/or a value field.

15: A system according to claim 1, wherein the system
comprises a plurality of identity servers.

16: A system according to claim 1, wherein the plurality
of different access rules comprises an access rule allowing
an identity server to grant any non-authenticated person
and/or entity access to a corresponding set of data.

17: A system according to claim 1, wherein the plurality
of different access rules comprises one or more access rules
allowing an identity server to grant only persons and/or
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entities being authenticated according to a defined authen-
tication process access to the set(s) of data corresponding to
the access rule(s).

18: A system according to claim 17, wherein an identity
server hosting a stored identity having a so-called private set
of data is adapted to only grant access to said private set of
data to the owner of said stored identity upon authentication
of the owner towards the hosting identity server.

19: Asystem according to claim 18, wherein said authen-
tication is performed via a client device, said client device
thereby being granted access to the private set of data.

20: A system according to claim 19, wherein the client
device is granted access to the private set of data within a
limited time after the authentication.

21: A system according to claim 15, wherein at least part
of the network servers are adapted to communicate or
interact with an identity server storing an identity having an
owner, so that when the owner of the stored identity has been
authenticated towards the hosting identity server, said part of
the network servers can perform a verification of the authen-
tication of the identity owner by communicating or inter-
acting with the hosting identity server.

22: A system according to claim 21, wherein said servers
being adapted for performing said verification comprises
one or more identity servers and/or one or more merchant
servers.

23: A system according to claim 21, wherein said identity
owner can be granted access to one or more sets of data
stored or hosted at a server having performed said verifica-
tion.

24: A system according to claim 23, wherein said identity
owner can be granted access to one or more sets of data of
an identity hosted at an identity server having performed
said verification.

25: A system according to claim 22, wherein the identity
owner can be granted access to one or more sets of data
stored or hosted at a merchant server upon said verification.

26: A system according to claim 25, wherein the identity
owner can be granted access to a set of data comprising an
account of the identity owner.

27: A system according to claim 17, wherein one or more
network servers are adapted to be authenticated towards an
identity server hosting an identity, said servers thereby being
granted access to one or more sets of data of said identity,
said set(s) of data having access rules being fulfilled by said
authentication.

28: A system according to claim 1, wherein a network
server is adapted to be authenticated towards an identity
server hosting one or more identities, and wherein said
network server when being authenticated may request access
to information from an identity having an owner and stored
at said hosting identity server, which information has not yet
being given an access rule allowing access to the authenti-
cated server, said hosting identity server being adapted to
forward a request to the identity owner to temporarily or
permanently grant access to the information to the authen-
ticated server.

29: A system according to claim 28, wherein the request
for granting access to the authenticated server is forwarded
to a client device being used by the identity owner.

30: A system according to claim 29, wherein the identity
owner is authenticated towards said hosting identity server
via said client device.
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31: A system according to claim 27, wherein a network
server is a merchant server authenticating itself towards the
hosting identity server by means of an X509 certificate and
using a SSL protocol.

32: A system according to claim 1, wherein a communi-
cation from a client device or server to an identity server
storing a given identity is established by forwarding the
name string of the given identity from the client device or
server into the namespace, said name string being received
by a name server hosting said name string and hosting the
address of the identity server storing the given identity, said
identity server address being forwarded via the hosting name
server to said client device or server wishing to communi-
cate with the identity server storing the given identity.

33: A system according to claim 1, wherein an identity
server is adapted to forward one or more sets of data of a
stored identity to a client device or server being granted
access to said one or more sets of data.

34: A system according to claim 1, wherein an identity
server storing an identity is adapted to receive a message to
the owner of the stored identity and to forward said message
to a client device or server being used by the identity owner.

35: A system according to claim 1, wherein the owner of
a stored identity is allowed to change the information of said
identity or to store information at said identity upon authen-
tication of the owner towards the hosting identity server.

36: A system according to claim 35, wherein said authen-
tication is performed via a client device, said client device
thereby being granted access to the identity of the owner.

37: A system according to claim 36, wherein the client
device is granted access to the owned identity within a
limited time after the authentication.

38: A system according to claim 1, wherein the name
servers function according to the Domain Name System,
DNS, of the Internet.

39: A system according to claim 1, wherein a name string
is a personal domain name, PDN, reserved within the
Domain Name System, DNS, so as to make it distinguish-
able from all other name strings reserved within the Domain
Name System.

40: A system according to claim 1, wherein the plurality
of access rules includes an access rule being at least partly
fulfilled by an authentication process comprising the provi-
sion of a password.

41: A system according to claim 1, wherein the plurality
of access rules includes an access rule being at least partly
fulfilled by an authentication process comprising the provi-
sion of a smart card.

42: A system according to claim 1, wherein an authenti-
cation of an identity owner towards a server hosting the
owned identity is performed in relation to the corresponding
name string of the identity.

43: A system according to claim 1, wherein the access
rules of a given identity are specified by the owner of said
given identity.

44: A system according to claim 1, wherein the amount of
identity information of a given identity being accessible via
a corresponding access rule is specified by the owner of said
given identity.

45: A system according to claim 1, wherein access to
information or sets of data of a stored identity can be
requested from all or at least part of the client devices of the
network.
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46: A system according to claim 1, wherein access to
information or sets of data of a stored identity can be
requested from all or at least part of the servers or server
devices of the network.

47: A system according to claim 1, wherein when the
owner of an identity has been authenticated towards the
hosting identity server, the hosting identity server forwards
a token for later verification to the client device from which
the owner is communicating with the hosting identity server.

48: A system according to claim 47, wherein said verifi-
cation token or a token derived from said verification token
may be forwarded from the owners client device to other
identity servers or network servers, whereby said other
identity servers or network servers may use the obtained
verification token or derived token for having the hosting
identity server verifying that the owner has been properly
authenticated.

49: A system according to claim 47, wherein said verifi-
cation token and/or derived token has the form of a unique
and/or unpredictable number or bit string.

50: A system according to claim 1, wherein the identity
servers are managed on a corporate, sub-national, national or
regional level, and inter-operated by means of common
protocols.

51: A system according to claim 1, wherein the network
of clients or servers is a national, a regional or a global
network.

52: A system according to claim 1, wherein the name
string acts as a global address.

53: A system according to claim 1, wherein an identity
representing data of an owner is established by:

registering a name string of the owner within the name
space,

creating an identity server account with a host provider,
whereby an identity corresponding to the name string
of the owner is obtained at a hosting identity server,

making the name servers map the registered name string
to the address of the identity server hosting the identity
of the owner, and

having the owner logging into the identity and entering

sets of data and/or access rights or rules.

54: Asystem for managing individual identities of persons
or other entities interacting on a network of clients and
servers, said system comprising one or more name Servers
constituting a namespace and one or more identity servers

said identity servers managing individual identities of the
persons or other entities by:

storing the identities, each identity comprising infor-
mation data being stored in accordance with an
information structure, the information relating to the
person or entity in question, and

interacting with clients and/or servers in the network,

said name servers storing name strings and identity server
addresses corresponding to each stored identity, said
name servers thereby providing a mapping from the
name strings to the corresponding identity servers, and
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the interaction and the predetermined information struc-
ture allowing the clients and servers with which the
identity servers interact to provide services towards
users of the system, which services are specific to an
identity regardless of which identity server is hosting
that identity.

55: Asystem according to claim 54, wherein each identity
has at least part of said information data being structured as
a number of sets of data with at least part of said sets of data
having one or more corresponding access rules selected
from a plurality of different access rules, said access rules of
a given identity being enforced by the identity server storing
said given identity.

56: A method of providing identity information to a user
in a system for managing individual identities of persons or
other entities, said system comprising one or more name
servers constituting a namespace and one or more identity
servers, said method comprising:

storing a number of identities in one or more of said
identity servers, each identity representing identity
information data of an individual person or entity, each
identity having at least part of said information data
being structured as a number of sets of data with at least
part of said sets of data having one or more correspond-
ing access rules selected from a plurality of different
access rules, said access rules of a given identity being
enforced by the identity server storing said given
identity,

storing name strings and identity server addresses corre-
sponding to each stored identity in one or more of said
name servers, said name servers thereby providing a
mapping from the name strings to the corresponding
identity servers, and

having a user requesting identity information from a
stored identity of a selected person or entity by

forwarding via a client the name string of the selected
person or entity into the namespace,

receiving from the namespace via said client the
address of the identity server storing the identity of
the selected person or entity,

forwarding via said client a request for identity infor-
mation to the identity server storing the identity of
the selected person or entity, said request asking for
information of a selected set of data of the selected
identity,

fulfilling at least one defined access rule corresponding
to the selected set of data within the selected identity,
and receiving the requested information from the
identity storing the selected identity server via said
client.

57: A method of providing identity information to a user
in a system for managing individual identities of persons or
other entities, said system being selected from the systems
of claim 1, said method comprising:

having a user requesting identity information from a
stored identity of a selected person or entity by
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forwarding via a client the name string of the selected
person or entity into the namespace,

receiving from the namespace via said client the
address of the identity server storing the identity of
the selected person or entity,

forwarding via said client a request for identity infor-
mation to the identity server storing the identity of
the selected person or entity, said request asking for
information of a selected set of data of the selected
identity,

fulfilling at least one defined access rule corresponding
to the selected set of data within the selected identity,
and receiving the requested information from the
identity storing the selected identity server via said
client.
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58: A method according to claim 56, wherein the defined
access rule comprises an authentication of a user to an access
level or category of a so-called friend, said method further
comprising:

having the requesting user authenticating himself towards

an identity server storing an identity of the requesting
user,

forwarding the request for the identity information to the
identity server storing the identity of the selected
person, while claiming being the owner of the identity
of the requesting user,

having the identity server receiving said request perform-
ing a verification of the requesting user by having the
identity server, which stores the identity of the request-
ing user, verifying that the requesting user has authen-
ticated himself towards the requesting users identity
server.



