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Your Digital Footprint



Your Stuff
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Digital Footprint?
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Financial Health Stuff

Stuff
Life Management Important Loyalty
Documents Accounts

Digital
Subscriptions
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Crypto
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How To Protect Your Stuff



Passwordless c:mous webauhy, Fino2

PA S S L E S S In addition to managed passwords, your 2FA comes from a
physical token or your mobile/desktop’s built-in trust center.

Everywhere You Log In
App-based Codeless 2FA cwirvier some st aun

7 CODELESS In addition to managed passwords, you have a 2FA app that

prompts you to accept or deny an authentication attempt.

Higher Risk: Use Better Factors | App-bantd 2PACatda omiaveii

In addition to managed passwords, you get MFA codes
generated for you by an application that only you can access.

- SMS-based 2FA Codes e irysusiveinn |
Authenticator Apps are Great SRR ' icn o marsged psswors, you gt MFA codes ‘

Password Manager Exampies: 1Password, LastPass

In addition to having unique passwords, you also
store them securely in an encrypted archive.

VULNERABLE TO:

PassKeys are Better

Qualify Passwords cempies: Aoz 20511

Your passwords are not just unique, but they're long,
random, and they include special characters.

VYULNERABLE TO:

Unique Passwords Examples: DOBs, Teams, Schools

U N IQ PASS Your passwords are unique, but they're too short, simple,
or contain personal information.

VULNERABLE TO:

Shared Passwords Examples: Genail, Wells Fargo, Netflx VULNERABLE TO:

S HARPA S S You use the same password in multiple places across the tEDENTIA
internet.
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Password Manager

Creates Unique Passwords

Stores PassKeys

Share Passwords Safely

Apps not Browsers
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Backups

» Real Time
 Practice Restoring Data

 Daylight Saving Offline Storage
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System Updates

« Automatic Updates
* Under Warranty

- Hardware AND Software

CHAOS THEORY

The more complex the system, the faster and easier it breaks down.
How's your government doing?

https://www.deviantart.com/bthauronite/art/Chaos-Undivided-195781704
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Digital Spring Cleaning 1o DECLUT
® LWTTEER,

ASK YOLRSELF

Apps

DOES THIS
Data SPDRX. JON 7
HES

Sketch P\a nations
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Estate Planning
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What Are Your Options?

Keep
Everything




Classification
* Delete
* Not Important
* Private
* |mportant

* Needed to manage
things

e Sentimental

* Might have value to
someone else




Handling

Public Announcement
Email Auto Response
Device Wiping Instructions
Social Media Handling
Transferring Ownership

Digital Executor



The Process

Decide How Separate Work
You Want It and Personal Declutter
Handled Stuff

Inventory Your
Stuff

Make
Hard/Softcopy |
Instructions

Identify Who Tag Things/ Tell Them, Give

You Want To Instruct

Handle It Vendors Them A Copy

W]l
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Complications and Other Things



Password Manager

* Leave Instructions On How To
Access and Use

* Let Them Practice Using It
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Don’t rely on phone access!

Backup hardware tokens are easier
for others to use
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Z FACTOR. DUTHENTICATION

IDENTIEYING USING Z OF THESE- 3 FACTORS

eq No\ce 4+
passwora

Somekhi "3 You ..

Noice,ins,
F«“Agerf:r{v\‘c

C.Q-ra 9, Ke‘js

@D eq Fingerpnny

+ l<ay

https://sketchplanations.com/2-factor-authentication



Legal Stuff

| am not a lawyer

Financial/Healthcare POA

Named Delegates and Digital
Advance Directives

When In Doubt, Check
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Do You Want To Live Forever?

* Digital Avatars

* Augmented with Al

Here & After

Your stories
and voice.
Forever.

Preserve memories with an app that interviews you
about your life. Then, let loved ones hear meaningful
stories by chatting with the virtual you.
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What’s Next?
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Inventory your stuff
Get rid of anything you no longer need

Categorize/tag what remains

Plan

Decide how you will share data/logins/etc.

Decide who you trust with your stuff
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Act

Enforce current security practices
Set up advance directives

Create instructions for person to manage your
digital estate

Repeat

Set reminders to check in and update plans
every X months

Test backups and account access



Thank You
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