What OAuth does, in light of UMA goals
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“ALICE-TO-SELF” SHARING (
OAuth enables constrained resource
delegation of access to apps, on owner
request

Alice can agree to app connections
and also revoke them
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“ALICE-TO-BOB” SHARING

UMA adds control of cross-party
sharing, letting Alice be absent
when Bob uses a client to attempt
access

Alice controls trust between
resource hosts and authorization
services — enabling a wide
ecosystem of resource hosts, so
Alice can manage sharing across
them
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Alice-to-Bob sharing: sa @l
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No trust required; “negative
trust’ is an option




Extending who can 52 dk
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Alice-to-Bot sharing: What
if an Al agent is involved th% corver
on either end?  .cvevconmcr
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Now we need to be more specific ﬁk
about all the tech providers’ 8 e g i)
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More background if there's time...



Original stack of sub-licensing intermediaries

Requesting Party
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Original example of relationship, legal device, and
technical artifact

Legend:
e Red: Pairwise relationship role with greater power
e Green Pairwise relationship role with lesser power
e Blue: Legal device used between them
e Orange: Technical artifact on the UMA wire

ASO RSO The ASO and the RSO have a business contract wherein the
ASO, as sub-licensor of resource permissions on behalf of
the RO, sub-licenses to the RSO and enables the RSO to
sub-license to COs and RqPs by virtue of giving
access/giving content.

Business contract




Technology/legal stack relationships

Consent Receipts?
HL7 Consents?
id-events?
PSD2 Consents?

UMA legal framework Framework extension?

UMA protocol Some consent tech




Scenario: Cradle-to-grave

1. Data Subject is too young to use digital assets

M

[ Data Subject ]-:ﬂf' USSP PSP PP POPOPPOPPP PP

= . Data Subject is newborn Johnny. Resource
©  Rights Administrator is mother Alice.

Delegation from DS to RRA is by law in this

case because she is his legal guardian. She

Delegates- perm- manages his protected resources (personal
authority-to Delegates-mgmt-to :  data/digital assets) online and grants access to
. others on his behalf, for the period that she is

his guardian. Alice may selectively grant access _
to Johnny’s protected resources, such as EHR : ) ?\
data and school records, to caregivers, family : E'

members, nannies, and others. These parties :
may be acting as individuals or on behalf of : l

Resource Rights Administrator larger organizations/institutions, and be using a

Requesting Agent ]

variety of client applications.

*Some relationship lines have been removed for clarity.
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Scenario: Cradle-to-grave

2. Data Subject is old enough to use assets but too young to consent to their use

[ Data Subject

A Data Subject Johnny grows old enough to

_ _ : begin using online services. Resource Rights
Delegates. et Delegates-mgmt-to : Administrator Alice begins to give some control

authority-to : ) o

:  ofhis resources (personal data/digital assets) to

: him. One way to handle this is by enabling Alice :
to grant access to Johnny’s own resources to : k !
him as a Requesting Party Agent on his own : E' ?\
behalf as a Requesting Party. (In certain §
jurisdictions, a verified citizen identity may have :
been created for him at birth or at a young age, :
which he could claim and use now.)

Resource Rights Administrator Requesting Agent
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Scenario: Cradle-to-grave

3. Data Subject is old enough to consent to their use and manages digital assets themselves

[ Data Subject OO

. . Data Subject Johnny is old enough to need a
 legal guardian no longer and may even wish to
withdraw his own mother (former Resource
:  Rights Administrator) Alice’s access to his
Delegates- perm- Del . resources (personal data). This may be true at
authority-to ElegEize Wm0 ©  least for certain resources, possibly based on
standardized data types, correlated to
jurisdictional law. For a start, the relevant
delegations to her could be rescinded, which
cascades into revoking relevant UMA tokens,

» likely policies, and other artifacts and replacing

urce Rights Administrator Alice as the resource owner with himself. (Such l Req uesting Agent
UMA “molecular bond” rearrangements are not :

part of UMA per se, but could be part of an
identity relationship management automation
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Scenario: Cradle-to-grave

3a. Steady state: Data Subject manages their own digital assets

[ Data Subject é e

A

Delegates- perm-
authority-to

Delegates-mgmt-to

Resource Rights Administrator

In the typical case, Data Subject Johnny will
manage his digital assets as his own Resource
Rights Administrator. He can share access with

others as he sees fit.
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Scenario: Cradle-to-grave

4. There are multiple administrators of resource rights

l_[ Data Subject ]

Delegates- perm-
authority-to

Delegates-mgmt-to

ource Rights Administrator

Delegates- perm- ‘\

authority-to

There may be several Resource Rights
Administrators, either because they map to
multiple Data Subjects (as in the case of joint
bank accounts or genomic data) or because a
single Data Subject has delegated resource
rights administration to multiple other or
additional parties (for example, holders of
power of attorney). Identity Relationship
Management is required to ensure that distinct
resource IDs for each resource owner are
treated as “the same virtual resource” in some
fashion, and that RRA entrances and exits are
tracked.
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[ Resource Server Operator ]
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Scenario: Cradle-to-grave

5. Data Subject becomes mentally incapacitated or dies

[ Data Subject Going by the RUFADAA pattern:

a) The Data Subject doesn't designate anyone ahead
of time to manage their digital assets; the assets’
Custodian (Resource Server Operator) then becomes
Delegates- perm- el t o g}eseDrc\e/?égnated Recipient of access (RRA) per its terms
authority-to elegates-mgmt-to : '

Or b) the DS creates a disclosure permission plan to
designate their Personal Representative to manage
their digital assets. That representative can ultimately
share with whomever else as a Requesting Agent.

Resource Rights Administr Or c) the DS makes someone other than their Personal [ Requesting Agent

Representative a Designated Recipient of resource
rights administration. The RRA in turn may, or may not,
grant access to the Personal Representative.
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